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Acron yms and abbreviations

Acron yms and their usage in the con text of this thesis. Some acron yms ma y

also ha v e other meanings outside the scop e of this text.

A CL Access con trol list, lists wic h actors (or groups of actors)

ha v e what access righ ts to a giv en resource.

CD Con textual Design.

D A C Discretionary Access Con trol, a t yp e of access con trol whic h

is administered b y the o wners of eac h resource.

DRM Digital righ ts managemen t, a w a y to con trol the use and

distribution of digital media.

GRBA C Generalized Role-Based Access Con trol. See x 5.5.

HAN Home Area Net w ork, a domestic net w ork of computers and

digital devices.

HCIsec The married �eld of usabilit y (Human Computer In terfacing)

and securit y .

ISP In ternet service pro vider.

MA C 1. Mandatory Access Con trol, a t yp e of access con trol whic h

is cen trally administered. Not to b e confused with Me dia A c-

c ess Contr ol (MA C) A ddr ess , the unique iden ti�er of (eac h

in terface of ) a net w ork ed device { despite its name not an

access con trol mec hanism at all. 2. Message Authen tica-

tion Co de, a \secret v alue" kno wn b y parties engaging in

symmetrically encrypted comm unication.

PIN P ersonal iden ti�cation n um b er (often called PIN c o de ), a

usually four digit passw ord.

RFID Radio frequency iden ti�cation, a tec hnology for transmitting

and receiving user iden ti�cation data o v er a short range wire-

less link.

RBA C Role-Based Access Con trol, a t yp e of access con trol based

on the role (or roles) of a user.

UCD User cen tred design, a design philosoph y and a pro cess cen-

tred on needs, w an ts, and limitations of the end user.

UI User In terface, the \visible" parts of an appliance or appli-

cation.

UPnP \Univ ersal Plug and Pla y", a family of proto cols to allo w

devices to connect and in terop erate.

UUID Univ ersally Unique Iden ti�er.



Glossary

bac kline A more relaxed term for infrastructure.

domotics Domestic informatics, the application of information

tec hnology and rob otics in a domestic setting.

no de An y addressable comp onen t on a net w ork. Devices, ap-

pliances, sensors and computers are all no des. Also

kno wn as net w ork endp oints in e.g. UPnP .

pa yload The con ten ts of a transmission when metadata suc h as

headers and c hec ksums has b een stripp ed a w a y .

p ean ut device A small, wireless, battery-driv en no des on the net w ork,

lo w on computational p o w er.
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Chapter 1

In tro duction

\I know that many wil l c al l this useless work."

{ Leonardo da Vinci, Noteb o ok I [Vin00 ]

F amilies use computers increasingly for a v ariet y of recreational activities

[GEND05]. Computers, once scien ti�c to ols and o�ce mac hines, are used for

shopping, information gathering, learning and comm unications, gaming and

m usic pla ying [VSSM01]. Complemen ting the computers are p ortable digital

m usic pla y ers and digital cameras.

There are t w o ma jor dev elopmen ts on the home net w ork scene. F or one, to

get the di�eren t mac hines net w ork ed to allo w them to w ork together, and also,

allo wing the creation and distribution of media from and to the inhabitan ts

of the home. Researc hers and the industry are w orking on making b oth of

these dev elopmen ts happ en.

One angle that has not receiv ed m uc h researc h atten tion is the usable securit y

on the home net w ork, and more sp eci�cally , user c entr e d ac c ess c ontr ol on

the home network

1

. P ossibly this is b ecause researc hers are busy en visioning

what a home net w ork really is and what the users of one are supp osed to use

it for. What is kno wn is that man y home net w ork pro duct designers, and

notably securit y designers, do not assume realistic uses for their pro ducts

{ securit y features of pro ducts for domestic use are planned as the family

using it consisted of a single inhabitan t [Ell02 ]. Access con trol, where applied,

mimics the w a ys from business computer net w ork securit y .

1

By this, w e are b orro wing from the term `User cen tred securit y', referring to \securit y

mo dels, mec hanisms, systems and soft w are that ha v e usabilit y as a primary motiv ation or

goal." [ZS96 ]

1



CHAPTER 1. INTR ODUCTION 2

This is where this thesis comes in, trying to syn thesize information from

researc hers, securit y exp erts but most imp ortan tly from the users themselv es,

in to examining the access con trol needs and p ossibilities for the home net w ork.

The researc hers' input comes from their articles and publications, securit y

exp erts ha v e v oiced their opinions in one-to-one talks and in terviews with

the author and the actual end users ha v e b een heard through a tec hnique

b orro w ed from Con textual Design.

It is b ene�cial to examine the securit y needs of home net w orks no w, as home

net w orks are an emerging tec hnology . There are c hallenges to b e addressed

b efore home net w orks go mainstream. One suc h c hallenge is allo wing con-

trolled access to services on the home net w ork for p eople outside the home,

either using a traditional, largely unstructured clien t-serv er mo del or as p er-

sisten t home-to-home connections.

While there are a host of p ossible threats on the home net w ork's securit y of

tec hnical nature and p osed b y malicious users, b oth our researc h and some

literature [Sta02] suggest that access con trol on the home net w ork is not a

v ery critical issue b et w een legitimate users of the home. Inside the home

access con trol can largely b e go v erned b y the so cial barrier.

InHoNets connection The researc h and results in this thesis are are

connected with the In terconnected Broadband Home Net w orks pro ject (In-

HoNets) [inh06 ], a Helsinki Univ ersit y of T ec hnology (HUT) / T amp ere Uni-

v ersit y of T ec hnology (TUT) join t pro ject to researc h the p ossibilities and

implications on home net w orks with the fo cus on in terconnecting homes. The

pro ject is �nanced b y TEKES and industrial partners. In terviews and an-

alyzes for this thesis and the pro ject in general w ere p erformed b y pro ject

researc hers, including the author of this thesis.

Organization of this thesis This thesis is organized as follo ws: Chapter

2 presen ts the problem statemen t and requiremen ts for this thesis. F ollo wing

are t w o bac kground c hapters: Chapter 3 presen ts the home net w ork en vi-

ronmen t, its users and stak eholders, including the external ones, and rounds

o� b y presen ting some of the relev an t proto cols that are of signi�cance on

a home net w ork. Chapter 4 presen ts securit y , usabilit y , user cen tred design

and Con textual Design, and the merging of these �elds in to Usable securit y

or HCIsec. Chapter 5 examines previous w ork in home net w ork securit y and

and related researc h that could b e applied to enhance home net w ork securit y

and user-friendly access con trol.

Chapter 6 describ es the user in terviews done for this thesis, ho w they w ere
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done, and what w as learn t ab out the home en vironmen t and the inhabitan ts'

attitudes to w ards securit y , access con trol and tec hnology in general. It also

presen ts the exp ert in terviews. F urther, it discusses what access con trol

solutions w ould b e applicable in a domestic setting. In c hapter 7, the researc h

results and the suitabilit y of the metho ds used in this thesis are analyzed.

The thesis is concluded in c hapter 8.



Chapter 2

Problem statemen t and criteria

The main ob jectiv es for this thesis are the follo wing: to �nd out what kind

of access con trol do users want on their home net w orks, what kind of access

con trol do the users ne e d on their home net w orks, and whether already means

exist to solve these problems.

While doing this w ork, the follo wing areas are also discussed: What is a home

net w ork, what is there to protect on a home net w ork and wh y , all according

to the di�eren t stak eholders of home net w ork usage.

T o �nd out what access con trol users w an t, w e need to iden tify our users and

their needs. This is done through a form of user in terview and analysis b or-

ro w ed from Con textual design. Since w e don't exp ect to �nd v ery dev elop ed

home net w orks deplo y ed, w e in v estigate the users' attitudes to w ards securit y ,

priv acy and access con trol, and what kind of devices and media { digital

and non-digital, net w ork ed and non-net w ork ed { p eople curren tly ha v e in

their homes. W e then apply this information on what w e kno w ab out digital

home net w orks. T o enable this, w e also need to ha v e a view on what a home

net w ork is and what services it pro vides.

Users ma y not b e able to iden tify all demands and requiremen ts for access

con trol, since m uc h of their understanding of access con trol is implicit and

unarticulated, and b ecause they are not a w are of the risks brough t b y the

ubiquitous computing en vironmen t the home net w ork of the future will b e.

F or that, w e need to in v estigate published literature on securit y and access

con trol requiremen ts for computer net w orks in general and those of p erv a-

siv e computing, and apply the information on a home net w ork con text. W e

also need to tak e a lo ok at the problem from the p ersp ectiv e of the service

pro viders, whic h includes requiremen ts set b y legislation. Securit y exp ert

information is tak en from literature and in terviews with securit y exp erts.

4
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The user requiremen ts and the ones from the securit y exp erts need to b e an-

alyzed to form a set of consolidated access con trol requiremen ts. This should

sho w if there is a discrepancy b et w een the users' requiremen ts and those of

the securit y exp erts, and if so, whether the requiremen ts are con
icting or

complemen ting.

Finally , w e p onder whether there are w a ys to pro vide solutions to the access

con trol requiremen ts in a usable manner. F or this, w e use kno wledge from

the Usable securit y (HCIsec) �eld.

2.1 Problem statemen t

Since it cannot b e assumed that eac h home will b e inhabited b y an exp ert

in securit y , or ev en tec hnology in general, it is paramoun t that home net-

w ork securit y is handled in a usable w a y . Ev en the user who do es not ha v e

an extensiv e understanding of the underlying in tricacies of securit y m ust b e

allo w ed to use the system in a secure manner and b e able to feel that she con-

trols the en vironmen t in a secure w a y . This sets considerable c hallenges for

the design of the home net w ork; for home net w ork tec hnology to b e adopted,

the home net w ork m ust b e easy to deplo y , main tain and use. Curren t home

computer net w orks are curren tly v ery complex to understand and main tain,

m uc h due to the fact that they do not supp ort w orking mo dels and require-

men ts of families [GEND05, Ell02 ]. This causes stress and frustration with

the users, who will only in v en t w ork arounds to circum v en t what they sees

as obstacles set b y the system. As more features and services are added to

the net w ork without prop erly addressing these issues, the complexit y of it all

ma y b ecome an inhibiting factor for the deplo ymen t and acceptance of home

net w ork tec hnology .

There are man y c hallenges that need to b e tac kled. Ho w should access con trol

b e presen ted in an understandable w a y to a user who most of all just w an ts to

\use" the system? What securit y mo dels re
ect the home users' needs? What

means for access con trols are practical or ev en acceptable in a home setting,

and more so, what means are unacceptable? Do the securit y demands of

users, exp erts and pro viders complemen t or con
ict eac h other? More so, do

the access con trol requiremen ts of di�eren t stak eholders { the home net w ork

o wner, the net w ork service pro vider, the con ten t creator and distributor, the

legislator, etc.{ con
ict? If they con
ict, whose demand should b e heeded?

Ho w m uc h securit y can b e ac hiev ed using access con trol, and ho w m uc h

access con trol is really needed in a home en vironmen t? P eople do seem to

understand securit y in other con texts { they understand the imp ortance of
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lo c king their do ors and k eeping their bank cards' PIN co des to themselv es {

is it just the securit y v o cabulary , in a broad sense of the w ord, that is wrong?

Though they are �rmly outside the scop e of this thesis, there are also man y

tec hnical c hallenges for a home net w ork of distributed nature. Ho w shall

devices trust eac h other when there is inheren tly no top authorit y on the

net w ork? Ho w shall devices b e added or remo v ed from the net w ork, esp e-

cially if they aren't fully compatible? When separately written programs

and appliances are comp osed so that they ma y co-op erate, they ma y instead

destructiv ely in terfere in unan ticipated w a ys [Mil06 ]. Certainly there needs

to b e concepts b orro w ed from a net w ork of cen tralized arc hitecture { service

disco v ery , service registry , securit y p olicy service { so that all data ab out

other devices and their access righ ts need not b e con tained in eac h no de and

distributed through m ulticast mec hanisms. The c hallenge for the net w ork ar-

c hitects is to pro vide an arc hitecture that is not dep enden t on cen tral con trol,

y et supp orts an 
uid user exp erience. Within the scop e of this thesis, some

of these questions will b e addressed while others ha v e to b e left for future

w ork.

2.2 Scop e

In this thesis, w e examine the access con trol needs and requiremen ts for the

home net w ork. There is a bias on on en tertainmen t use { A/V net w orks,

computer use not for w ork or studies, including comm unication, and other

leisure activities { within single homes. En tertainmen t is supp osedly the

most immediate candidate for b ecoming part of the home net w ork. It is one

activit y that end users ha v e b oth an acquain tance with and ma y b e in terested

in ha ving dev elop ed.

1

In terconnected home net w orks and home automation

net w orks are men tioned brie
y , as w ell as other areas of securit y than access

con trol. F rom a cultural standp oin t, w e are examining the Finnish family .

The c hoice of fo cus stems from the connection with the In terconnected Broad-

band Home Net w orks (InHoNets [inh06 ]) researc h pro ject, in whic h the au-

thor participated. Since the w ork is based in Finland and in v olv ed in terviews,

the Finnish family w as a natural group of users to fo cus on.

While relev an t to home net w orks and net w ork securit y , man y issues ha v e

due to scoping delib erately but regretfully b een omitted from this thesis.

Suc h issues are: T rust mo dels and trust managemen t in an ubiquitous net-

w ork; a deep er insp ection of the p ossibilities, p ossible extensions and no v el

1

The �rst application users w an t from a `smart home' is the remote con trol of ligh ting.
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applications of UPnP , as w ell as securit y implications of the proto col; au-

thorization infrastructures for ubiquitous/nomadic computing [ZK02 ], and

other proto cols and arc hitectures usable in a home en vironmen t, suc h as

CAN (automation bus), Jini, Blueto oth, Zigb ee and HomeRF.



Chapter 3

The home net w ork

\The futur e is alr e ady her e.

It's not just not evenly distribute d."

{ William Gibson [Gib93 ]

3.1 What is a home net w ork?

There are sev eral di�eren t, often complemen ting views on what exactly con-

stitutes a home net w ork. The view dep ends on the �eld of profession, exp er-

tise or in terest of the view ee. Computer en th usiasts ma y consider a home

net w ork the actual net w orking tec hnology used to connect home computers

with eac h other or the In ternet. Computer users ma y include the computers

themselv es in to the equation. Grin ter et al [GEND05 ] consider the home net-

w ork to b e all the computing elemen ts plus the audio/visual (A/V) devices

installed in the home, th us noting that the home net w ork consists of the t w o

subnet w orks home c omputer network and the A/V network . Others ha v e

also called for the con v ergence of the computer and en tertainmen t net w orks

in to a home media net w ork [BG02 ]. The Digital Living Net w ork Alliance

[All04 ] considers consumer electronics, with an emphasis on A/V equipmen t

(`bro wn go o ds'), computers and mobile tec hnology to b e parts of the home

net w ork, and striv es to mak e this in to a single in terop erating net w ork. Other

researc hers include home automation and `white go o ds' (w ashing mac hines,

refrigerators, HV A C etc.) a part of the home net w ork [KLKY02], but what

all these visions ha v e in common are that they are v ery device-cen tric.

In this thesis, the home net w ork signi�es the in terconnected collection of

8
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Figure 3.1: The home net w ork en vironmen t (this picture needs to b e re-sized)
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all the devices, tec hnology and services that together facilitate digital liv-

ing . This basically includes an ything in the home curren tly or �ttable with

a micro c hip and capable of comm unicating o v er a net w ork, no w or in a near

future. This system is examined from a functional p ersp ectiv e; the net w ork

`fabric', the tec hnology and mac hinery itself, is of secondary imp ortance com-

pared to what services and p ossibilities it o�ers to the inhabitan ts of the

home.

The dev elopmen t of the home net w ork can b e exp ected to happ en in t w o

phases. In the �rst one, whic h is already happ ening, home computing is

merging with A/V tec hnology and comm unication is merging with home

computing. Con trol of ligh ts tak es a step to w ards user-cen tredness b y mo ving

con trol buttons from the w alls (where the users ne e d to b e according to the

house-cen tred view) to remote con trols and mo v emen t sensors (where the

users ar e ). Securit y systems en ter the homes and classic thermometers get

replaced b y wireless w eather stations. F ew of the devices are connected

together as one net w ork.

The next step of the home net w ork is one in the direction of ubiquitous

computing en vironmen t. Devices are no w connected to a common home

net w ork and they can co-op erate. The ultimate goal of the father of ubiqui-

tous computing Mark W eiser is one where where computers are em b edded

in ev eryda y devices and comm unicating with eac h other o v er ad-ho c wire-

less net w orks and exist in suc h a hiv e-lik e m ultitude that computation itself

exists as a part of the en vironmen t [W ei99]. This means that there will b e

\a computer in ev erything", alb eit probably a small and sp ecialized one in

most cases. When the pro v erbial In ternet T oaster needs to kno w the correct

settings for a frozen Karelian pastry , it can ask a mac hine that kno ws. And

if the toaster breaks, it can send a noti�cation ab out this to other devices

(and ultimately , its o wner) that should b e in terested.

A home net w ork will need b oth wired and wireless tec hnologies, dep ending

on application; some applications will b e more con v enien t or 
exible when

built without wires, other applications ma y b e c heap er, more secure or more

reliable when built with cabling. Ultimately , most of the data wires will go

a w a y , but it will tak e some time b efore w e can deliv er electricit y wirelessly

(or ha v e go o d enough batteries).

The infrastructure to allo w for `�rst phase' home net w orks is starting to

app ear in new buildings in the form of structured wiring. There are three

lev els of structured wiring: p o w er cables are dra wn in a star top ology (or

tree la y out in adv anced con�gurations) to allo w cen tralized con trolling of

electric appliances; signal cabling, usually t wisted pair cabling (e.g. UTP-



CHAPTER 3. THE HOME NETW ORK 11

CA T5e or CA T6), also in a h ub or tree top ology , for computer net w orking {

b oth as a deliv ery medium to net w ork endp oin ts and to w ork as bac kline to

the wireless infrastructure { wired telephones, television an tenna RF signal

transmission, distribution of picture and sound in analogue or digital format,

home automation con trol, securit y applications and an ything whic h can b e

transferred o v er the wire on signal strength v oltage; and a bus for home

con trol devices lik e ligh t switc hes and sensors. As Ethernet only o ccupies

t w o of the four pairs of a CA T5 cable, the remaining t w o pairs can b e used

to transfer Firewire data [MNH

+

01 ] or ev en analogue audio as a balanced

line lev el audio signal.

1

Added to this, a home could ha v e cabling em b edded

in the w alls for video, line lev el audio and sp eak er lev el signals, though this is

most lik ely to app ear within a single ro om. The bus is not strictly necessary

but a signi�can t cost sa v er, as man y devices can b e connected to the same bus

and the con trol logic do esn't need a separate input for ev ery single con trol

no de (i.e. an addressable `thing' on the net w ork).

Structured wiring w as found to b e a standard feature on the Finnish Housing

F air in 2006. In con trast, most older houses are not equipp ed with structured

cabling and it can b e a considerable hassle to retro�t structured cabling

in to existing housing. In these buildings, signal transmission can b e done

wirelessly or o v er existing telephone, an tenna or electric cables, but con trol

o v er electric appliances suc h as ligh ts m ust b e done b y the device, and not

in a cen tralized fashion. Of course when home net w ork tec hnology adv ances,

p o w er con trol of appliances more complicated than ligh tbulbs can b e handled

at the device. The underlying proto col just needs a request to switc h the

device b et w een p o w ered and standb y mo des.

What still is missing from the home net w ork are easily deplo y able, net w orking

and in terop erating devices. Net w ork ed media pla y ers and WLAN-equipp ed

digital cameras ha v e started to app ear on the mark et, but they build on an

existing computer net w ork infrastructure to w ork. Computers and gaming

consoles can, with a little exp ertise, b e con�gured in to media pla y ers. D VD

pla y ers are capable of sho wing digital pictures from memory cards, but few

are net w ork-capable pla y ers exist.

Home automation, computers and A/V equipmen t are eac h living on their

o wn, alb eit net w ork ed island. While hobb yists and en th usiasts ha v e managed

to brew their o wn home net w orks, home net w orking tec hnology do esn't y et

exist for the t ypical consumer in the exten t implied in this thesis. Therefore

it is more appropriate to talk ab out the networks of the home: the computer

1

F or audiophile requiremen ts, UTP-CA T5e ma y b e an insu�cien t medium for analogue

signal transmission
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net w ork, the telephone net w ork, the A/V net w ork (lac king an all-connected

home net w ork, the audio visual devices connected together), a p ossible home

automation net w ork and so on, and the extensions of the home net w orks:

the v ehicle net w ork (radio, phone, na vigation system) and the p ersonal en vi-

ronmen t (mobile phone, PD A, laptop, and in future visions, authen tication

tok ens). The vision is to in terconnect all these net w orks, devices and servic es

and mak e them w ork together.

Indeed, the future home net w ork will probably not b e a single net w ork op-

erating with the same net w orking tec hnology . Di�eren t applications will

b ene�t from di�eren t underlying tec hnologies designed for the appropriate

c haracteristics { i.e. Ethernet for computers, HA Vi for A/V equipmen t and

some bus tec hnology for home automation con trollers { op erating through

a virtual overlay network with gatew a y mac hines b et w een the net w orks to

allo w no des on the di�eren t subnets to in teract using a common proto col

[NSA02].

2

Proto cols already exist for the orc hestration of di�eren t parts the

home net w ork (e.g. UPnP; see x 3.4).

The home net w ork need not b e con�ned to the ph ysical b orders of the home.

The car and the summer cottage certainly coun t as a family's extended home

and the home net w ork ma y seamlessly use external services for media storage,

access con trol and so forth. Also, an inhabitan t ma y w an t to access services

the home o�ers while a w a y from home, suc h as securit y and monitoring, video

programming or sauna con trol.

The home computer net w ork is tec hnically not v ery di�eren t from the corre-

sp onding one in a business en vironmen t but there are man y practical issues

that set them apart. The home net w ork is dynamic: mac hines and users

ma y b e come and go with little w arning. Devices ma y turned o� or out of

reac h. The home net w ork is heterogeneous, meaning there will b e a lot of

di�eren t appliances on it. There ma y b e a large n um b er of mac hines p er user

compared to a business net w ork. The home net w ork is exp ected to p erform a

wide arra y of \tric ks", man y of business net w ork complexit y , y et w ork nearly

without an y training of the users. Most signi�can tly , there ma y not b e a

user with v ery high tec hnical kno w-ho w on the home net w ork, and neither

should there need to b e. The home net w ork is an en vironmen t orien ted for

consumer use. F or home net w ork to gain acceptance, it m ust not b e m uc h

more complicated to op erate than curren t stand alone home tec hnology . In

fact, it should b e a lot simpler.

One c haracteristic that ma y ha v e serious implications when it comes to au-

tomatic iden ti�cation of users (e.g. with biometric iden ti�cation) is that one

2

T ec hnically , this w ould constitute a home internet
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device ma y ha v e sev eral sim ultaneous users, or sev eral users nearb y the de-

vice but the iden ti�cation system cannot b e sure whic h user is actually using

the device. It is unkno wn whether there actually ne e ds to b e an authen tica-

tion system supp orting m ultiple concurren t users; in practise the user with

most access righ ts should b e able to handle the access con trol practicalities.

T ec hnically , access con trol in this scenario ma y b e solv ed with a mo del based

on Lattice-Based Access Con trol (LBA C) [Den76 ]. The e�ectiv e access righ ts

of the group ma y , dep ending on the application, b e the union of all access

righ ts, or the in tersection.

It is p ossible, ev en lik ely , that a home net w ork op erates without a cen tral

con trolling serv er. This is the assumption of the InHoNets researc h pro ject.

Users are lik ely to in v est in devices that actually \do something" rather than

in v esting in in visible infrastructure. This creates an arc hitectural c hallenge

b oth for device managemen t and access con trol, but as this thesis insp ects

access con trol from the user's standp oin t, it is an issue only discussed brie
y

here.

The home net w ork's users are also di�eren t from the ones of a business net-

w ork. F oremost, their goals are di�eren t; they just w an t \to use" the net w ork

and its services [SG02 ]. While ev ery business net w ork should ha v e exp ert p er-

sonnel on IT managemen t and supp ort, no suc h assumption can b e made for

the home net w ork. As an answ er to this, some domestic devices (notably ,

computers and digital TV receiv ers) come with auto-up dating features. A

home net w ork t ypically has less than ten in ternal users. By o�ering services

to users outside the home net w ork, either publicly or using de�ned home-to-

home connection, the home net w ork user coun t naturally go es up.

Insert here: a picture of what could b e on a home net w o rk; examples what y ou

could do with one.

While home computer securit y is a w ell publicized sub ject, not m uc h aca-

demic researc h has b een done sp eci�cally for securit y on home net w orks.

Some of the securit y researc h, metho dologies and b est practises for business

computer net w orks are relev an t for home use, but not all of it is v ery w ell

suited for the home net w ork due to the home net w ork's c haracteristics.

3.1.1 T erminology soup

Home net w orks and related tec hnology ha v e b een describ ed with man y di�er-

en t names. A L o c al A r e a Network (LAN) is a net w ork of computers, prin ters,

serv ers, terminals and net w ork devices, usually connected through a gatew a y
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to a paren t net w ork, or a Wide A r e a Network (W AN), or, dep ending on scop e

and installation, through m ultiple gatew a ys to other LANs, or an in terme-

diate Campus Area Net w ork. A Home A r e a Network (HAN) is a domestic

LAN, con tained within a user's home that connects a p erson's digital devices,

from m ultiple computers and their p eripheral devices to telephones, V CRs,

televisions, video games, home securit y systems, \smart" appliances, fax ma-

c hines and other digital devices that are wired in to the net w ork. A Home

Network , in the con text of this thesis, is a HAN encompassing all net w ork able

digital devices in a home, including home automation, securit y , `bro wn' and

`white' go o ds. A Smart Home is a home with a home net w ork, whic h can

react to its inhabitan ts' needs without explicit user input.

In Pervasive Computing and Ubiquitous c omputing [W ei99 ], computers exist

distributed in suc h large quan tit y and small size, essen tially ev erywhere, that

they e�ectiv ely disapp ear. The computers \understand" their users and the

users' con text and computing itself happ ens in the ubiquitous en vironmen t,

meaning that programs and pro cessing can happ en in an y device con v enien t

that the user has access to. The concept of Ubiquitous computing has also

b een kno wn as \things that think"

3

, or `ev eryw are'. [Gre06 ]. Indeed, ubiqui-

tous computing can b e divided in to p erv asiv e computing, nomadic computing

and ad-ho c computing [Sta02], but this is already outside the scop e of this

thesis.

3.2 Requiremen ts for a home net w ork

The h uman needs can, in order of p otency , b e describ ed as ph ysiological,

safet y , lo v e/b elonging, esteem and actualization [Mas43], as iden ti�ed b y

Abraham Maslo w. Milton Rok eac h further iden ti�ed 36 h uman v alues that

describ e desired mo des of conduct (capable, courageous, indep enden t, re-

sp onsible. . . ) and desired end-v alues (a comfortable life, a w orld at p eace,

self-resp ect. . . ) [Rok73]. A home should supp ort these needs and v alues

in pro viding its inhabitan ts a safe and secure habitat, health y and con v e-

nien t to liv e in. Ideally , a home should pro vide b oth en tertainmen t and giv e

its inhabitan ts a sense of b elonging and p ossibilit y of self-expression. Users

also exp ect home net w ork tec hnology to sa v e them time and money , reliev e

them from organizational stress, allo w them 
exibilit y , mobilit y and securit y ,

and help elderly or disabled p eople [RHB03]. With the tec hnical adv ances,

a net w ork ed home can help to pro vide new and b etter solutions to these

3

http://ttt.media .m it. ed u/ vis io n/v is io n.h tm l



CHAPTER 3. THE HOME NETW ORK 15

requiremen ts through sensors, monitoring and automation.

F or the user, it is essen tial that she can trust the home tec hnology and that

it is easy to use. F or that, di�eren t parts of the home net w ork m ust b e

able to w ork together. Bo dies suc h as the Digital Living Net w ork Alliance

(DLNA) are w orking on the arc hitecture w ork needed for a seamless in te-

grated home net w ork en vironmen t [All04 ]. The tec hnology , and esp ecially

the securit y tec hnology { the fo cus of this thesis {, should b e as transparen t

and unobtrusiv e as p ossible, and secure the resources with relev an t measures.

Devices and services should as far as p ossible b e able to con�gure themselv es

with near zero user in teraction. Resources of lesser securit y demands can b e

authen ticated to transparen tly and only scenarios requiring a higher lev el of

assurance or greater securit y ma y require users to explicitly in teract with the

securit y subsystem [CAMN

+

02 ]. Securit y should also react to con text, for

example when no inhabitan t is in the house, the house en ters \a higher lev el

of paranoia" [Kar06 ].

The home net w ork m ust b e built on the concept of transparency (i.e. the

net w ork do esn't unnecessarily hide its doings) and feedbac k. Users m ust b e

able to easily see \what the house is doing" and receiv e prop er feedbac k on

the actions requested (e.g. \Y our co�ee is b eing brew ed"), since a user cannot

often see the e�ects of his action [RHB03 ].

After tec hnology , functionalit y and usabilit y ha v e b een accommo dated for,

an imp ortan t step remains: As pro ducts aimed for the consumer, the home

net w ork should b e fun to use. Users of pro ductivit y to ols ha v e a task to

accomplish and do not w an t to b e in terrupted, but users of home entertain-

ment net w ork w an t just that: to b e en tertained. The massiv e mark et for cell

phone ringtones should b e su�cien t indication that users w an t fun tec hnol-

ogy . F un is the opp osite of frustration, a thing usabilit y tries to eliminate.

Designers are no w b eginning to dev elop theories of engagemen t through fun-

features [Sc h04 ]. Charlotte Wib erg has created a set of heuristics to ev aluate

the fun-ness of w ebsites [Wib03 , Wib05 ]. While her funolo gy heuristics are

clearly most applicable for the transien t and exploratory nature of w ebsites,

it should b e p ossible to pro duce similar heuristics for home net w orks.

Researc h has sho wn that ordinary home-dw ellers are ready to accept p erv a-

siv e tec hnology in to their homes, as long as it supp orts their goals and they

feel they can b e in con trol of it [RHB03].
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3.3 Homes and their `users'

Solutions that are mean t to b e built and sold for home use m ust b e built for

the users of the home, i.e. the inhabitan ts. This sets a new c hallenge for the

securit y designers, who traditionally ha v e created solutions for business use,

whic h is m uc h more straigh tforw ard than the domestic setting.

The simplest form of a \home user con�guration" is that of the single inhab-

itan t. All the devices are o wned and con trolled b y this p erson, and there

is no need for an y access con trol from the inside of the net. This is the

most basic and simplistic home, and the one man y securit y designers assume

[Ell02 ]. The picture do es not c hange signi�can tly in the case of a family of

t w o adults, or families with small c hildren, as long as the adults can agree

on the securit y p olicy .

On the other side of the sp ectrum comes the family with teenagers. T eenagers

w an t a degree of indep endence and priv acy and probably also o wn p ersonal

net w ork ed devices. F urthermore, they ma y in vite friends o v er who w an t to

connect their devices to the net w ork.

A sp ecial case of in terconnected homes are separated families; the c hildren

w ould need access to their data regardless of whic h home they are in, while

the separated paren ts probably w ould lik e to k eep their resources inaccessible

from eac h other. Another sp ecial case of b oth in terconnected homes and

righ ts managemen t arises with homes inhabited solely b y elders whic h ma y

not b e able to fully tak e care of themselv es. A resp onsible caretak er needs

to ha v e considerable access to the elders' dw elling (to get alerted if there is

an acute health problem, for instance), while still pro viding careful priv acy

of the home.

T o further discourage the notion of the single user home, one only needs

to note that a home is generally inhabited b y sev eral users with di�eren t

bac kgrounds and di�eren t requiremen ts [RHB03].

Inhabitan ts of the home ma y w an t to b e connected with their p eer groups {

hobb y groups, friends, relativ es, the c hildren of separated families { to share

data and resources on their net w ork. This calls for in terconnecting the home

net w orks, for whic h there is quite a lot of curren t researc h activit y ([inh06 ]

etc). A home's tec hnology should also allo w for 
exible righ ts managemen t to

allo w for o ccasional visitors suc h as servicemen or the neigh b our who w aters

the plan ts to en ter.

Our in terviews indicated that home users w ould prefer not to b e \b othered

b y computer securit y ." Still, p eople tend to b e conscious ab out their real-
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life securit y . F urther researc h should b e able to p oin t out reasons for this

discrepancy { do p eople lac k the needed parallels b et w een computer securit y

and real life securit y?

3.4 Stak eholders

In the game of home net w orks, there are man y stak eholders with di�eren t

and ev en con
icting goals: the users (home inhabitan ts and their p eers),

the media publishers and the service pro viders (ISPs and con ten t pro viders).

The authorities are scop ed out from this discussion as stak eholders: from this

p oin t of view, authorities set the rules for the b ene�t of the other iden ti�ed

stak eholders.

The main stak eholder in this thesis is the inhabitan t of the home, whose main

goal is to to use the home net w ork and the features it o�ers. The net w ork

and the devices on it are not of great imp ortance to the user p er se , rather

the services it pro vides (this ma y not b e en tirely true; some users ma y tak e

pleasure in ha ving the home net w ork mac hinery itself ). Main taining securit y

is a tertiary goal at b est. The home net w ork should b e so easy to use for the

user that it almost b ecomes in visible [W ei99 ].

No inhabitan t is an island, and so all of them ha v e p eers, organizable in to

p eer groups. A p eer group ma y b e the extended family , a group of friends,

can b e related to di�eren t hobbies, and can b e v ery temp orary in nature as

in the case of a group of p eople organizing a stag/hen nigh t for a common

friend. P eer groups w an t to b e able to access data, and p ossibly services, on

the home net w ork, in an easy manner. Services should b e easily disco v erable.

In case of more p ermanen t relations, homes ma y b e in terconnected for recur-

ring access to the resources. F rom the inhabitan ts' p oin t of view, material

should b e visible in appropriate prop ortions and secure from un w an ted ey es.

In terconnecting homes and the related problematics are the fo cus of researc h

of the InHoNets pro ject [inh06].

A di�eren t set of stak eholders are the b o dies creating services for the users,

and making money from that activit y . Service pro viders can mak e money

either directly through c harging for the service they pro vide, or indirectly

through for example adv ertising.

Media creators, publishers and aggregators { for example �lm companies,

studios and television c hannels { create and distribute material to pla y on the

en tertainmen t p ortion of the home net w ork. Media generators are in terested

in deliv ering their media in a safe and e�cien t w a y and to maximize on their
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capital. The media is their w a y of income whic h is wh y the distributors w an t

it protected from free use.

In ternet service pro viders (ISPs) pro vide the user an In ternet connection

(`bandwidth') and, at an increasing lev el, services and con ten t. The con ten t

can b e o�ered at no extra c harge (\for free") or at a premium. T ypical

services are email and w eb space and securit y services. ISPs w an t Qualit y of

Service on their net w ork and the media, b ecause that's what they sell. F rom

the ISPs p oin t of view (and that of the Legislator), an infected or ill-b eha ving

mac hine is \problem w aste" on the net w ork.

Equipmen t man ufacturers ha v e a stak e in the game to o and a reputation to

protect. If the image of a pro duct su�ers due to the pro duct b eing unreliable

or un�t for its purp oses, consumers are going to turn to another brand of

pro ducts. A pro duct ma y b e deemed un�t b ecause of actual lac k in func-

tionalit y { securit y , for example { or it ma y just b e to o complicated to use.

Additionally , users ma y not c ho ose a certain device just on rational grounds,

but also emotional ones.

Bac kline tec hnology: Univ ersal Plug and Pla y UPnP

T M

is a family

of proto cols that allo w con trollable devic es and c ontr ol p oints on a net w ork

to comm unicate and in terop erate [UPn03 ]. It seems a promising and w ell

de�ned tec hnology for the home net w ork bac kline and implemen tations ha v e

already b een made b oth for researc h and pro duction. [NL94]

UPnP has steps for device disc overy, description, c ontr ol, event noti�c ation

and pr esentation . UPnP has supp ort for access con trol securit y is based on

Access Con trol Lists (A CLs) and digital signatures [Ell03 ], but use of this

securit y measure is optional and not y et widely adopted.

When a no de joins a net w ork, it will �rst seek for a DHCP serv er for an IP

address and other net w ork information, suc h as a hostname

4

. If a DHCP

serv er isn't found, the no de assigns itself an IP address using Auto-IP (in

short: 1. select an arbitrary address within the 169.254.1.0{169.254.254.244

range, 2. use ARP to c hec k that this address is not in use and rep eat from 1.

if necessary; 3. send b y ARP that the address has b een c hosen; 4. p erio dically

c hec k for address collision and go to 1. if one happ ens). A device will then

adv ertise a few of its essen tial sp eci�cs, e.g. its t yp e, UUID, duration un til

service expires, and an URL to more detailed information, using a n um b er

4

DHCP has h undreds of options to describ e the basic services of a structured net w ork

suc h as the lo cation of a time serv er, mail and w eb serv ers and the lo cation of a b o ot

image for a no de whic h gets its system o v er the net w ork, suc h as diskless terminals and

the Hauppauge MVP media pla y er.



CHAPTER 3. THE HOME NETW ORK 19

of m ulticast messages corresp onding to eac h of its em b edded devices and

services to a standard address and p ort (239.255.255.250:1900). Similarly ,

a con trol p oin t will m ulticast a disco v ery message to whic h devices resp ond

with an adv ertisemen t message. Con trol p oin ts can later send description

queries to devices they are in terested in. When a device or a con trol p oin t

lea v es the net w ork, it should (if p ossible) send out rev o cation messages b y

m ulticast. Devices also p erio dically re-send the adv ertisemen ts with a new

expiration time if they are still a v ailable. T o limit net w ork congestion, the

time-to-liv e (TTL) of eac h m ulticast IP pac k et should default to 4 and should

b e con�gurable.

The next step in UPnP net w orking is Description. A con trol p oin t ma y

request more information ab out a device and the services it pro vides using the

URL the device adv ertised ab o v e. This information is in XML and generally

retriev ed o v er HTTP . A device will carry a devic e description describing

its man ufacturer information (mo del name and n um b er, serial n um b er, etc.)

and servic e descriptions whic h is based either on a standard UPnP devic e

template or a v endor's extension and includes the actions the service resp onds

to (i.e. commands), the argumen ts for eac h action, a list of v ariables whic h

re
ect the state of the service at run time and URLs for con trol, ev en ting

and presen tation.

A con trol p oin t can no w ask a service to in v ok e those actions b y sending a

c ontr ol message to the con trol URL of the service, and receiv e feedbac k on

the results of these requests, or ask the v alue of a service's state v ariables.

The in v erse of con trol in UPnP is eventing : services send information ab out

c hange of state of an y ev en table v ariables to con trol p oin ts that subscrib e

to ev en t messages (non-ev en table v ariables need to b e p olled for explicitly).

The ev en t noti�cation can also con tain encrypted information that can only

b e op ened b y authorized Con trol P oin ts. Finally , UPnP services can pro vide

a HTML pr esentation whic h can include state information and means for the

user to con trol the device.

UPnP securit y uses a com bination of Device and Con trol P oin t called the

Se curity Console . Its purp ose is to tak e o v er securit y o wnership of the Devices

and then to authorize Con trol P oin ts or other Securit y Consoles access to

Devices the Securit y Console administers [Ell02 ]. The securit y orc hestration

relies on public k eys. A new device w ould rep ort the SHA-1 hash of its public

k ey to the Se curity Console at whic h the user can v erify the Securit y ID (the

rep orted k ey is what it should (e.g. b y comparing it with a prin ted card

shipp ed with the device). The user is then prompted to giv e a meaningful

name to the device, whic h the device from then on will b e referred as. This
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ceremon y should b e quite adaptable to the ones descried in x 5.4, whic h

w ould tak e out the need to man ually compare SHA-1 hashes, a t ypically

error-prone task for h umans. An arbitrary degree of securit y authorization,

including the delegation of a devices access con trol list (A CL) can also b e

delegated and shared among other securit y consoles, whic h is a useful feature

on a distributed net w ork. Delegation of A CLs is a measure b oth against

p o w er cycling of devices and a b ene�t for devices with suc h a small memory

fo otprin t that it is more e�cien t to ha v e its A CL elsewhere.

UPnP has b een criticized for its 
a ws in securit y . These 
a ws ha v e mostly

b een related to the implemen tation of UPnP and are not inheren t to the pro-

to col itself. UPnP has also b een criticized b ecause the proto col do es not ha v e

pro visioning against denial of service (DoS) attac ks, but DoS attac ks could

just as w ell b e th w arted b y the UPnP implemen tation or a separate subsys-

tem suc h as a �rew all. Securit y-critical applications suc h as �rew alls m ust

tak e extra pro visioning against malicious use if they are to b e con�gurable

b y UPnP .

UPnP can b e o v erly hea vyw eigh t for `p ean ut devices' due to the connectivit y

requiremen ts (t ypically Ethernet), amoun t of pro cessing needed and amoun t

of data asso ciated with the messaging (as in tro duced b y the XML o v erhead).

Since UPnP allo ws a ro ot device to ha v e an y n um b er of services and an y n um-

b er em b edded of ph ysical or virtual devices (eac h with an arbitrary n um b er

of services), a whole collection of small appliances (e.g. all ligh ts in a ro om)

can b e connected as devices to the UPnP ro ot device [KLKY02 ].

Near relativ es to UPnP are Zero conf, a set of tec hnologies for device net w ork

auto con�guration and service disco v ery

5

(called Bonjour on the Macin tosh

OSX), the Jini and OSGi tec hnologies, ro oted in Ja v a, and Microsoft Rally ,

whic h is lik e UPnP with added features for Qualit y of Service (QoS, for

streaming media) and easier con�guration of wireless devices.

6

Other related

tec hnologies, suc h as Blueto oth, Salutation, Service lo cation proto col (SLP),

Secure service disco v ery service (SSDS), Cen taurus and the unnamed pro-

to col b y Burnside et al are omitted from this text, but are disseminated in

[CGR04].

5

Unlik e UPnP , Zero conf can seek the answ er to questions lik e \who on this net w ork

can prin t?"

6

http://www.zeroc on f.o rg / , http://sun.com/ji ni/ , http://www.osgi. or g/ and

http://www.micros oft .c om /ra ll y resp ectiv ely .



Chapter 4

Usable securit y

In the da ys when computers w ere op erated b y trained exp erts in white lab

coats, there w as little concern for either securit y or usabilit y in computing.

Unfortunately the p erception prev ailed when computers started to b ecome

more commonplace; man y of to da y's problems with net w ork securit y stem

from a time when the In ternet w as considered a friendly place of researc hers

and academics and there w as little need for net w ork securit y . Securit y w as

glued on to pro ducts more as patc hes to existing pro cesses. Usabilit y and

\user friendliness" w as a thing measured at the end of the pro duct dev elop-

men t stage in usabilit y labs, if at all.

Curren tly it is kno wn that b oth securit y and usabilit y are things that can {

and should { b e an in tegral part of pro duct dev elopmen t from the v ery start.

Rules, guidelines, metho ds and b est practises exist for the �elds of usabilit y

and securit y so that they can b e though t of proactiv ely , but still usabilit y

and securit y are often seen as di�eren t camps, and that usabilit y and securit y

as prop erties are m utually exclusiv e. The curren t c hallenge is to couple the

old an tagonists usabilit y and securit y together in to what is coined Usable

securit y .

Ka-Ping Y ee argues that this setting has historical grounds; if adding securit y

to a pro duct at a late stage, usabilit y su�ers and if adding usabilit y to a

pro duct at a late stage, securit y su�ers [Y ee04]. Y ee go es on to demonstrate

that if though t of from the start, usabilit y and securit y can w ork together to

create secure and usable pro ducts.

21
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Figure 4.1: The facets of acceptabilit y . Adapted from [Nie93 ].

4.1 Usabilit y and user cen tred design

\Don 't make me think."

{ Stev e Krug

A cen tral qualit y indicator of an y thing or pro cess is its usefulness . Usefulness

is de�ned as whether the thing can b e used to ac hiev e some desired goal, and

is the pro duct of its utility and usability [Gru92]. Utilit y is what the thing

can do, with resp ect to what it needs to do. Usabilit y is a w a y to ensure, or

at least enable, safe and e�cien t use of the thing for its in tended purp ose.

This can happ en when the pro duct is designed with the users' psyc hology

and ph ysiology in mind. The In ternational Organization for Standardization

de�nes usabilit y as \the exten t to whic h a pro duct can b e used b y sp eci�ed

users to ac hiev e sp eci�ed goals with e�ectiv eness, e�ciency and satisfaction

in a sp eci�ed con text of use." [ISO98]

Usabilit y is often used as a synon ym for Human-Computer In teraction (HCI),

but usabilit y can b e related to an ything that can b e use d, not just computers.

Usabilit y can b e used in non-tangible sense, as in \the usabilit y of do cumen-

tation".

In addition to b eing safe and e�cien t to use, a usable pro duct also needs to

b e reasonably easy to le arn . It should b e easy to r ememb er ho w one w ould

use it ev en if it w as some time b et w een uses. The pro duct should b e designed

so that users mak e few err ors using it, and when they do, there should b e an

easy w a y to reco v er from the error. Finally , the system should b e ple asant to

use . These c haracteristics { along with safe and e�cien t use { w ere dubb ed
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the usability heuristics b y Jak ob Nielsen [Nie93 ]

In the early da ys of usabilit y , the to ols for creating a usable pro duct w ere

guidelines to ac hiev e the ab o v e usabilit y heuristics, and testing. The testing

w as done as a qualit y assurance to w ards the end of the pro duct dev elopmen t

cycle and preferably p erformed in a usabilit y testing lab. A usabilit y test lab

w ould consist of a user space and a researc her space, separated b y a one-w a y

mirror. The user space is created to feel as homely and un-lablik e as p ossible

for the user. The user and an in terview er sit on one side of the mirror while

usabilit y exp erts o ccup y the other half of the lab. The user is then giv en

t ypical tasks to p erform with the pro duct tested while the exp erts record

and observ e the testing from their side. It is imp ortan t to tell the user that

the usabilit y p eople are not testing her, but the pro duct she is testing. The

results are later disseminated to see where the user had problems completing

the giv en tasks.

It so on b ecame ob vious that errors in the design w ere easier to �x earlier on

in the design cycle. Th us, usabilit y testing b egan using in terface mo c k-ups

and pap er protot yp es, crude represen tations of the application tested. Ev en

a w eb site's na vigation system could b e sim ulated using a stac k of pap ers

with page n um b ers for h yp erlinks. Other dev elopmen ts in usabilit y testing

included the Cognitiv e w alkthrough and the Heuristic ev aluation. With these,

the usabilit y exp ert w ould ask himself \As a user, what w ould i do no w?",

and \Ho w do es this comply with the usabilit y heuristics?", resp ectiv ely .

While the metho ds just describ ed are in no w a y outdated, they are no w but

a part of the curren t usabilit y trend, User Cen tred Design (UCD). The k ey

principles for UCD is to fo cus on users and their tasks early in the design

pro cess b y actually in v olving the users in the design pro cess, to use empirical

data { actual test results with actual users { to ev aluate the pro duct, and to

design iterativ ely using a design, test and measure, redesign and rep eat as

necessary cycle [GL85 ]. According to UCD, the pro duct should b e built for

the user, th us ful�lling the user's needs. The input for what should b e built

needs to come from the user, whic h is a gian t leap from the earlier p erception

that the functionalit y of the pro duct should b e sp eci�ed b y the dev elop er

1

.

How the thing should b e built w ould still b e the task of the dev elop ers and

usabilit y p eople.

There are a few notable UCD metho ds, and the one w e shall fo cus on in this

thesis is Con textual Design.

1

Or, as often has b een the case, the mark eting
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4.2 Con textual Design

\Se e �rst, think later, then test. But always se e �rst.

Otherwise you wil l only se e what you wer e exp e cting.

Most scientists for get that."

{ W onk o The Sane [Ada84]

Con textual Design (CD) [BH97] is an approac h to designing pro ducts and

pro cesses that the customer needs, based on the customers' needs. The

pro cess is primarily in tended to create new solutions for existing problems,

whic h is in sligh t con trast with the goals of this thesis: to create new solutions

to a new problem. The creators of Con textual Design ho w ev er do state that

CD also can b e used for a scenario lik e ours; p eople are probably doing similar

things in other settings or using di�eren t tec hnology to ac hiev e similar goals.

It is up to the designers to understand what to apply to the new scenario.

The basis for Con textual Design is in understanding the user and her needs,

as should b e the basis for an y kind of design. While understanding the user

sounds lik e a painfully ob vious starting p oin t for an y dev elopmen t, sp eci�ca-

tions for what is to b e built in realit y often originate from the managemen t,

the mark eting departmen t, fo cus groups, mark et researc h, k ey users, or sim-

ply as an educated h unc h from the dev elop ers themselv es. The information

on what the users need is most readily a v ailable from the users themself.

The c hallenge, for whic h the CD pro cess pro vides a to ol, is to �sh out this

information and transform it in to pro duct requiremen ts.

The CD pro cess consists of the follo wing steps: Con textual Inquiry , W ork

Mo delling, Consolidation, W ork redesign, User en vironmen t design, testing

with the customer (i.e. Protot yping) and Implemen tation design.

Con textual Inquiry The Con textual Design pro cess starts with the Con-

textual Inquiry (also: Con textual Enquiry ). This is a set of w ell-planned

master-appren tice t yp e in terviews with the actual end user of the pro duct,

at the site of the end user. Basically the idea is to w atc h the user do his

w ork and to ask questions lik e \wh y are y ou doing this?" or sa y \sho w me!"

to dig out the silen t, implicit information ab out the user's w ork. The goal

of the Con textual Inquiry is to get in to the head of the user, to see the w ork

in its en vironmen t through the ey es of the user and to create a shar e d in-

terpr etation of the w ork b et w een the user and the in terview er. F or the user,
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the w ork has b ecome so habitual that they don't ev en think ab out the steps

in v olv ed and ha v e a di�cult y articulating b oth what they did, ho w they did

it, and wh y when not actually doing it (i.e. in the v ery con text of w ork).

Using con textual inquiry tec hniques, this information can b e made explicit.

In terpretation and mo delling The information generated b y the in ter-

view ers is disseminated at an In terpretation session with a cross-functional

team, including b oth dev elop ers and business p eople. Ha ving p eople with

views from all sides presen t at the in terpretation session serv es t w o distinct

purp oses. The end user's w ork is examined from all relev an t p ersp ectiv es so

that all mem b ers gain insigh t of the situation from all sides, and the whole

design team gain a shared understanding on what should b e built, and wh y .

The dev elop ers can no w fo cus on solving explicitly the issues the customer

needs to ha v e solv ed and not rely on their o wn guessing.

The in terpretation is aided through the use of di�eren t work mo dels , whic h

illustrate the whole w ork pro cess but from di�eren t angles. This is an im-

p ortan t comm unications to ol to describ e the user's w a y of w orking, and es-

p ecially so when the w ork is complex and unfamiliar to team mem b ers

Consolidation The mo delled in terview data from all the in terview ed cus-

tomers are brough t together so that the design team can see common pat-

terns, as w ell as individual v ariations. This consolidated information is used

to create a solution that will cater all the users' needs, and that will w ork

w ell within the whole receiving organization, or at a higher lev el, to create

a solution for a whole customer p opulation { the whole mark et of m ultiple

customers. The w ork is done using an A�nit y diagram or A�nit y w all, essen-

tially a set of Stic k-it

T M

notes in di�eren t colours organized b y theme with

series of connecting lines. A large a�nit y diagram can o ccup y a whole ro om,

and pro vides an excellen t area for the further steps of Con textual design,

since the designers are e�ectiv ely surrounded b y the user data.

W ork redesign When the users' w ork mo dels ha v e b een c harted, the de-

sign team can discuss new w a ys to solv e the existing problems. The team

should no w ha v e a solid foundation of the users' w ork and are able to inno-

v ate impro v ed w a ys ho w the w ork could b e done. The team fo cuses on ho w

to impro v e the w ork practise using storyb o ar ds , the CD equiv alen t of user

requiremen ts, use cases or user stories. These text and graphic illustrations,

not quite unlik e those used in cinematograph y , illustrate what a giv en part

of application is going to solv e and ho w on a functional lev el.
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User en vironmen t design This step is the �rst one whic h actually deals

with the system the designers are going to build. Designers create a User

en vironmen t design, a `
o or plan', so that the new system will ha v e the

appropriate function and structure to supp ort a natural 
o w of w ork. The


o or plan sho ws the parts of the system, what features and functionalit y

exist in eac h part, ho w they supp ort the user's w ork, and ho w they relate

to eac h other for the user's p oin t of view. It is a to ol to help dividing the

system design w ork among dev elop ers while main taining a coheren t system

for the user.

Protot yping The 
o or plan created in the previous step serv es as a to ol

not only for the system designers but also the user in terface (UI) designers.

UI designers create user in terface mo c k-ups, pap er protot yp es, whic h are

iterativ ely tested and re-designed together with the customer b efore an y of

the user in terface is committed in to co de, and where ev en radical c hanges to

the user in terface are comparativ ely inexp ensiv e to mak e.

Implemen tation The designed solutions can no w b e prioritized for an

incremen tal roll-out and translated in to co de.

There is also a more agile v arian t of Con textual Design called Rapid Con tex-

tual Design [HWW05], whic h is designed to b e easier to adapt to a customer's

{ or dev elop er's { existing design pro cess and to allo w certain design steps to

b e left out.

In the researc h for this thesis, w e use inquiry and analysis (in terpretation,

and consolidation) steps from con textual design. The design phase is touc hed,

but mostly left to a p ossible Licen tiate thesis. The outcome of the inquiry

forms the basis on use cases on whic h the InHoNets pro ject can w ork.

4.3 Securit y basics

\Sta� se curity is not a luxury. It is not an option.

It is a ne c essity and an essential p art of the c ost of

doing business."

{ Sec-Gen Ko� Annan
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Securit y is the basic service that enables the user to do what she w an ts

to do without b eing disturb ed or disrupted b y \an unin vited guest". The

�eld of securit y is usually divided in to c on�dentiality, inte grity and avail-

ability (`CIA'), describ ed th us b y The Computer Emergency Resp onse T eam

(CER T): [CER01]

2

Con�den tialit y: information should b e a v ailable only to those who righ t-

fully ha v e access to it,

In tegrit y: information should b e mo di�ed only b y those who are authorized

to do so,

Av ailabilit y: information should b e accessible to those who need it when

they need it.

The ab o v e de�nitions can w ell b e generalized to co v er all resources of the

home net w ork, not just information. F or instance, the In ternet connection

should b e a v ailable to those authorized, when so needed.

On home net w orks, the CIA list needs to b e insp ected a sligh tly di�eren t ligh t

than originally in tended for information securit y . Within a home net w ork

con text, one could rather talk ab out privacy than con�den tialit y . Priv acy is a

prop ert y of the data and can b e upheld b y the data itself through encryption,

or devices on the net.

In tegrit y is also a prop ert y of the data. The requiremen t for in tegrit y is that

the information on the net w ork is correct and that it has not b een mo di�ed

b y an unauthorized part y (and that it w as correct to b egin with). This

prop ert y w ould b e imp ortan t for example for a clo c k service on the net w ork.

Some data �les w ould b ecome un usable if their in tegrit y w as compromised.

F or the home user, a v ailabilit y is the most imp ortan t prop ert y of the CIA

trio; if a device or a �le on the home net w ork is not a v ailable, it is of no use

for the user [SA99]. A device can b e kno c k ed out or hindered with a denial

of service attac k (DoS) or in the case of a small, battery p o w ered no de, a

sleep depriv ation attac k (essen tially , a slo w DoS attac k) whic h w ould drain

the no de of all its p o w er. A �le can b e deleted, mo v ed or renamed b y mistak e

or b y a malicious en tit y , rendering it una v ailable.

Access con trol is a w a y to ensure b oth priv acy , in tegrit y and a v ailabilit y .

2

Oddly enough, the CIA list translates rather w ell to the con trol of who can r e ad, write

and exe cute �les. Again, the author ac kno wledges he ma y b e re-in v en ting the wheel.
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There is no p erfectly secure system.

3

An y real life system has vulner abilities ,

i.e. w eaknesses in the system, b e they tec hnical or induced b y users. There are

te chnic al vuvulner abilities suc h as bu�er o v er
o ws, proto col timing attac ks,

message repla ys and so on, and so cial vulner abilities suc h as users forgetting

to bac kup �les or lo c king their computers, or users rev ealing their passw ords

through so cial engineering tric ks [FSH03 ].

V ulnerabilities a�ord thr e ats , \things that can go wrong". A threat b ecomes

a se curity br e ach through a failur e , whic h happ ens through the com bination

of a latent failur e (w eakness in the system) and an active failur e (slips, lapses,

mistak es and violations). A risk is the exp ected lik eliho o d of the threat m ulti-

plied b y the damage or loss it brings if it w ould realize. Securit y managemen t

is �nding and main taining a cost e�ectiv e balance b et w een what should b e

protected and to what a degree. It is not w orth putting more e�ort in to

coun termeasures than what the loss w ould cost, measured in time, money ,

reputation or other damage, if it o ccurred.

A go o d start for securit y managemen t is a securit y p olicy . This is a high

lev el statemen t of what is allo w ed on the net w ork and what is not, what the

acceptable risk is and ho w securit y is to b e upheld. Securit y decisions can

then b e made based on the securit y p olicy .

Computer securit y is just a part of information securit y . There is only so

m uc h y ou can do to solv e securit y using tec hnical means. Securit y b egins with

the p eople, who need to b e su�cien tly informed ab out securit y issues. One

w a y of causing damage to another's net w ork is to apply so cial engineering

tric ks [MS02 ].

4.4 Access con trol

Access con trol is the activit y of p ermitting allo w ed users, devices and pro-

cesses certain ac c ess op er ations to giv en resources and pro cesses on the net-

w ork while k eeping the un w an ted ones a w a y . On a computer system, t ypical

access op erations are read, write, execute, delete, c hange p ermissions. On

a prin t system, relev an t access op erations w ould b e prin t and manipulate

the prin t queue. On a home net w ork, di�eren t devices w ould ha v e access

op erations relev an t to the device itself; read the temp erature, record a TV

sho w, unlo c k a do or, c hange the ligh ting or HV A C settings.

3

It has b een argued that a disconnected computer encased in concrete and thro wn in

the Mariana T renc h is a p erfectly secure system. It has also b een argued that from a user

p ersp ectiv e, this isn't m uc h of a system, let alone a v ery usable one.
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Access con trol is divided in to identi�c ation , authentic ation , authorization and

audit (also ac c ountability or tr ac e ability ). Users, devices and pro cesses ca-

pable of doing something on the net are called as actors or subje cts or {

esp ecially in securit y texts { princip als . The terminology v aries b et w een au-

thors an discipline; in this text, the term `actor' will b e used. A r esour c e is

something on the net that can b e acted up on. A devic e or applianc e is the

ph ysical manifestation of a resource, while a servic e is something in tangible

a resource o�ers or can b e requested to do.

Iden ti�cation is the pro cess of establishing who the actor is to another re-

source on the net w ork (user: \I am Bob"). Authen tication is v erifying this

iden tit y (mac hine: \Pro v e it"). The iden ti�cation and authen tication ma y

also b e coupled with a request to do something on a device on the net w ork.

The system w ould then decide whether to authorize the actor to p erform the

requested action (mac hine: \ `lo Bob. I'll gran t y ou these righ ts"). While au-

thorization usually is arbitrated on actor creden tials, an access decision can

b e made on an y input; a pun ter ma y b e gran ted free rides for the da y at an

am usemen t park since she's the sev en million th visitor, for example. Finally ,

audit is the mec hanism to log, or sho w, whic h actor has done what op eration

on what resource. Of these, audit is probably the most alien feature to the

home user.

On the home net w ork, a resource can also b e an actor just as an actor can b e

a resource. On a business computer net w ork, access con trol is often handled

in a cen tralized fashion with a set of computers and soft w are dedicated to

access con trol. One p opular access con trol proto col is Kerb eros [NYHR05],

whic h also the Windo ws Activ e Directory and Mac OSX access con trol sub-

systems are based on. A home net w ork on the other hand ma y not ha v e a

cen tral authen tication serv er on site. P ossible solutions w ould then b e either

to ignore access con trol altogether, let resources handle the access con trol

themselv es, emplo y a trust mo del, use an external authen tication serv er as a

service, or a mix of these.

User authen tication on computer net w orks are usually done using one or more

of the follo wing means: kno wledge-based, tok en-based and systems based on

biometrics. Kno wledge based authen tication means that the user is able

to recall something (i.e. a passw ord) or recognize something (i.e. a picture).

Kno wledge-based and tok en-based authen tication is often used in tandem, as

in automatic teller mac hine (A TM) authen tication. The predominan t w a y of

user authen tication is kno wledge-based: en tering a passw ord or a PIN.

The t w o fundamen tal t yp es of access con trol are Mandatory Access Con-

trol (MA C) and Discretionary access con trol (D A C). MA C is an appropriate
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mo del for m ultilev el secure military applications, while D A C is used in the

�le systems of p opular op erating systems suc h as Lin ux. In Mandatory ac-

cess con trol, ordinary users ha v e no w a y to in
uence on the access settings

for an y data they create; the access righ ts are handled cen trally and are th us,

from the user's p ersp ectiv e non-byp assable , always-invoke d and tamp er-pr o of .

Con trarily , with Discretionary access con trol, the o wner of a resource decides

on its access settings. In the case of computers, op erating system �les are

usually o wned b y `ro ot' or `the system' and giv en minimal righ ts, if an y , to

other users. D A C righ ts are usually expressed through Access Con trol Lists

(A CL), p er-resource lists of actors and groups and their resp ectiv e access

righ ts to that resource. Due to their distributed nature, A CLs do not include

a mec hanism to categorize and group information ob jects [ZS96] throughout

the home net w ork, and in a large en vironmen t, the handling of masses of

A CLs can b e cum b ersome.

A further access con trol t yp e is Capabilities, where eac h program that will

access an y other resource is giv en the righ ts to do so b y a set of `capabilities'.

This is upside-do wn from most other mo dels where the access righ ts is a

prop ert y of the data or resource b eing ac c esse d . A real-w orld example of

capabilities w ould b e that an yb o dy with a set of car k eys w ould ha v e the

capabilit y to use the car they �t.

An imp ortan t concept on systems securit y is the Principle of least privilege. It

states that no user, no program, no system, ev en no comp onen t (in short, no

actor) should b e gran ted more privileges than it needs for op eration. Prop erly

deplo y ed and implemen ted, the principle of least privilege w ould do go o d for

the securit y on the home net w ork, when for example a compromised lo w-

securit y temp erature sensor in the sauna cannot b e made to turn the sauna

sto v e on or o�. A corollary for the user is that the principle of least privilege

can b e trusted: a system cannot apply the principle at one place and not do

so at another, and a system cannot act lik e it's abiding the rule when in fact

it isn't.

A new er approac h to expressing righ ts is Role-Based Access Con trol (RBA C)

[FK92]. Users are allo w ed access to resources based on their roles within their

organization, or seen the other w a y , a role sp eci�es a set of transactions that

a set of users can p erform. A user ma y ha v e m ultiple roles but dep ending

on her w ork con text, and she ma y need to select a certain role (or set of

roles) for a sp eci�c con text. The roles are managed cen trally , so RBA C is

in fact a form of Mandatory access con trol. Roles can inherit other roles, so

within a home net w ork con text, users of the `paren ts' and `c hildren' roles can

also ha v e the role `inhabitan ts'. Inhabitan ts w ould ha v e access to en ter the
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house at an y time but only paren ts w ould ha v e access to the bar cabinet, for

instance. The access of roles should b e built on the principle of least access,

whic h supp orts the in tegrit y of the resources.

Ultimately , access con trol is an issue b et w een the devices on the net w ork; a

no de comm unicating on the net w ork ma y do so represen ting its user as w ell as

doing automated bac kground w ork. The authen ticit y of net w ork comm unica-

tion, b oth in terms of its origin, its in tegrit y and whether the request should

b e authorized, is a problem that needs to b e tac kled, though this hardly

is a user cen tred securit y issue. The origin and in tegrit y of a message can

b e v eri�ed either b y direct p oin t-to-p oin t wiring or b y using cryptographic

c hec k v alues, i.e. public k ey digital signatur es or message authen tication co des

(MA C), used as a secret in symmetric encryption. Cryptographic measures,

esp ecially public k ey metho ds, ma y admittedly b e an o v erly complex task for

small no des lik e ligh t switc hes. Suc h devices could instead use IFF (\iden tify

friend or fo e") t yp e t w o-w a y authen tication, where the device only answ ers

if pro vided b y a correct secret, hash-based access con trol whic h allo ws a

master no de to lo c k and unlo c k the no de or ligh t w eigh t encryption sc hemes

suc h as NTR U or TEA [WSRE03 ]. Of course, in a wireless en vironmen t,

unencrypted secrets could easily b e ea v esdropp ed.

Commands m ust b e authorized b efore they can b e executed, to safeguard

for example from a rogue incoming message to the alarm system to turn

itself o� [Ell02 ]. F urthermore, the in tegrit y of messages m ust b e ensured

and messages need to b e protected from repla y attac ks. This can b e done

using digital signatures or message authen tication co des in conjunction with

message timestamping or sequence n um b ering, so it is more a problem of

implemen tation than a tec hnical one. Solutions lik e this still needs to tak e

care of k ey distribution and b e p ossible to build on `p ean ut devices', exp ected

to b e common on a future home net w ork.

4.4.1 Motiv ation

Wh y emplo y access con trol at all? The most immediate motiv ation w ould

b e to k eep con�den tial information on the net w ork priv ate, but this is just

the start of it all. Access con trol should b e applied to b oth in ternal threats

as external ones, for a v ariet y of reasons. One \threat" is that of the users

themselv es { ev en the most tec hnically apt user sometimes mak es mistak es

[SG02].

Users' data ma y indeed need to b e k ept safe, and in di�eren t w a ys to di�eren t

audiences. The family's family photographs should b e a v ailable for the family
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mem b ers and relativ es; subsets of the photographic material ma y b e a v ailable

for friends or b e completely public. F riends and relativ es ma y b e allo w ed to

add metadata (commen ts, tags) to the pictures while other ma y b e allo w ed

only to see the pictures, and so on. Some devices on the home net w ork ma y

also b e shared to a wider audience. In tellectual prop ert y righ ts (IPR) issues

aside, a family mem b er migh t w an t to allo w others to listen to the m usic she

listens to, but not allo w others to c hange the m usic. Both from inside and

outside the home, public data should b e k ept from acciden tal or delib erate

mo di�cation.

All this raises a relev an t question: Ho w m uc h securit y do w e need? Will

things that are considered \secure" (whatev er that means) in the curren t

non-net w ork ed w orld b e insecure once w e mo v e in to p erv asiv e computing?

[Sta02] Sta jano presen ts the cynically realistic `Big Stic k principle' to help

re
ection on the topic: Who ev er has ph ysical access to the device is allo w ed

to tak e it o v er. The Big Stic k principle is already applicable to man y real-life

devices suc h as the remote con trol at home or the refrigerator in the co�ee

ro om at the lab. Sta jano suggests that in man y real-life applications, the

most appropriate protection seems to b e so cial and territorial; ev en though

a p erson, sa y a guest, may go and empt y the fridge, bar cabinet or CD

collection, so cial con v en tion dictates that this is not appropriate b eha viour

and a guest doing so will not b e in vited to the home again. Clearly , the

access con trol at homes need not primarily b e targeted at p eople w e trust

(but w e migh t w an t w an t to apply logging to our system an yw a y , just as a

measure of hehealth y aranoia).

T o understand wh y w e need securit y , w e need to understand what threats

there are on the home net w ork. Devices on the home net w ork can b e misused

for a v ariet y of reasons [SV04]. They can b e used to p enetrate the priv acy

of homes (generally not a v ery app ealing reason unless the home b elongs

to a celebrit y or the crush of an adolescen t { still ev en p eople who aren't

celebrities or ob jects of unarticulated a�ection should b e allo w ed enjo y their

righ tful priv acy). Devices can b e brok en in to for gaining more p ermissions

through one device and then propagating the damage with elev ated privileges

th throughouthrough tout the net w ork. Compromised home net w ork devices

can b e used as attac k v ehicles for malicious activies suc h as denial of service

attac ks on other devices or other net w orks, spamming or b eing the host of

morally questionable w eb sites. Apart from b eing an emem barrassmen to

the home net w ork's o wner, suc h activit y ma y harm the in tended data on

the device and it consumes the resources of the net w ork. F rom the In ternet

service pro vider's p oin t of view, a misb eha ving home net w ork is disruptiv e

to their service and as suc h is eligible for b eing cut o� from the In ternet.
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T raditional threats of computing suc h as viruses, w orms and tro jans still

apply , and in a ubicomp en vironmen t, suc h threats could ha v e dev astating

e�ects. T ransactions could b e ea v esdropp ed or susceptible to man in the

middle attac ks. T elew orking ma y create further securit y requiremen ts, esp e-

cially if there are man y telew ork ers w orking for di�eren t companies in the

home. Both in these cases and as w e shall see in x 5.2, if suc h a device gets

compromised, it ma y act as a bridge b et w een one net w ork and the other.

A device can b e stolen, whic h has sev eral implications. In increasing lev el

of sev erit y: the device go es, the data go es, and the access righ ts attac hed to

the device go es. As the device ma y con tain cryptographic material (k eys),

the loss of a device ma y result in compromisation of the whole net w ork.

A securit y threat salien t to ubiquitous net w orks is lo cation priv acy . A ubi-

comp net w ork will need to kno w the lo cation of its users at all times, but

this information m ust not b e allo w ed to leak, ev en to the other users of the

home if so needed. A thief w ould also b e v ery pleased to kno w for a fact that

there is nob o dy in the house. And it w ould b e irresp onsible for the arc hitects

of p erv asiv e computing to build a w orld that could easily b e misused as a

susurv eillancenfrastructure [Sta02].

In a home setting, a relev an t application of access con trol is that of con v e-

nience. Domotic appliances can b e con trolled [JSL

+

04, HT04] and adapt to

their users' preferences and o�er p ersonalized services, suc h as a p ersonal-

ized view to a media library . A media pla y er could pla y or pause the m usic

dep ending on who's around. Aggregated with other con textual information

suc h as the time of da y or the user's sc hedule, the home net w ork can help to

realize the visions of smart houses.

4.4.2 Means and metho ds

There are di�eren t means for access con trol dep ending on what resources are

to b e secured and from what they are to b e secured. The most common access

con trol scenario to the user is that of logging on to a computer system with a

username and a passw ord. On the net w ork, access con trol can b e handled b y

a �rew all and net w ork address translation (NA T) to k eep un w an ted tra�c

out. A house practises access con trol on its inhabitan t b y using an out do or

equipp ed with a lo c k and k ey mec hanism.

A user is usually authen ticated using one or more factors . Practically an y

factor can b e used but the most common factors are something the user

knows , something the user has or something the user is . Of these three, the



CHAPTER 4. USABLE SECURITY 34

�rst one { i.e. a passw ord or PIN the user kno ws { is the least secure and the

least usable. A passw ord can b e forgotten, written do wn and acacciden tallyr

delib erately rev ealed to another. Something the user has, e.g. an A TM card,

is the second w orst in case of HCIsec; suc h things can b e forgotten, lost,

stolen or forged. Giv en the c hoice of one factor, what the user is { i.e., using

biometric c haracteristics { w ould generally b e the prpreferableption from a

HCIsec standp oin t [CAJ03].

Other, less commonly used authen tication factors are the user's lo cation

(whether an \absolute" lo cation as at a giv en place within a building, or

relativ e to other users [MGH06 ]) and con text (see x 5.4.1), time of da y , size

of transaction, whether the transaction w as pre-authorized and cyb ermet-

ric factors, i.e. using the computer's hardw are and/or soft w are setup (used

e.g. b y Windo ws Gen uine Adv an tage [Mic06 ]).

Authen tication based on kno wledge can b e divided in to r e c al l and r e c o gni-

tion ; the use of alphan umeric passw ords and PINs are based on pur e r e c al l

{ assuming the user hasn't written the passw ord do wn somewhere { while

graphical passw ords are either r e c o gnize d or p oin ted on b y cue d r e c al l (more

on this in x 5.3). An item that the user carries (i.e. has) { an authen tication

tok en, a prin tout of one time passw ords, a cell phone or an injected RFID

tag [W ar05, Bah02 ] { can b e used for authen tication, pro vided the item can

b e k ept strictly with its righ tful user. Tw o imp ortan t corollaries to this re-

quiremen t are: the loss of a tok en m ust not result in unlimited misuse if the

creden tials stored on it [SV04] (i.e. rev o cation of righ ts m ust b e ee�cien t,

and if a tok en is misplaced, the whole c hain of trust can b e rebuilt on the

rev ok ed righ t. Biometric information, measurable h uman ph ysiological or

b eha vioural c haracteristics suc h as a camera picture, a �ngerprin t or a v oice

sample can also b e used to iden tify a user.

4

Biometric iden ti�cation The term `biometrics' is used to refer to an y

and all of a v ariet y of iden ti�cation tec hniques whic h are based on some

measurable ph ysical, ph ysiological or b eha vioural { and di�cult-to-alienate {

c haracteristic. Biometrics are used to iden tify and authen ticate h umans and

is, within certain applications, b oth a promising and con v enien t w a y to do

so. Biometric (\one-to-one") identity veri�c ation w orks b y comparing the

user's captured biometric data with the recorded ones. A curren t example

w ould b e the Finnish \biometric passp orts" whic h con tain biometric data of

the o wner's passp ort photograph.

Biometrics can b e classi�ed as follo ws: [Cla94 ]

4

It can b e argued whether these c haracteristics are something the user has or is
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app earance the familiar passp ort descriptions of heigh t, w eigh t, colour of

skin, hair and ey es, visible ph ysical markings; gender; race; facial hair,

w earing of glasses; supp orted b y photographs;

so cial b eha viour habituated b o dy-signals; general v oice c haracteristics; st yle

of sp eec h; visible handicaps; supp orted b y video-�lm;

bio-dynamics the manner in whic h one's signature is written; statistically-

ananalyzedoice c haracteristics; k eystrok e dynamics, particularly in re-

lation to login-id and passw ord;

natural ph ysiograph y skull measuremen ts; teeth and sk eletal injuries; th um bprin t,

�ngerprin t sets and handprin ts; retinal scans; earlob e capillary patterns;

hand geometry; DNA-patterns; and

imp osed ph ysical c haracteristics dog-tags, collars, bracelets and anklets;

brands and bar-co des; em b edded micro-c hips and transp onders.

An ideal biometric should p ossess the follo wing c haracteristics: [Cla94 , CAJ03]

� Univ ersal { ev ery one should p ossess the c haracteristic,

� Unique and exclusiv e { eac h individual should ha v e a unique v ersion of

the c haracteristic,

� P ermanen t through life,

� Indisp ensable { the iden ti�er should b e a v ailable at all times,

� Collectable, and digitally storable,

� Precise,

� Easy , e�cien t and not to o costly to record,

� Con v enien t and fast to measure,

� Acceptable to con temp orary so cial standards.

There is no basis for iden ti�cation that ful�ls all the ab o v emen tioned c harac-

teristics.

Biometric iden ti�cation comes with a host of other problems, man y due to the

inheren t uncertain t y of biometrics: no t w o biometric samples from the same

sub jects will lo ok exactly alik e (within-sub ject v ariabilit y), but t w o samples
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from di�eren t sub ject ma y b e similar enough (b et w een-sub ject v ariabilit y)

to confuse the system. Biometric information is not a secret. P eople lea v e

�ngerprin ts ev erywhere and there are irises an ywhere one lo oks [J

�

R03]. The

biometric signature also needs to b e tested for \aliv eness" to v erify it really

is an iris or a th um bprin t, not an image of one.

Biometrics are a promising w a y to con v enien tly authen ticate users, but they

cannot b e used to authen ticate computers or messages. Since biometrics

aren't secret, they cannot b e used to sign or encrypt messages.

4.4.3 Multi-factor authen tication

Authen tication can b e made more secure or more certain using m ultiple au-

then tication inputs. In traditional m ulti-factor authen tication, sev eral dif-

feren t factors are com bined for increased securit y . An ev eryda y example is

pa ymen t with plastic; the user b oth has the righ t A TM card and knows the

correct PIN co de (this ev eryda y example w as an exhibition of two-factor

authentic ation ).

Multiple inputs can also b e used to increase the certain t y or c on�denc e value

of the authen tication [CAMN

+

02 ]. This is esp ecially true in cases of non-

in trusiv e (e.g. biometric or RFID-based) authen tication where one input ma y

only giv e limited certain t y of the user. A user could, with reasonable con�-

dence, b e deduced using the `constellation' of things he is w earing or carrying,

esp ecially if those things w ere RFID-tagged. A similar solution could also

b e used in a distributed scenario where, for example, a house already kno ws

that the users within are authorized, so a `p ean ut' sensor only needs to sense

that there ar e p eople in the ro om: b y induction, they are authorized users

(suc h a system could of course b e foiled if the more secure authen tication

mec hanism w as b ypassed someho w).

4.5 Making securit y usable

Though it w as stated already in 1975 b y Saltzer and Sc hro eder that usabilit y

is an imp ortan t factor to computer securit y [SS75], usabilit y and securit y are

rather new acquain tances with eac h other. The hindering misconception has

long b een that it is not p ossible to mak e things easier to use while while

sim ultaneously making them more secure to use, when the p oin t really is

that w e need �nd w a ys to mak e pro ducts secure and usable at the same time.

Making an existing usable pro duct secure or making a secure pro duct usable
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is a complicated and p oten tially gargan tuan task (often ask ed of designers

to p erform on a nearly �nished pro duct) that ma y end up a patc h w ork of

ill-�tting comp onen ts that is neither v ery secure nor v ery usable.

5

Designers

m ust understand that securit y and usabilit y elemen ts \can't b e sprinkled on

lik e magic pixie dust" { it is m uc h b etter to consider the securit y and usabil-

it y as asp ects of a common goal: ful�lling the user's exp ectations [Y ee04].

Securit y just restricts access to op erations that ha v e undesired results, while

usabilit y impro v es access to op erations that ha v e desirable results.

Alma Whitten and Doug T ygar iden ti�ed the follo wing prop erties of the

usabilit y problem for securit y: [WT98]

The Barn Do or prop ert y: If a secret leaks, there is little p oin t in trying

to secure it an ymore as there is no w a y to mak e sure an attac k er hasn't

in tercepted it already ,

The W eak est Link prop ert y: the securit y of a net w ork ed computer is

only as strong as its w eak est comp onen t

6

,

The Unmotiv ated User prop ert y: users generally do not use their com-

puters b ecause they w an t to manage securit y but rather send email,

bro wse the w eb and so forth,

The Abstraction prop ert y: computer securit y managemen t and p olicies

ma y b e alien and unin tuitiv e for the general user, and

The Lac k of feedbac k prop ert y: pro viding meaningful feedbac k to the

user so she can c hec k whether the set con�guration really is what she

in tended.

Dourish et al p erformed a user study on users' p erceptions of securit y and

the results w ere grim [DGdlFJ04 ]. Users see securit y as a source of frustra-

tion, they { esp ecially y ounger users { are pragmatic ab out their securit y

needs (meaning they do what it tak es to get their job done and ha v e no

problem using a computer c ho c k full of viruses if that do esn't matter to their

goals), and ha v e an o v erwhelming sense of futilit y to w ards securit y , since

\the unkno wn others (hac k ers, stalk ers, etc.) will alw a ys b e one step ahead".

Users p ep erceiv eecurit y as a barrier in b oth a user-hindering sense and as an

5

Admittedly , in the con text of a large, already existing pro duct, this exexercisea y b e

una v oidable. The task ahead is still p oten tially gargan tuan; pro ject managers tak e heed.

6

The w eak est link prop ert y can in the con text of this thesis b e extended to consider

the whole net w ork, not only one net w ork ed computer.
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all-encompassing barrier b et w een them and the bad w orld out there. Th us,

in the ey es of the user, spam protection, virus protection and protection of

evil net w ork activit y is all securit y and is handled b y a �rew all. Securit y is

generically something to k eep things out, lik e a lo c k ed do or.

While all-encompassing and general design tec hniques, rules and heuristics for

designing things with usable securit y do not exist y et, there is ongoing w ork

in the HCIsec researc h comm unit y to address these issues. Some guidelines

follo w: An application should come with secure defaults (for a secure \out

of the b o x exp erience"). The securit y decisions the user has to mak e m ust

b e w o v en in to the 
o w of the pro cess (as opp osed to in terrupting it with

seemingly unrelated securit y questions) and the application should guide

the user in to making secure c hoices. The most natural w a y to do a task

should also b e the safest. The user should b e able to easily review and

rev ok e an y authoratory decisions [Y ee04]. The application should tell the

user what it's doing if what it is doing has securit y implications [Hol99 ].

Though rather supp orting than orthogonal to these guidelines, Alma Whitten

prop osed the follo wing design principles and tec hniques [Whi04 ]: Securit y

decisions should b e presen ted wel l-in-advanc e , as opp osed to the general user

in terface design practices where information and c hoices are presen ted just-

in-time; users should b e allo w ed to mak e securit y c hoices in stages (`safe

staging') corresp onding to his or her skills and acquain tance with the system,

and b y systematic w a y of tailoring metaphors (icons and so).

As far as metho dology go es, b oth securit y and ususabilit y esign adv o cate an

iterativ e (not linear) design pro cess. One metho dology to create usable and

secure soft w are, AEGIS, is a w ell-de�ned blend of Con textual design and

risk analysis with b oth facilitators, stak eholders and securit y exp erts as part

of the dev elopmen t team [FSH03]. Con textual inquiry (and design) can b e

giv en a securit y 
air b y making sure the user in terview ed do es things that

in v olv e securit y . Regardless of in terview tec hnique, users cannot in general

b e ask ed ab out securit y directly; partly b ecause users ma y b e in
uenced to

c hange their p erception of securit y , and partly b ecause w e are trying to mak e

securit y a seamless part of the application [SG02 ].

The Prime Directiv e, so to sp eak, of usable securit y is to mak e something

b oth secure and usable at the same time. The motiv ation is simple: Securit y

that is easy to use will b e used, and securit y that is hindering w on't. Usable

securit y should not get in the w a y of the user. Rather, it should try to assist

and encourage the user in to a more secure user exp erience. A pro duct, b e it a

soft w are pro duct or an ything else that has securit y implications, should guide

the user in to making secure c hoices. Con v ersely , it should b e har d to mak e
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an insecure c hoice and the system has to comm unicate to the user that he

is doing something that ma y b e irrev o cably dev astating. Of co courseHCIsec

tak es its target audience in to accoun t; a user in terface for the t ypical home

user w ould b e v ery di�eren t from that of an exp erienced system administrator

who pla ys with irrev o cably dev astating things for a living.

In fact, man y of these guidelines are familiar from Nielsen's usabilit y heuris-

tics [Nie93] discussed in x 4.1. They are just presen ted with a securit y p er-

sp ectiv e.

Securit y and usabilit y ma y also need to b e balanced to �nd a go o d solution:

Ev en though a really secure but complex solution is traded for a lesser secure

but unobtrusiv e one do es lo w er the the or etic al securit y of the system, the

e�e ctive securit y is increased just b ecause it is used.

Securit y should b e implicit , i.e. b e built in to the tasks the users ha v e [SG02 ].

F or instance, if a user w an ts to share a �le, all the steps of doing so m ust b e

included in the actions the user needs to tak e when sharing that �le. There

are t w o protot ypical paths a user ma y tak e to share a �le. Either she marks

the �le or folder in whic h the �le resides readable b y target user (in case the

target user is not a mem b er of the system's securit y domain, \ev eryb o dy").

She m ust mak e sure that other �les aren't ininadv erten tlyxp osed, and she

m ust remem b er to remo v e the sharing after the target user has retriev ed the

�le. The other w a y is to send the �le b y mail (whic h most users p er c eives

as secure) or, as is getting increasingly p opular, using an instan t messaging

program (whic h at least ma y b e encrypted). Ob viously , the second w a y is

m uc h more clear to the user: select a recipien t and �re a w a y . It's a one-shot

pro cess and there's nothing to clean up afterw ards. System administrators

in business en vironmen ts on the other hand hate this approac h: sending an

iden tical �le to m ultiple users b y mail w astes resources and if all the recipien ts

mak e c hanges to the �le, it is imp ossible to see whic h one is the m ust curren t

one. Clearly there is space for a w a y for the user to accomplish her goals

with a transaction that is b oth easy , safe and electro-ecologically sound.

T o tak e the idea of securit y not getting in the w a y of the user to the extreme

(and spice it a little with the idea that a bit of securit y that is used is

b etter than a lot of securit y that isn't), there is a lot of securit y that can

b e automated. Devices can b e set to auto-con�gure themselv es securely on

a home net w ork [SJF

+

03 ] or an email cryptograph y can b e con�gured to

retriev e unkno wn public k eys from a serv er [SG02 ]. A laptop computer can

use an encrypted �le system without the user ev en needing to b e a w are. Ev en

though the result ma y ha v e lo opholes, it is b etter than no securit y , as long

as the user isn't lulled in to a false sense of securit y { whic h in itself is a lot
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more dangerous than kno wing y ou ha v e no securit y .



Chapter 5

Previous w ork

In this c hapter, w e presen t researc h, �ndings and information on securit y

and access for, and adaptable for home net w orks. Securit y and access con trol,

ev en user friendly access con trol, are w ell published topics in academic circles

in an y other �eld than the home. Whether this is b ecause the home is suc h a

complex en vironmen t or b ecause researc hers sp end w a y to o little time there

is left as a sub ject for future researc h. Ho w ev er, �ndings and researc h from

related �elds, most notably that of p erv asiv e computing, should b e applicable

on the home net w ork en vironmen t. A lot of previous w ork has also b een

presen ted elsewhere in this thesis.

5.1 Securit y on home computer net w orks

Users on home computer net w orks ha v e a fair share of guides and c hec klists

to turn to in helping them create and main tain a relativ ely safe en viron-

men t. The Computer Emergency Resp onse T eam (CER T) main tains a do c-

umen t whic h acts as a primer on home computer net w ork securit y , co v ering

b oth the risks and the coun termeasures asso ciated with In ternet connectiv-

it y [CER01]. F or the Finnish audience, a large n um b er of state and priv ate

organizations ha v e teamed together to supp ort the sites Tietoturvaopas.fi

and Tietoturvakoulu.fi ( Information se curity guide and Information se-

curity scho ol , resp ectiv ely). Tietoturv aopas publishes information for home

users ab out computer securit y , cell phone securit y , spam securit y and priv acy .

Their most relev an t publication for home users is the eigh t page lea
et Joka

ko din tietoturvaop as (\Eac h home's information securit y guide") [Tie]. Ti-

etoturv ak oulu is aimed at c hildren of sc ho ol age and their teac hers and has

41
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paths for b oth y ounger and older pupils.

The computer securit y guides usually giv e the follo wing advice: Keep y our

computers' soft w are up to date; patc hes can b e found at the soft w are man u-

facturer, use automatic up dating if p ossible. Use a �rew all. Use virus protec-

tion and k eep the virus detection pro�les up to date. Bew are of suspicious-

lo oking email and w eb sites. Do not reply to spam and don't giv e y our email

address to suspicious w eb sites. Set email reader and w eb bro wser securit y

settings to maxim um. Don't run programs of un trusted or unkno wn origin.

Mak e regular bac kups of y our data. If y ou ha v e a wireless net w ork, use

encryption to k eep unin vited guests out.

The Finnish Computer Emergency Resp onse T eam (CER T-FI) publishes an

advisory bulletin of vulnerabilities and a securit y blog

1

, and the Finnish Min-

istry of Finance publishes securit y guides

2

(The user's information securit y

guide, Protecting against malw are, etc). These resources are primarily aimed

at the tec hnical user.

5.2 Iden ti�ed problems

There are man y c hallenges in trinsic to home net w orks, whic h are of p erv asiv e

nature. These c hallenges are foremost of tec hnical nature, but naturally ha v e

implications on the user exp erience.

Arc hitects of pro ducts and solutions that are in tended for the home net w ork

often mak e false or o v ersimplistic assumptions ab out home net w orks. F or

instance, securit y pro ducts for homes are often designed lik e the home has

only one inhabitan t [Ell02 ]. Sometimes, solutions whic h w ork w ell in an o�ce

en vironmen t are just copied to the home en vironmen t without taking in to

accoun t that they are going to b e used in an en vironmen t quite di�eren t to

the o�ce.

In a home net w ork en vironmen t, devices can b e connected to di�eren t par-

en t net w orks through di�eren t gatew a ys: mobile phones to the 3G net w ork,

some wireless devices to a commercial ubiquitous Wimax net w ork and oth-

ers to the domestic net w ork. The home user can ha v e his wireless device

connected to a foreign net w ork while accessing b oth that net w ork's and his

home net w ork's resources. A service p erson visiting the home can b e con-

nected with his wireless device through his emplo y er's cell phone connection

1

http://www.ficor a. fi/ su om i/t ie tot ur va /va ro itu ks et. ht m and http:

//www.ficora.fi/ suo mi /t iet ot urv a/ cer t. ht m

2

http://www.wm.fi /v aht i
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while sim ultaneously b eing connected to the home net w ork due to his service

duties [SV04]. Cases lik e this create c hallenges for p erimeter securit y as the

p erimeter no longer can b e simply de�ned a the outside and the inside. The

\outside" user is already on the \inside", and the traditional concept of a

�rew all b ecomes fairly useless.

Users can ha v e no guaran tees of the securit y of a foreign net w ork. Priv acy ,

including lo cation priv acy , b ecomes a problem when mobile devices p oll their

surroundings on a foreign net w ork. This capabilit y can also b e exploited

b y in truders or malicious insiders. Users ma y not ev en b e a w are of the

collection of their p ersonal data. Villains could also exploit net w orks b y

injecting misleading information, stealing or tamp ering with electronic assets

or disrupting critical services. The en vironmen t w ould ha v e to tak e care of

its access con trol needs on a m uc h more distributed basis. It's a complicated

mix of a common p olicy and \eac h device to its o wn".

T o allo w for suc h settings, all devices w ould need to agree on a compatible

securit y p olicy , common trust managemen t and a common proto col. There

also needs to b e a 
exible and con v enien t metho d for de�ning and managing

securit y p olicies in a dynamic and 
exible fashion to supp ort the users in to

making and main taining go o d securit y . The home net w ork also needs to sup-

p ort single sign-on and b e robust enough to ha v e its managemen t functions

alw a ys and globally a v ailable [HSU04, SGTGI04 , CAMN

+

02, SV04].

There ma y b e man y small, wireless, battery-driv en no des on the net w ork,

lo w on computational p o w er (F rank Sta jano calls these `p ean ut devices').

Esp ecially this kind of devices need to balance the con
icting demands of

activ ely surv eying their surroundings while using their p o w er conserv ativ ely .

Suc h no des are also susceptible to DoS or sle ep deprivation tortur e attac ks

from malicious or badly op erating no des whic h w ould drain the battery of the

`p ean ut no de'. Lik e all radio devices, a wireless device's radio comm unication

can b e jammed b y another transmitter on the same frequency area [HSU04,

SA99, Sta00 ].

Finally , a problem most home users (and some corp orate users) don't think

of un til after disaster has struc k is bac kup of data. The issue is further com-

plicated b y the fact that the users' `data space', while it ma y app ear uniform,

ma y actually b e distributed among a lot of mac hines b oth in and outside the

home. Outsourced �le storage can b e bac k ed up b y the service pro vider, but

bac kups at home m ust b e automated. Also the in terface to restore data m ust

b e designed for home use. One in teresting solution suggested b y [SV04] is

that the bac kups are redundan tly distributed among di�eren t devices on the

home net w ork, so that the data can b e retriev ed ev en if some devices carrying
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the bac kups should b e una v ailable.

5.3 User iden ti�cation and authen tication

A problem with the traditional means of authen tication is that it do esn't

scale w ell. In a w ork en vironmen t, it is only a minor incon v enience to log

in to a computer b y username and passw ord but in a home en vironmen t of

sev eral h undred no des, the old solution is no longer usable. And ev en where

passw ords can b e used, there ma y b e problems. P assw ords are not easy to

en ter on devices with mo dest input capabilities suc h as cell phones or remote

con trols, or b y c hildren or elders with reduced motoric or cognitiv e skills.

F rom a securit y standp oin t, an y passw ord that is easy enough to actually

remem b er is w eak enough to b e brok en within min utes or ev en seconds.

3

`Logging on' b y traditional means is not in line with the activities on a home

net w ork. It is disruptiv e and it is p ersonal, not a shared activit y lik e man y

activities in the home [Bar05].

Instead, w e need to lo ok for alternativ e solutions, more suitable for the home

en vironmen t. Some of there solutions can b e found in the p erv asiv e comput-

ing researc h. The follo wing is not.

Authen tication b y images: Instead of authen ticating with a passw ord,

the user could authen ticate herself b y iden tifying pictures [Dha00 , DP00] or

p oin ting on sp eci�c lo cations of pictures, coined `passp oin ts' b y their creators

[WWB

+

05]. Using graphical passw ords is based on recognition or cued recall,

whic h h umans are rather go o d at, rather than `pure recall'.

T o create a picture \passw ord", the user selects a giv en n um b er ( P ) of pic-

tures, either photographic pictures or algorithmically created `Random Art',

in to her `image bank'. T o authen ticate, the system then presen ts a set of

pictures and the user has to pic k whic h of the ( T ) pictures b elong to her

image bank. When P = 5 and T = 20, there are already more com binations

than with a four digit PIN. In a user study , Dhamija and P errig found that

users w ere remark ably go o d at authen ticating with pictures, ha ving created

them in a test one w eek earlier [Dha00 ]. Creating a graphical `passp oin ts'

passw ord is a similar pro cedure: the user either selects or is selected a pic-

ture. This picture needs to ha v e enough c haracteristic details. The user then

3

As a coun termeasure, some systems freeze the accoun t after a giv en n um b er of un-

successful login attempts. This only creates another problem, namely that of a denial of

service (DoS) attac k { an y malicious en tit y could lo c k out another one's accoun t.
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clic ks or taps a giv en n um b er of p oin ts on the picture. The user then trains

herself in tapping on the righ t passp oin ts in the correct order un til the system

considers the recognizing to b e stable enough.

Access b y pro ximit y Di�eren t solutions ha v e b een en visioned and some

ev en tested for iden ti�cation and authen tication b y pro ximit y . Corner and

Noble suggested an authen tication tok en with whic h the user authen ticates,

wirelessly and with \zero in teraction", to a laptop computer, whic h w ould

lo c k when the user disapp ears from the vicinit y of the laptop [CN02]. Nak a-

jima and Satoh tak e the vision further b y ha ving the user carry p ersonal

information and preferences in a `p ersonal home serv er' [NS04]. The name

implies that the device is for p ersonal and domestic use, and that it serv es

the home with its carrier's information and preferences.

There are t w o immediate shortcomings in b oth of these ideas. First, the user

m ust w ear an iden ti�cation tok en at all times if she w an ts her domotics to

b eha v e in a p ersonalized manner. Secondly , if there are t w o iden ti�cation fobs

in the vicinit y of a single-user appliance, whic h one should the appliance tak e

in to accoun t? Hann u Kari has a suggestion whic h w ould solv e the second one

of these problems; using an iden ti�cation tok en whic h is in galv anic con tact

with the user (suc h as a w atc h), the user w ould �rst iden tify to a device b y

touc h { the skin w ould act as a transmission medium { after whic h the tok en

w ould comm unicate wirelessly with the device as with the \zero in teraction"

tok en ab o v e [Kar06].

The �rst problem, that of carrying an iden ti�cation tok en at all times, w ould

b e solv ed b y injecting the iden ti�cation tok en in to the user's b o dy [W ar05,

Bah02] but the author �nds it highly unlik ely that suc h a solution will gain

high acceptance with the pa ying p opulace.

5.4 Device managemen t

Only authorized devices should b e allo w ed to join in a user's home net w ork.

This implies that only authorized service pro viders should b e allo w ed to

register services on the net w ork. On one hand, a user w ould not ha v e to

ha v e a malicious device on their net w ork, but also a device b elonging to a

neigh b our's net w ork should not sho w up on the user's home net. Also the

de-registration of devices should only b e allo w ed from devices authorized to

do so.

One metho d for doing so in a rather unobtrusiv e fashion is suggested b y Sta-
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jano and Anderson in [SA99] as The Resurrecting Duc kling securit y mo del.

Just as a duc kling is imprin ted with the �rst mother duc k candidate it sees,

a device gets imprin ted b y a master device whereb y it is said to get a `soul'.

The imprin ting, akin to Blueto oth device pairing, is either initiated b y gal-

v anic touc h of conducting elemen ts (i.e. electric con tact) or b y a short range

wireless link that cannot easily b e in tercepted b y an un w an ted third part y .

After b eing imprin ted, the `duc kling' device will only trust its `mother'. The

duc kling ma y still in teract with other devices, it just cannot b e c ontr ol le d b y

them. De-registration of the `duc kling' device can b e con�gured so that it

only can b e requested b y the `mother' device, whic h leads us to the \resur-

recting" part of the securit y mo del: as the duc kling \dies", its soul dissolv es

and its b o dy returns to its pre-b orn state, ready for another imprin ting that

will start a new life with a new soul. Of course, the device can also b e con-

�gured to de-register b y an y iden ti�able transaction, or b y a simple timeout

(so that the duc kling dies of old age).

This secure tr ansient

4

asso ciation has some v ery desirable functions in a

domestic setting. A cell phone, a laptop or an iP o d ma y b e imprin ted to its

o wner and refuse to op erate if stolen, i.e. with a foreign `mother duc k'. On

the other hand, a home's bac k do or will op en with a univ ersal remote con trol

that is imprin ted with the house, but not with an iden tical one brough t b y

a burglar. And b ecause the asso ciation is non-p ermanen t, a device (ev en

the univ ersal remote con trol) can b e sold or giv en a w a y when it has b een

prop erly disso ciated.

This mo del w orks �ne in a cen tralized, master-sla v e t yp e en vironmen t, but

in a home en vironmen t the mo del can get rerestrictiv eIf a duc kling also w ere

allo w ed to b e a mother duc k (\ha v e o�spring"), then the h ub-lik e orien tation

w ould c hange in to a hierarc hical \family tree" where duc klings w ould heed

not only their mothers but also { and with greater resp ect { their grandmoth-

ers, and ancestors b efore. This p olicy w as suggested, though in lesser p o etic

w ording, b y Hann u H Kari [Kar06 ]

5

, while un b ekno wnst to him, F rank Sta-

jano had returned with his resurrected duc kling mo del in a w a y m uc h more

suitable for ad-ho c net w orks [Sta00]. By c hanging the duc kling's requiremen t

\but it can't b e con trolled b y them" to \. . . it is happ y to talk others, and

giv en ob ey their requests, as long as m umm y said it w as OK to do so" [sic],

appro v ed `duc ks' (\relativ es" p erhaps) ma y b e allo w ed to upload new instruc-

tions to the duc kling. Suc h instructions ma y b e divided in to lo w in tegrit y

4


eeting, temp orary , non-p ermanen t

5

HHK allik enedhe pro cess of one device recursiv ely authorizing the next one b y touc h

to ho w an infection spreads. One is tempted to coin this metho d `The infected duc kling',

w eren't it for the rather grim connotation.
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and high in tegrit y commands, so that a malicious \go dfather duc k" w ould

not b e able to ask the duc kling to kill itself and then tak e o v er the duc kling

b y imprin ting. Con v ersely , the mother duc k could bac kup the soul of the

duc kling in case she gets h urt, whic h otherwise w ould render a duc kling unin-

structable and unimprin table (relev an t, for example, if the mother duc k is a

remote con trol to the A/V system and the o wner of it has a dog or to ddler

that lik es to c hew on remote con trols).

As a practical implication, no w one remote con trol (mother duc k) can con trol

all of the whole A/V system of duc klings, but the A/V comp onen ts ma y also

in terc hange information lik e asp ect ratio of the picture or surround settings

on the audio pro cessor. F oreign duc klings could also b e serviced, so that

a friend's camera could get lo cation info from his friend's GPS-equipp ed

car. The 
exibilit y induces new problems: the duc kling should b e able to

shield itself from a sleep depriv ation torture attac k (see x 5.2) and other

DoS-related activit y from malicious en tities, and from the other side of the

transaction: should the camera trust that the GPS lo cation is accurate? In

case of a friend-to-friend scenario, a grandmother duc k could ha v e instructed

her progen y that friends can b e trusted.

Secure disco v ery T o hinder an attac k on services of the home net w ork,

disco v ery of services should b e secured. If services do not answ er to unautho-

rized service disco v ery requests they are harder to target [CGR04]. Services

could also selectiv ely disclose their o�erings based on what creden tials the

user (or device) requesting the disco v ery has. Service disco v ery resp onses

that are sen t unencrypted can of course also b e ea v esdropp ed. While secure

disco v ery is not a part of the UPnP sp eci�cation, it is easily added as an

implemen tation of the proto col. Encryption is not used in UPnP service

requests, but it is in ev en t noti�cations so this could b e a future addition

to UPnP . Also, since UPnP builds on XML, it is p erfectly legal to add this

feature to the already existing proto col.

A v ariation on selectiv e disclosure is that the iden tit y of the service is hidden.

It migh t b e p ossible to disco v er a service but not the pro vider that o�ers it.

In a distributed net w ork, suc h a feature w ould actually b e a b ene�t: with

man y services, e.g. a clo c k service, it is not relev an t who pro vides it as long

as someb o dy do es.

Finally , a rogue device ma y announce that it pro vides services, whic h induces

y et another problem in the equation. F ortunately , these can b e handled b y

the bac kline tec hnology and need not b other the user.



CHAPTER 5. PREVIOUS W ORK 48

5.4.1 Con text based authen tication

Sev eral authen tication metho ds ha v e b een suggested that include the user's

con text as input. No da et al included the user's role, lo cation (`presence') and

calendar information for arbitrating the access decision in an RBA C p olicy

engine, using RFID tec hnology for the users and a hidden Mark o v mo del to

assist with incomplete sensor signals [NTH

+

06 ]. Incorp orating trust in the

mo del, the system could supp ort users based on con�rmed attributes suc h

as the fact that they are emplo y ed b y a business partner or public authorit y

without ha ving to list eac h of these users separately . The team also discussed

that in a case (\con text") of emergency , the access con trol system w ould

for example allo w giving out p ersonal and medical information when in an

emergency ro om and an y resp onsible do ctor is in the same ro om.

A related use of the term con text (based) authen tication is using shared

con text b et w een devices to create shared secrets. These shared secrets can

consequen tly b e used as cryptographic tok ens for creating secure c hannels

[Ma y06 ]. One application of this could b e this: when the microphones of

sev eral laptops \hear" the same signal, they can b e assumed to b e in the

same area.

5.5 Role-Based Access Con trol and GRBA C

T raditional Role-based access con trol (RBA C) rev olv es around r oles that sub-

je cts (actors) ha v e. Eac h sub ject has an authorize d r ole set whic h con tains all

the roles the sub ject can enter , i.e. all the roles the sub ject p op ossesses . F ur-

thermore, an RBA C system has obje cts (resources) whic h can b e tr ansacte d

up on. All transaction p ermissions are asso ciated with roles, not sub jects,

implying that eac h role has an authorize d tr ansaction set . So, to execute a

transaction, a sub ject m ust demonstrate p op ossession of some role whic h is

authorized to p erform that transaction. As an example, a p erson (sub ject)

can b e authorized to unlo c k the out do or (transaction) or the home (ob ject)

if she is an inhabitan t of that home (role). Roles can also b e hierarc hical;

therefore a paren t (sub-role of inhabitan t) ma y also unlo c k the do or of the

home.

Generalized role-based access (GRBA C) is an extension of RBA C [MA01]. It

adds some con textualit y to RBA C, giving roles not only to sub jects (whic h

in GRBA C are called `sub ject roles') but also to ob jects (`ob ject roles') and

the en vironmen t itself (`en vironmen t roles'). With GRBA C y ou can state

a securit y p olicy to prev en t the kids from turning on the television b efore
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they'v e done their homew ork (pro vided y ou ha v e a w a y to actually test this),

or after 23, or turning on the naugh t y c hannel.

Sub ject roles are essen tially the same as RBA C `roles'. Ob ject roles classify

the ob ject. Pictures of the family can ha v e ob ject roles `family pictures' {

whic h itself can b e a sub class of `photos' { `2006', `prin t this picture' and

`tak en with in-house equipmen t'. As an implication, all ob jects need to b e

classi�ed or the p olicy m ust sp eci�cally include the case `all ob jects' (i.e. `not

classi�ed'). In some cases ob ject roles can b e computed, or pro vided b y the

pro visioner of the resource. Finally , en vironmen t roles describ e the state of

the en vironmen t. `W eek end', `net w ork storm' and `it's raining' are examples

of en vironmen t roles. Since man y en vironmen t roles can b e activ e at the

same time but not all en vironmen t roles are relev an t for the access decision,

the calculation and application of the righ t set of en vironmen t roles m ust b e

done carefully .

The GRBA C tr ansaction is de�ned b y the tuple < S R ol e; O R ol e; E R ol e; O p > ,

i.e. an op eration where a sub ject acting in role S R ol e p erforms an op-

eration O p in the role O R ol e under the en vironmen tal conditions E R ol e .

A p olicy rule is de�ned as < T r ansaction; P er missionB it > , where the

P er missionB it indicates whether the T ransaction is allo w ed or denied, sup-

p orting b oth p ositiv e p ermission mo dels (\ev erything is denied unless sp eci�-

cally p ermitted"), negativ e p ermission mo dels (\ev erything is allo w ed unless

sp eci�cally denied") and mixed p ermission mo dels (highest precedence rule

decides). In addition to the `all ob jects' pseudo-role, the (un)sp eci�ers `all

sub jects' and `all op erations' can b e used to patc h for missing role informa-

tion in transactions.

6

GRBA C has b een prop osed for use in future domestic applications [CMA00 ].

Using GRBA C, access con trol should b e p ossible to presen t in a w a y , and in

a language, that is comprehensible to the non-tec hnical user. GRBA C also

easily b ends in to accepting `con�dence v alues', calculated v alues and sensor

inputs, allo wing a non-in trusiv e access con trol pro cess.

5.6 Securit y mark-up

Herein are describ ed t w o XML based securit y markup languages that could

b e used for a home net w ork bac kline.

6

The GRBA C sp eci�cation do es not men tion a `all en vironmen ts' pseudo-role, but

through extension, suc h a feature could easily b e added to the set.
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XA CML Extensible Access Con trol Markup Language is a sp eci�cation b y

the Organization for the Adv ancemen t of Structured Information Standards

(O ASIS). It de�nes an access con trol mec hanism based on XML do cumen ts.

The sp eci�cation de�nes three basic do cumen ts: P olicy (description of the

p ermissions), Request (a request for some Sub ject o v er some Resource to

p erform an Action), and a Resp onse (the results of applying the p olicy to

the Request do cumen t). This implemen tation allo ws loading p olicies and

requests from its XML represen tation, and p erform an ev aluation applying

the p olicy . [XA C03 ]. XA CML has a pro�le for expressing p olicies that use

Role-Based access con trol (RBA C, see x 4.4).

Since XA CML is an XML, it could b e used in conjunction with Univ ersal

Plug and Pla y (UPnP), itself an XML implemen tation, whic h lac ks securit y

features.

XRML The Extensible Righ ts Markup Language is an XML to express

digital righ ts. It is useful for con ten t publishers and distributors to state a

digital righ ts managemen t (DRM) declaration to the related media, but also

applicable for W eb Services. XRML is designed to b e applicable for b oth

simple and complex righ ts expressions in an y stage in a business, w ork
o w

or business mo del [XRM01]. Microsoft has adopted XRML for its DRM

pro cess.

DRM protects the media from its users, not the other w a y around: Digital

righ ts managemen t is not to protect the user or the net w ork but to pro-

tect the media. Generally sp eaking, DRM is in the in terest of the media

publisher, not the media consumer (to whic h DRM ma y ev en b e hindering).

F rom the consumer side, DRM has often b een seen as o v erkill and unfair.

With the In ternet b ecoming an ev er more relev an t distribution c hannel for

\regular users", users also b ecome media publishers, so it is p ossible that they

also w ould b ecome in terested in securing their media using DRM tec hniques.

Ho w ev er, DRM is outside the scop e of this thesis.



Chapter 6

Access con trol at home

One of the problems with creating solutions for home net w ork is that design-

ers do not ha v e a prop er understanding of the home net w ork en vironmen t

and its users [Ell02 ]. T o shed some ligh t on the realit y , the author partici-

pated in t w o series of in terviews: one with actual end users of future home

net w orks and another set with di�eren t exp erts in the �eld. A state-of-the-

art metho d designed sp eci�cally for gathering information from users in their

righ t con text is Con textual Design [BH99], whic h w as c hosen as the basis for

the researc h for this thesis. The inquiry , in terpretation and mo delling steps

w ere used and adapted to suit the realities of the researc h.

6.1 User in terviews

In order to b etter understand the future uses and users of a future home

net w ork, a researc h team of the InHoNets pro ject [inh06 ] p erformed a series of

�eld in terviews in c ontextual inquiry st yle. Along with the lines of Con textual

design, the in terviews w ere conducted in the families' homes. The main

b ene�ciary of the in terviews and the pro cessed results of these w ere the

pro ject itself. W e w an ted to get some insigh t on the follo wing things:

� what things reminiscen t of a future home net w ork p eople ha v e, who

uses them, ho w and wh y ,

� what the p eople's attitudes to w ards this tec hnology is,

� what p eople do with their leisure time and ho w home net w ork tec hnol-

ogy could supp ort these activities.

51
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As part of the second p oin t, ho w p eople p erceiv e tec hnology , w e also w an ted

to kno w what they w ould lik e the tec hnology do for them (and ho w), and in

whic h w a w a yhey feel tec hnology is helping or hindering them. By this, w e

discreetly inenquiredheir attitudes to w ards computer securit y and securit y in

general.

W e w an ted to in terview \real" and \realistic" families with teenagers, since

suc h families are supp osed to b e the most in teresting, complex and ignored

ones from a computer securit y p ersp ectiv e [Ell02 ]. Fiv e families w ere in ter-

view ed, all from Esp o o and Helsinki. Bet w een t w o and three researc hers w ere

presen t at the in terview. In accordance with the Con textual design metho d,

one researc her ask ed most of the questions while another to ok extensiv e and

detailed notes, and �lled in with appropriate questions in b et w een. W e also

to ok a lot of photographs from the in terview sites. First, w e ask ed general

questions ab out the family and their activities with as m uc h of the family

as p ossible. After this, w e let the individual family mem b ers sho w parts of

their \home net w ork" that mattered most to them. In particular, w e w an ted

to giv e space for the teenagers to express themselv es. In Con textual design

spirit, w e ask ed the family mem b ers as far as p ossible to show us the tec hnol-

ogy they w ere using and ho w they w ere using it, rather than just talk ab out

it. W e had agreed to sta y no more than one hour at eac h family , but at eac h

site, discussions w ere so liv ely that none of families w an ted us to lea v e after

our allotted time w as up.

After eac h in terview, the in terview material w as didisseminatedy the re-

searc hers presen t in the in terview. In these in terpretation sessions, w e w en t

through the in terview notes line b y line and made a stic ky note for eac h unit

of information. The notes w ere then organized on an a�nit y w all with head-

ings for eac h logical cluster. Eac h family w as `in terpreted' with di�eren tly

coloured notes, whic h made com bining and consolidating information easier.

There w ere three outputs of the w ork. First, a spreadsheet w as created whic h

con tains all the �ndings from the in terviews (i.e. the ra w data organized).

Second, a �ctional family story w as written whic h represen ted the t ypical

family , their activities and their tec hnology , based on the in terview �ndings

and th us, realit y [HL06]. Third, a use case do cumen t for home net w ork

requiremen ts w as created.

6.1.1 Metho dology discrepancies

While the metho d w e used is based on Con textual design [BH97], sev eral dis-

crepancies exist b et w een \pure" con textual design and our approac h. Since
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w e w ere in terviewing families and using their limited and v alued spare time,

w e only planned to use one hour of time p er in terview. Usually , an in ter-

view er sp ends at least a (w ork) da y with the in terview ee. T o get a full and

realistic, exp erien tal view of all the family mem b ers' home and leisure time

activities, a lot more time w ould b e needed and signi�can tly more data w ould

b e gathered. This, ho w ev er, w ould ha v e b een considerably out of scop e for

our researc h, b oth in terms of material (more than w e needed) and resources

(more than w e w ould ha v e), a go o d o v erview of the situation serv ed our

purp ose.

Our researc h material w as relativ ely small, and the same core team w as

presen t at all the in terviews. Hence there w as little need for the mo delling

phase of Con textual design. Also, since the in terviews w ere done to create

an understanding of our users, not a pro duct for them, W ork redesign, User

en vironmen t design, Protot yping and Implemen tation w ere left out of the

exexercise Giv en the in terviews, materials and esp ecially the excellen tly co-

op erativ e families, these steps could b e incorp orated in future researc h if so

needed.

The creators of Con textual design note that our imimplemen tingheir metho d-

ology is an appro v ed b eha viour; Bey er and Holtzblatt sa y that their metho d

should b e tak en as a basis and alw a ys adapted to the con text of the w ork

[BH97].

6.1.2 Findings

The lev el of familiarit y with and existence of traditional p ersonal computers

and computer net w orking tec hnology v aried greatly b et w een families. One

family did not ha v e a home computer at all while another family had more

computers than family mem b ers, wired and wireless Ethernet (\with al l en-

cryption ther e is") , a stand-alone �rew all/router based on BSD and a p er-

manen t VPN connection to w ork. T ypically , there w ould b e at least t w o

computers in the home, one \main" computer whic h all family mem b ers

w ould use and one older computer the c hildren shared. Regardless of the

tec hnical kno w-ho w lev el, the prev ailing view on home tec hnology w as that

it should b e easy to use and not get in to the w a y of the users' actual goals.

It w asn't v ery imp ortan t ho w something w ork ed, as long as it w ork ed. Th us,

one family didn't really think they had a �ling system for their m usic and pho-

tograph y , \iT unes and iPhoto tak es care of it all." This completely supp orts

the �ndings and views of literature.

Some of the most imp ortan t applications of the tec hnology w ere comm uni-
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cation and en tertainmen t. Comm unication w as done o v er a m um ultitudef

c hannels: v oice and text o v er cell phone, text and pictures o v er email and

o v er instan t messaging, whic h w as hea vily emplo y ed b y all the teenagers in-

terview ed. The p eople comm unicated with their friends and relativ es, hobb y

asso ciates and in w ork related issues. The most imp ortan t en tertainmen t

manifestations w ere photographs and m usic. Generally , at least one digital

camera and at least one p ortable digital m usic pla y er existed in eac h home,

in addition to cell phones capable of b oth rudimen tary imaging and m usic

pla ying. Photographs are tak en and stored, and, in terestingly , to a lesser

degree, w atc hed. An explanation to this b eha viour w as giv en to us b y one

in terview ee who is a researc her in so ciology: p eople mark the imp ortance of

a situation b y taking a photograph of it. Photos are also shared, usually b y

emailing but in some cases through a service on the w eb. Almost nob o dy

had ev er made hard copies of their digital photographs at some photo shop.

T eens also to ok a lot of pictures of their friends, hobbies and other in terests

with their cell phone cameras, but nob o dy had managed to get their pictures

o� their phones and on to their computers (though all had tried). P ortable

m usic pla y ers w ere presen t in all families; in most families more than one.

Usually , eac h family mem b er had their o wn m usic collection and to some

degree, family mem b ers shared m usic with eac h other. Sharing m usic o v er

\unappro v ed c hannels" w as surprisingly rare. Instead, families copied their

fa v ourite CDs to their computer m usic libraries or b ough t m usic from online

m usic service pro viders. P ortable radio/CD \b o xes" w ere also v ery common.

W e did not witness an y digital video recorders (PVRs) for recording TV pro-

gramming in an y of the families, though there w ere a few VHS video tap e

recorders presen t, usually in lo w utilization. Con trastingly , one family used

a VHS video tap e recorder quite a lot to w atc h store-b ough t mo vies as a fam-

ily activit y . Others had D VD pla y ers or gaming consoles doubling as D VD

pla y ers, also used to w atc h ren ted or store-b ough t mo vies. A few families

had a gaming console but it w as in activ e use in only one family . Elsewhere,

teenagers t ypically lik ed to pla y small Flash-based games o v er the net.

All families with computers had an alw a ys-on broadband In ternet connec-

tion. Nob o dy seemed v ery concerned ab out the tec hnical sp eci�cs (suc h as

bandwidth) of the connection, as long as it just w orks { whic h it usually did.

Most families also had a prin ter and some had scanners. What w e did not

�nd in nearly an y installation w as sharing of resources: one family had a

disk space shared on the net w ork but nob o dy had made the prin ter a v ailable

from all the computers. If someb o dy w an ted something prin ted, the usual

mo de of op eration w as to cop y the �le on to a USB memory and prin t the

�le from there. The usual explanation for this mo de of conduct w as that it
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serv ed them w ell enough so nob o dy had b othered in `�xing something that

already w ork ed'.

While some had access to their w ork data from home o v er the net w ork, no-

b o dy had made data on their home net w ork a v ailable from outside the home.

The usual explanation w as that it w as complicated, insecure or b oth (or they

felt that they w ouldn't b e able to do so in a secure manner), or that the

families simply hadn't though t ab out the option. The w a ys to get data from

a home computer to w ork w as to send it b y email to oneself. In fact, w e

sa w evidence where email w as used as a remote-accessible �le store with the

added b on us of ha ving metadata suc h as time and con text with the �le. USB

memory driv es w ere also used, but to a lesser degree. If someb o dy needed

a �le at home p osted to w ork when they already w ere at w ork, he or she

w ould call home and see if an yb o dy could do the fa v our of mailing the �le,

or that failing, just blame oneself, not tak e it to o seriously , and mail the

�le the next da y . Related to this, w e in terview ed another family for another

pro ject [LHC

+

05] that had their ligh ting system con trolled b y home automa-

tion. While the ligh ts could b e monitored and to some degree ev en con trolled

from outside the house, the paren ts of the home felt that no home automa-

tion more critical than ligh ting w ould ev er b e remote-con trollable in their

house, due to securit y risks.

One family mem b er usually had the tec hnical resp onsibilit y of the home

net w ork, the adult with the highest tec hnical understanding. Regardless of

the lev el of tec hnical kno w-ho w of this p erson, the job w as seen as cum b er-

some and something done when there r e al ly w asn't an ything else to do at

home. Securit y and computer usage p olicies did exist but they w ere usually

unstated and implicit, and v aried quite a bit from the highly securit y co con-

sciouso the nearly fatalistic \I kno w this computer is full of viruses but it

do esn't really matter as long as w e can do our stu� with it. When it gets

to o slo w and infested, w e just install it again." Another pragmatic approac h

w as \W e ha v e Macs, so w e ha v en't really got a virus problem." A remark-

able exception to the p oin t w as wireless net w orks: only the family that had

a highly knkno wledgeableadministrator' had a wireless net w ork, whic h had

\all securit y applied". The rest did not w an t a wireless net w ork b ecause it

w as p ep erceiv ednsecure.

W e also inenquiredo w the p eople regarded and protected their real-life priv acy .

The most immediate demand for priv acy w as that of ph ysical mail

1

. The

in terview ees also strongly considered their homes priv ate places, o�-limits

from prying ey es, though they did not regard others \sp ying" on them (b y

1

There is a strong tradition for mail priv acy in Finland
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lo oking through windo ws) a real threat, with the explanation that \wh y

should an yb o dy b e in terested in us?"

F amilies handled access con trol in di�eren t w a ys. Some devices and data

w ere seen as p ersonal and w ould not b e touc hed b y an y one else except when

explicitly giv en p ermission b y the o wner or with the understanding that if a

paren t susp ected something bad, s/he w ould ha v e the righ t to tak e a lo ok,

but ev en so, only with the c hild presen t. This w as true b oth in case of digital

data, ph ysical mail or a p ersonal (ph ysical) photo album. In some families,

family mem b ers had p ersonal user accoun ts on the main computer. The ex-

plained rationale w as more to k eep do cumen ts and settings out of the other

users' sessions than that of do cumen t priv acy . Elsewhere, family mem b ers

had named folders for their p ersonal data whic h the other family mem b ers

w ould sta y a w a y from b y m utual agreemen t. One family lik ed to share pho-

tographs with their friends and relativ es abroad, esp ecially as Christmas

greetings. Suc h greetings w ere p osted on publicly a v ailable services on the

w eb with hard-to-guess iden ti�ers for an outsider. Finally , w e witnessed a

v ery pragmatic approac h to monitoring and regulating the c hildren's net w ork

usage: only the computer(s) in public space had an In ternet connection. A

more tec hnically inclined v ariation of this w as that the c hildren's In ternet

connections w ere regulated b y time based rules in the �rew all { no In ternet

after b edtime.

6.2 Exp ert in terviews

The author conducted three op en-end in terviews with di�eren t exp erts of

the trade: Ben La v ender is a tec hnology manager at the BBC, resp onsi-

ble (among other things) of the ipla y er pro ject, an In ternet-equiv alen t of

the video tap e recorder; Risto Lin turi shared his views on access con trol in

domestic building tec hnology and home automation, and Hann u H. Kari, mo-

bilit y professor at the Helsinki univ ersit y of tec hnology , talk ed ab out securit y

considerations in ubiquitous home net w orks. In the end, the third of these

in terviews pro v ed the most fruitful for this thesis. Mr La v ender w as in ter-

view ed o v er the phone, Mr Lin turi o v er email and Mr Kari in a face-to-face

in terview.
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The BBC iPla y er pro ject, previously kno wn as the iMP (in teractiv e me-

dia pla y er),

2

w as a large scale test of a p eer-to-p eer structure to distribute

selected TV and radio programming of the BBC. The BBC is hoping to re-

lease iPla y er for a general UK public in early 2007 { the biggest h urdles for

this are no w p olitical, not tec hnical. Due to TV licenses, the iPla y er for

television programming w ould only b e a v ailable for the UK view ers, though

La v ender do esn't regard a w orldwide service comparable to BBCw orld im-

p ossible, giv en an applicable business mo del, for example commercials and

a subscription mo del. iPla y er for audio con ten t w ould probably b e o�ered

w orldwide so on after the public iPla y er launc h. The iMP ran t w o trials, trial

one with 1000 early adopters, trial t w o with 30'000 users with a demographic

corresp onding to UK broadband users. Users w ould also b e able to cop y the

programming to their mobile devices. The iPla y er also included a simple

recommendation engine.

The only asp ect of access con trol the BBC w ere concerned with w as that of

making sure only UK view ers, i.e. those who'v e paid the compulsory UK TV

license { TV piracy is tak en v ery seriously b y some, and is a hot p olitical

issue. This w ould mainly b e executed with digital righ ts managemen t (DRM)

tec hniques and v erifying that the user has an IP address in the UK.

Domestic building automation has a host of inheren t problems. Risto

Lin turi traces the origins to most problems to the bubuildersnd con tractors

of the automated apapartmen tsit is they who order and sp ecify the systems

deplo y ed, not p eople who actually liv e in suc h apapartmen ts While building

automation can help to reduce living costs through the con trol of heating,

w ater use, air conditioning and electricit y use, the builders are more in ter-

ested in what they can get for less and the con tractors in what they can

pro�t in main tenance fees. Suc h tec hnology is often proprietary and is hard

or exp ensiv e to expand later on, and lo c ks in the user with a sp eci�c v en-

dor. Also, inhabitan ts do generally not y et ha v e a comprehensiv e view on

what home automation can do for them. All these factors com bined result

in slo w adoption { and slo w ev olution { of house automation. Another is-

sue in whic h house automation could b e a tremendous help is in storing the

plans, sim ulations and all service do cumen tation of the home in a digital and

searc hable format that is automatically up dated through logging and acces-

sible to service p ersonnel. This kind of service is t ypically a v ailable only in

new commercial sites.

2

http://www.bbc.c o. uk/ im p , probably to re-app ear as http://www.bbc. co. uk /

iplayer
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Di�eren t users of the net w ork th us ha v e and need di�eren t roles. In a scenario

where a service compan y tak es care of the main tenance of an apartmen t, a

service p erson should b e allo w ed to calibrate a sensor that the inhabitan t

should at most b e allo w ed read access, due to resp onsibilit y issues. Some

devices, for example a mo v emen t sensor, pro vides input to n um b er of other

subsystems suc h as heating and securit y (�re and burglary) but these subsys-

tems ma y ha v e di�eren t access groups and pro duce ev en t data to di�eren t

service pro viders. The user ma y w an t to add capabilities to the home net-

w ork, suc h as sauna con trol or in tegrate the en tertainmen t cen tre with the

home automation, and of course the user should b e allo w ed to do that. This

calls for in terop erabilit y but also di�uses the question of resp onsibilit y .

An automated home is a complex engine with h undreds of no des. It m ust b e

v ery reliable and there m ust b e w a ys to rep ort and repair when something

go es wrong. The house automation system is also uplink ed to the service

pro vider(s), a connection that m ust a�ord con�den tialit y , in tegrit y and a v ail-

abilit y .

The third and �nal in terview touc hed a whole slew of securit y topics,

questions as w ell as answ ers, risks as w ell as c hances. \Computer securit y

is lik e a sew er { nob o dy notices it un til it go es bad" started the in terview

session. P eople see information securit y as an image, a brand { something

to trust in { and for the consumer, trust is the most imp ortan t v alue to

uphold. It is ev en more imp ortan t than securit y itself. It is less a problem

for the user if she is informed that there has b een an inciden t, whic h systems

are a�ected, and that normalit y will b e restored b y a clearly giv en time

{ and that the service pro viders stic k to that time { than that something

somewhere has gone terribly wrong and the service pro vider isn't informing

her. P eople m ust feel that the securit y managemen t pro cess is predictable.

Things are bad no w but they will b e tak en care of b y someone (or something)

comp eten t. The author th us realized that this is in fact v ery m uc h lik e

managemen t of large cro wds in a crisis: k eep the cro wd informed ev en of bad

news, tell them when there is going to b e c hange, and k eep y our promises

[UNO03]. If crisis/securit y managemen t has a go o d image, p eople will not b e

to o conserned ab out the crisis/securit y , they consider that the crisis/securit y

issue is b eing tak en care of. This is what happ ens with securit y soft w are suc h

as an ti-virus pro ducts and �rew alls when they w ork prop erly . F or the so ciet y

at large, the only thing that matters is long-term stabilit y , whic h implies that

the user is on top of what is happ ening, and that she feels there is someb o dy

who tak es care of issues, in this case securit y issues, for her.
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One imp ortan t issue with the future home net w ork is ho w do w e establish a

securely in terop erating en vironmen t (this implies that the h uge task of creat-

ing just an inter op er ating net w ork is already handled). Kari suggests a trust

mo del and pro cess, reminiscen t of the Resurrecting duc kling securit y mo del

[SA99] (see x 5.4), and a v ery simple user in terface where ev en the most m un-

dane appliance suc h as the pro v erbial In ternet T oaster w ould ha v e a Reset

button and three LEDs: a green to indicate that ev erything's ok a y , a y ello w

one to indicate that there is an issue that the user should in v estigate and a

red one to mark that the device is o� the net. When the new appliance is

brough t in to the home net w ork, it will holler for a paren t device and imprin t

itself on that device. In con trast with Sta jano's Resurrecting duc kling mo del,

Kari suggests that often this pro cess can b e made completely without user in-

teraction { if the device happ ens to imprin t itself on the neigh b our's net w ork,

the user w ould just press the reset button and the imprin ting pro cess w ould

restart. The same reset button w ould b e used to disso ciate the device from

the home net w ork if, for example, the user w an ted to sell or giv e the device

a w a y . Of course, not all devices should b e easily disso ciateable; a cell phone,

laptop computer, digital camera or p ortable m usic pla y er should �rmly hold

on to their imprin ting to b e useless to thiev es.

A v ery practical w a y of authen ticating oneself to a device or imprin ting it,

as suggested b y Kari, is b y touc h. If the user w ears an authen tication tok en,

sa y a wrist w atc h or some kind of jew elry with galv anic con tact to the user,

the user's skin could act as transmission medium b et w een the authen tication

tok en and the device. After an initial `handshak e', the rest of the authen-

tication pro cess could happ en o v er the air. The authen ticated session ends

automatically when the fob exits the radio pro ximit y .

Suc h a fob infrastructure of course implies that the user carries his or her

authen tication tok en at all times, or, that an authen tication tok en can b e

made that the user w an ts to carry at all times. Authen tication to the tok en

itself could happ en with a �ngerprin t, since the user's �ngers will b e emplo y ed

to put on the tok en. If the tok en is tak en o�, or drops o� the user, the tok en

w ould go in to a state where it do esn't act as an authen tication agen t for

the user, i.e. go in to standb y mo de. A mo del lik e this w ould a�ord a v ery

unobtrusiv e w a y of authen ticating to an y device, lik e a computer terminal

or a phone: just sit do wn b y an y computer or pic k up an y phone, and it's

\y ours". If the authen tication tok en is compromised, a requiremen t is that

the user's c hain of trust can b e rebuilt ev en on top of the compromised c hain.

The previous c hain needs to b e rev ok ed and a new one restored on the top

of it.
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Di�eren t kinds of devices b ene�t from di�eren t metho ds of imprin ting. A

p ersonal item suc h as a new computer demands a higher degree of securit y

and certain t y in the imprin ting pro cess and w ould b e imprin ted b y touc h. On

the other hand, with the newly b ough t In ternet T oaster, it is enough just to

plug it in and press the reset button. If it sho ws up on a monitoring station,

the appliance has successfully found a `mother duc k', if not, just press the

reset button anew.

Guests of the home w ould ha v e similar authen tication fobs. Th us, when a

guest comes around, w e �rst asso ciate (or imprin t) the guest, through her

authen tication tok en, with our house, b y whic h, through a c hain of trust, our

guest's devices are also considered `friends' of the house and allo w ed certain

access to the services the house o�ers. These services o�ered w ould of course

b e con textually dep enden t on for example whether an inhabitan t is around;

if the house is `alone', it w ould en ter `a state of higher paranoia'. T o main tain

securit y , no iden tit y fobs w ould answ er a b eacon that it do esn't ha v e a trust

relationship with.

T ec hnically , all this is almost trivial. In practise it is complicated, but more of

logistic and bureaucratic reasons, and most complicated is the managemen t

of righ ts. As men tioned in the in terview with Risto Lin turi, di�eren t users

of the home ha v e di�eren t roles, but also the same users of the home ha v e

di�eren t roles, and it is not alw a ys eviden t whic h role a user appropriates for

a giv en task. Role managemen t is a part of the righ ts managemen t pro cess,

and it is a complex one.

Priv acy is con textually dep enden t, and priv acy measures need to include a

con trolled o v erride mec hanism. P eople tend to ha v e t w o \lev els" of priv acy

need, normalit y and emergency . F or example, in normalit y , a user w ould def-

initely w an t to k eep her medical information priv ate, but in a case of medical

emergency , it ma y b e critical to disclose this information to a trust w orth y

part y , e.g. the medical p ersonnel. This transaction also needs to b e logged

for traceabilit y .

There is a future business in securit y . A consumer could buy himself a certain

guaran teed lev el of securit y (as w e ha v e stated b efore there is no absolute

securit y; see x 4.3). In this w a y , the user could b e allo w ed to bring new

and exotic devices suc h as the In ternet T oaster to his home and the securit y

service will c hec k that the appliance is compatible with the rest of the user's

home en vironmen t and monitor that it b eha v es. Similarily , trust is a future

business area. T rust can b e brok ered, so that a consumer do es not ha v e to

trust a merc han t but can pa y a service pro vider to issue and brok er the trust,

lik e an issuer of a v alidation stamp or a seal of appro v al. In a w a y , the trust
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brok er then is in the insurance business; if the merc han t is not trust w orth y ,

the trust brok er tak es the hit. In another sense, this is an insurance against

stupidit y , but the question is, do w e really w an t a guard against stupidit y?

P eople m ust understand not to trust blindly in securit y mec hanisms, for

example if one is giv en a 100 euro bill that is pink, one shouldn't go and

accept it as v alid currency ev en if the bill v eri�cation system accepted it.

The securit y service could certainly also act proactiv ely; if there are at ypical

patterns in the home net w ork tra�c, for instance, the monitoring service of

the securit y pro vider could inform the user that something migh t b e un w ell.



Chapter 7

Analysis

7.1 Access con trol emplo y ed b y the users

Manifestations of man y access con trol metho ds w ere found during the in-

terviews. The most imp ortan t one w as that access con trol is go v erned b y

so cial con v en tions or `the so cial barrier'. Some things are considered priv ate

or o�-limits and the resp ect of this priv acy extended seamlessly from the

ph ysical w orld to the digital domain. The `Big Stic k principle' [Sta02] w as

also frequen tly manifested with p ortable digital devices, b oth devices seen as

p ersonal (m usic pla y ers) or common (the c hildren's digital camera).

P eople with securit y kno wledge usually ob ject against emplo ying `securit y b y

obscurit y', as manifested in our in terviews b y a family sharing family pho-

tographs with iden ti�ers (URLs) and metadata (descriptions suc h as names)

that could not b e easily link ed to the family . As a test, w e tried to �nd the

family's photos using a few In ternet searc h engines (Go ogle, Y aho o!, MSN),

but did not manage to come up with an ything. Con tra wise, the author's pho-

tos w ere easily found from a photo sharing service using those same searc h

engines. It can b e concluded that with curren t searc h tec hnology (and our

searc h metho dology), securit y b y obscurit y w orks. Nev ertheless, with all our

securit y kno w-ho w, w e still advise against the securit y b y obscurit y approac h.

It w as eviden t that users w an ted simplicit y and in visibilit y from the tec hnol-

ogy . One paren t told us that she got v ery stressed ab out ev en the though t

of tec hnology nor w orking, and doing so in indecipherable w a ys, and if there

w as something she did not need righ t no w w as more stress. Another man-

ifestation that simplicit y of use w as a desired prop ert y came from the Mac

using family who w ere happ y to use Macs b ecause \they just w ork".

62



CHAPTER 7. ANAL YSIS 63

A recurring request, ev en a requiremen t, from the users is that the system

m ust b e easy to use. It m ust b e unin trusiv e and not get in the w a y . This is

clearly in line with b oth usabilit y literature in general and HCIsec guidelines.

P eople are not v ery in terested in main taining their home net w ork's securit y .

What w e didn't see w ere the demands that the system should b e transparen t,

i.e. k eep the user informed on its state and what it is doing. This is probably

due to the fo cus of the user in terviews { w e only w an ted to see what the

users migh t do with home net w orking tec hnology , not test some tec hnology

w e had built.

Access con trol should b e easy to main tain and it should b e 
exible; it's hard

to predict who is going to need what righ ts. When a guest arriv es, he m ust

easily b e allo w ed prop er access. In short terms, net w ork securit y should

b e built to b e a con v enience factor as w ell as a securit y factor. After all,

the home net w ork should ultimately mak e the inhabitan ts' life easier. Once

prop erly deplo y ed, things on the home net w ork will seamlessly do what the

user in tends. Con v enien t securit y is after all one k ey goal for HCIsec. Role-

based access con trol, and in particular, Generalized role-based access con trol

seems to mo del the dynamics of home rather w ell and the author b eliev es it

w ould b e b ene�cial to base the home net w ork's infrastructure on this mo del.

7.2 Comparing opinions

V aluable input on securit y issues w ere collected from the exp ert in terviews

ev en if it all could not b e applied to the fo cus of this thesis. There w ere

no immediate con
icts b et w een the views of the home users and those of

the securit y exp erts. Rather, they w ere complemen ting eac h other and apart

from the fact that all said the securit y and the home net w ork m ust b e easy

to use, there w as little o v erlap.

7.3 The do or metaphor

The home net w ork en vironmen t is a complicated one with man y needs for

access con trol that still needs 
exibilit y . It is therefore prop osed that a `do or'

metaphor rather than a `lo c k' metaphor should as far as p ossible b e used

to go v ern access con trol on home net w orks. Do ors can b e op en or closed,

and indeed, some do ors do ha v e lo c ks. The most imp ortan t prop ert y of

Do ors is that ha v e `o wners' and implicit information: \Kno w that the domain

b ehind this do or b elongs to Bob." A user could c ho ose whether to breac h
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the requested lev el of priv acy , so the system really builds on trust b et w een

the users. E�ectiv ely , the users th themselv esould handle the authorization

steps of access con trol. All access could of course b e logged, so that the times

trust is not enough, there can also b e pro of in the form of an audit trail.

7.4 Securit y ideas

P ean ut device securit y Man y net w ork tec hnologies w ork so that they

listen to all incoming data and discard the tra�c that w as not in tended for

them. In a wireless ad-ho c en vironmen t, tra�c is often encrypted for pri-

v acy , whic h can b e hard on `p ean ut devices' with lo w p o w er and computing

resources. P ac k et lev el authen tication (PLA) has b een suggested as a so-

lution for man y securit y problems in military grade net w ork en vironmen ts

[CLK05], but a scaled-do wn solution of PLA emplo ying a ligh t w eigh t encryp-

tion sc heme could b e applied for home net w orks. Th us, the encryption of

tra�c could serv e as a form of addressing or pac k et selection at the receiving

side, in addition to pro viding access con trol and resiliency against ea v esdrop-

ping and denial of service attac ks. If the no de can op en the pac k et, i.e. the

con ten ts of the decrypted data is w ell-formed/readable, it is of relev ance and

the pa yload will b e insp ected; otherwise it is discarded. This metho d also

b orro ws from t w o-w a y authen tication and \iden tify friend or fo e" applica-

tions.

1

Net w ork securit y acceptance In a distributed net w ork, it is of course

not p ossble to den y a device access to it. Ho w ev er, it is quite p ossible to do

the same thing in a distibuted fashion. Eac h device can mak e an individual

decision not to comm unicate with a device that do es not ful�ll certain securit y

criteria.

In an adaption of the usabilit y guideline that the correct usage of a thing

should b e the most usable one, also the most secure actions on a thing should

b e the easiest and most natural one to tak e. T o extrap olate on the though t

a bit further, it should b e hard to mak e something insecure. It is debateable

though if a user should b e denied to completely destro y his o wn securit y (as

long as it has no implications on his surroundings). The author opines that

a user should b e allo w ed \to sho ot himself in the fo ot", but the system m ust

mak e it absolutely clear to the user what the consequences are that this is

1

It is p ossible that this prop osal re-in v en ts an already in v en ted wheel, but the author

w as not able to iden tify previous art in this con text.
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not a go o d idea. A home net w ork securit y system or comp onen t should come

with sensible defaults, a go o d set of securit y templates or patterns, and b e

able to con�gure itself b y ask only a few relev an t questions, lik e \what is

y our lev el of paranoia?"

| Beta line go es here |

Material b elo w this p oint ma y b e b elo w b eta qualit y

7.5 The applicabilit y of Con textual design

In the researc h phase of this w ork, w e used parts of Con textual design. So

wh y w as Con textual design emplo y ed? Indeed, wh y use Con textual design

at all, an ywhere? Because the only w a y to �gure out what users need is

to ask them, and a w ell-do cumen ted metho d of doing so is em b o died in the

Con textual design pro cess. While all of Con textual design w as not applicable

to this w ork, w e used the parts that w ere relev an t.

Ev en though w e only used a `ligh t-w eigh t' application of Con textual design,

the exexerciseas immensely useful in getting real data \from the �eld". F or

our purp oses, the unadultered Con textual design pro cess w ould ha v e b een

o v erkill b oth for the researc h but not the least for our users, who w e did not

w an t to b other o v erly with our precense. W e discussed using additional to ols

to gather more information from our users, and this ma y still happ en within

the scop e of the Inhonets researc h w ork. The to ols considered w ere logb o oks,

questionnaires, prob es and asking the teens to tak e pictures with their cell

phones and sharing them with us.



Chapter 8

Conclusion

Home net w ork tec hnology is on its w a y in to homes and with that, tec hnical

securit y measures. A goal is to mak e this tec hnical securit y usable. In-

stead of mimicing securit y practices for o�ce net w orks, w e should lo ok in to

the solutions suggested in researc h of p erv asiv e computing. Home net w orks,

as w ell as p erv asiv e computing, calls for access con trol metho ds whic h are

unin trusiv e to the user. The in teraction needed for user iden ti�cation and

authen tication should b e k ept at a lev el consisten t with the resources that

are to b e secured; in some cases, the user can b e authen ticated with su�cien t

con�dence to a lev el needed for basic access to a service. F or example, it is

often enough to kno w that the user is an authorized user of the net w ork, not

who this user is. F uzzy solutions lik e this can b e assisted b y applications of

role-based access con trol.

Home net w ork securit y managemen t m ust of course in practise b e seen as a

wider whole, of whic h access con trol, and ev en computer net w ork securit y is

but a part.
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