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.Abstra
t:It is anti
ipated that the next development in domesti
 te
hnology is to have thedevi
es interoperate in a networked fashion, mu
h like oÆ
e te
hnology 
urrentlydoes. We 
all this interoperating, ubi
omp-like domesti
 te
hnology the HomeNetwork. The se
urity of home networks, and spe
i�
ally a

ess 
ontrol for homenetworks, is the fo
us of this thesis { an area that yet hasn't re
eived mu
h attentionneither by a
ademi
 or 
ommer
ial 
amps.In this work, we review what a home network is, what means exist for a

ess 
ontrolthat are suitable for a home deployment, and whi
h ways not spe
i�
ally intendedfor domesti
 use would be adaptable to the home network. Five families wereinterviewed for this work, ea
h with 
hildren, to give us some indi
ation on howfamilies view and use te
hnology, and use their spare time. We based our interviewson the Contextual design method. Also, se
urity experts were interviewed to sharetheir insight on what should be relevant for home network se
urity and a

ess
ontrol.A 
entral �nding is that a

ess 
ontrol for users within the home 
an largely behandled with so
ial norms or `the so
ial barrier'. To re
e
t this behaviour, a Doormetaphor is presented where a user is allowed to make a de
ision whether to brea
hthe priva
y requested by its owner, with the suggested addition that all a

essesthrough the Door are logged and log entries are viewed at the owner's dis
retion.The behaviour observed in the families regarding a

ess 
ontrol was 
oherent withthe Generalized role based a

ess model (GRBAC). Therefore it is suggested thata system to help an administrative user to build a se
urity poli
y for the homenetwork would be based on the GRBAC model.Keywords: Usability, se
urity, HCIse
, user-
entred se
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 te
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omputing, pervasive
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Chapter 1Introdu
tionFamilies use 
omputers in
reasingly for a variety of re
reational a
tivities[GEND05℄. Computers, on
e s
ienti�
 tools and oÆ
e ma
hines, are usedfor shopping, information gathering, learning and 
ommuni
ations, gamingand musi
 playing [VSSM01℄. Complementing the 
omputers are portabledigital musi
 players and digital 
ameras. Even household applian
es su
has washing ma
hines are equipped with mi
ropro
essor te
hnologies, andalthough few home users think of them as spe
ialized 
omputers, they are.There are two major, and interlinked, developments on the home networks
ene. One, to get the di�erent ma
hines at home networked to allow themto work together, and two, allowing the 
reation and distribution of mediafrom and to the inhabitants of the home and viewed on a multitude ofdi�erent devi
es. Resear
hers and the industry are working on making bothof these developments happen.One angle that has not re
eived mu
h resear
h attention is the usable se
u-rity on the home network, and more spe
i�
ally, user 
entred a

ess 
ontrolon the home network1. Possibly this is be
ause resear
hers are busy envision-ing what a home network really is and what the users of one are supposedto use it for. What is known is that many home network produ
t design-ers, and notably se
urity designers, do not assume realisti
 uses for theirprodu
ts { se
urity features of produ
ts for domesti
 use are planned as thefamily using it 
onsisted of a single inhabitant [Ell02℄ or that an expert 
ouldbe available by a phone 
all [GEND05℄. The mindset generally tends to be\�rst we make it work, then we make it se
ure, or usable." (after whi
h thepromise is forgotten and in its stead, more features are introdu
ed in the 2.0release { making se
urity and usability even tougher to add to the proje
t).A

ess 
ontrol is either non-existent or where applied, mimi
s the ways from1By this, we are borrowing from the term `User 
entred se
urity', referring to \se
uritymodels, me
hanisms, systems and software that have usability as a primary motivation orgoal." [ZS96℄ 1



2 CHAPTER 1. INTRODUCTIONbusiness 
omputer network se
urity.This is where this thesis 
omes in, trying to synthesize information from re-sear
hers, se
urity experts but most importantly from the users themselves,into examining the a

ess 
ontrol needs and possibilities for the home net-work. The resear
hers' input 
omes from their arti
les and publi
ations,se
urity experts have voi
ed their opinions in one-to-one talks and inter-views with the author and the a
tual end users have been heard in on-sitefamily interviewes 
ondu
ted and analyzed with methods and te
hniquesborrowed from Contextual Design.It is bene�
ial to examine the se
urity needs of home networks now, ashome networks still are an emerging te
hnology. There are 
hallenges tobe addressed before home networks go mainstream. One su
h 
hallenge isallowing 
ontrolled a

ess to servi
es on the home network for people outsidethe home, either using a traditional, largely unstru
tured 
lient-server model,through peer-to-peer solutions, or as persistent home-to-home 
onne
tions.While there are a host of possible threats on the home network's se
urityof te
hni
al nature and posed by mali
ious users, there is both literature[Sta02b℄ and our resear
h to suggest that a

ess 
ontrol on the home networkis not a very 
riti
al issue between legitimate users of the home. Inside thehome a

ess 
ontrol 
an largely be governed by the so
ial barrier.InHoNets 
onne
tionThe resear
h and results in this thesis are are 
onne
ted with the Inter
on-ne
ted Broadband Home Networks proje
t (InHoNets) [inh06℄, a HelsinkiUniversity of Te
hnology (HUT) / Tampere University of Te
hnology (TUT)joint proje
t to resear
h the possibilities and impli
ations on home networkswith the fo
us on inter
onne
ting homes. The proje
t is �nan
ed by TEKESand industrial partners. The on-site interviews and their analyzes whi
h areused as material for this thesis, as well as the proje
t in general, were per-formed by proje
t resear
hers, in
luding the author.Organization of this thesisThis thesis is organized as follows: Chapter 2 presents the problem state-ment and requirements for this thesis, wherein it is presented why usablea

ess 
ontrol is of any importan
e in a home network environment and what
hallenges lie between the 
urrent situation and a se
ure and usable homenet. Following are two ba
kground 
hapters: Chapter 3 presents the homenetwork environment, its users and stakeholders, in
luding the external ones,and rounds o� by presenting some of the relevant proto
ols that are of sig-ni�
an
e on a home network. Of parti
ular pra
ti
al value is the UPnPTM



3proto
ol, with whi
h it is possible to tie together mu
h of the te
hnologyat home. Chapter 4 exists as a primer to se
urity, usability, user 
entreddesign and Contextual Design, and the merging of these �elds into Usablese
urity or HCIse
. There is a natural bias towards what areas of se
urity,usability and HCIse
 is topi
al to the home network e
osystem. Chapter 5examines previous work in home network se
urity and and related resear
hthat 
ould be applied to enhan
e home network se
urity and user-friendlya

ess 
ontrol.Chapter 6 des
ribes the user interviews done for this thesis, how they weredone, and what was learnt about the home environment and the inhabitants'attitudes towards se
urity, a

ess 
ontrol and te
hnology in general. It alsopresents the expert interviews, along with an analysis of them. Further, the
hapter has a dis
ussion on what a

ess 
ontrol solutions would be appli
ablein a domesti
 setting. In 
hapter 7, the resear
h results and the suitabilityof the methods used in this thesis are analyzed. It is stated that whilethe methods weren't used to a great depth, they helped the resear
hersunderstand both the home network and their users better, as well as themethodology itself. The thesis is 
on
luded in 
hapter 8.
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Chapter 2Problem statement and
riteriaThe main obje
tives for this thesis are the following: to �nd out what kindof a

ess 
ontrol do users want on their home networks, what kind of a

ess
ontrol do the users need on their home networks, and whether alreadymeans exist to solve these problems.While doing this work, the following areas are also surveyed: What is a homenetwork, what are the assets there to prote
t, and the threats to prote
tit from, and why the need to prote
t anything. We look at the needs andrequirements of di�erent stakeholders of home network usage, with the mainfo
us given the inhabitants of the home, the users of the home network.To �nd out what a

ess 
ontrol users want, we need to identify our usersand their needs. This is done through a form of user interview and analysisborrowed from Contextual design. Sin
e we don't expe
t to �nd very devel-oped home networks deployed, we investigate the users' attitudes towardsse
urity, priva
y and a

ess 
ontrol, and what kind of devi
es and media{ digital and non-digital, networked and non-networked { people 
urrentlyhave in their homes. We then apply this information on what we know aboutdigital home networks, 
urrent and near-future. To enable this, we also needto have a view on what a home network is and what servi
es it provides {or rather, will provide.Users may not be able to identify all demands and requirements for a

ess
ontrol. Mu
h of their understanding of a

ess 
ontrol is impli
it and unar-ti
ulated, and they are not aware of the risks brought by the ubiquitous
omputing environment the home network of the future will be. For that,we need to investigate published literature on se
urity and a

ess 
ontrolrequirements for 
omputer networks in general and those of pervasive 
om-puting, and apply the information on a home network 
ontext. We also need5



6 CHAPTER 2. PROBLEM STATEMENT AND CRITERIAto take a look at the problem from the perspe
tive of the servi
e providers,whi
h in
ludes requirements set by legislation. Se
urity expert informationis taken from literature and interviews with se
urity experts.The user requirements and the ones from the se
urity experts need to be an-alyzed to form a set of 
onsolidated a

ess 
ontrol requirements. This shouldshow if there is a dis
repan
y between the users' requirements and those ofthe se
urity experts, and if so, whether the requirements are 
on
i
ting or
omplementing.Finally, we ponder whether there are ways to provide solutions to the a

ess
ontrol requirements in a usable manner. For this, we use knowledge fromthe Usable se
urity (HCIse
) �eld.2.1 Problem statementSin
e it 
annot be assumed that ea
h home will be inhabited by an expert inse
urity, or even in te
hnology in general, it is paramount that home networkse
urity is handled in a usable way. Even the user who does not have anextensive understanding of the underlying intri
a
ies of se
urity must beallowed to use the system in a se
ure manner and be able to feel that she
ontrols the environment in a se
ure way. This sets 
onsiderable 
hallengesfor the design of the home network, whi
h should be of 
onsiderable interestto the industry trying to push this te
hnology; for home network te
hnologyto be adopted, the home network must be easy to deploy, maintain anduse.1 Current home 
omputer networks are very 
omplex to understand andmaintain, mu
h due to the fa
t that they do not support working models andrequirements of families [GEND05, Ell02℄. This 
auses stress and frustrationwith the users, who will only invent workarounds to 
ir
umvent what theysee as obsta
les set by the system. As more features and servi
es are addedto the network without properly addressing these issues, the 
omplexity ofit all may be
ome an inhibiting fa
tor for the deployment and a

eptan
eof home network te
hnology.There are many 
hallenges that need to be ta
kled. How should a

ess
ontrol be presented in an understandable way to a user who most of all justwants to \use" the system?2 What se
urity models re
e
t the home users'needs? What means for a

ess 
ontrol are pra
ti
al or even a

eptable in ahome setting, and more so, what means are una

eptable? Do the se
urity1These are of 
ourse not the only requirements; for a produ
t to su

eed, it has notonly to provide a good user experien
e, but also be built on solid te
hnology, and it needsto be eÆ
iently marketed [Nor98℄. The 
ost is a fa
tor, as is timing, design, image anda multitude of other things. All these points however are �rmly outside the s
ope of thisthesis.2This very question is being ta
kled by the author's instru
tor in her li
ensiate thesis



2.2. SCOPE 7demands of users, experts and providers 
omplement or 
on
i
t ea
h other?More so, do the a

ess 
ontrol requirements of di�erent stakeholders { thehome network owner, the network servi
e provider, the 
ontent 
reator anddistributor, the legislator, et
.{ 
on
i
t? If they 
on
i
t, whose demandshould be heeded? How mu
h se
urity 
an be a
hieved using a

ess 
ontrol,and how mu
h a

ess 
ontrol is really needed in a home environment? Peopledo seem to understand se
urity in other 
ontexts { they understand theimportan
e of lo
king their doors and keeping their bank 
ards' PIN 
odesto themselves { is it just the se
urity vo
abulary, in a broad sense of theword, that is wrong?There are also many te
hni
al 
hallenges for a home network of distributednature. How shall devi
es trust ea
h other when there is inherently no topauthority on the network? How shall devi
es be added or removed from thenetwork, espe
ially if they aren't fully 
ompatible? When separately writtenprograms and applian
es are 
omposed so that they may 
o-operate, theymay instead destru
tively interfere in unanti
ipated ways [Mil06℄. Certainlythere need to be 
on
epts borrowed from a network of 
entralized ar
hite
-ture { servi
e dis
overy, servi
e registry, se
urity poli
y servi
e { so that alldata about other devi
es and their a

ess rights need not be 
ontained inea
h node and distributed through multi
ast me
hanisms. The 
hallenge forthe network ar
hite
ts is to provide an ar
hite
ture that is not dependenton 
entral 
ontrol, yet supports a 
uid user experien
e. Within the s
ope ofthis thesis, some of these questions will be addressed while others have tobe left for future work.2.2 S
opeIn this thesis, we examine the a

ess 
ontrol needs and requirements for thehome network. There is a bias on on entertainment use { A/V networks,
omputer use not for work or studies, in
luding 
ommuni
ation, and otherleisure a
tivities { within single homes. Entertainment is supposedly themost immediate 
andidate for be
oming part of the home network. It isone a
tivity that end users have both an a
quaintan
e with and may beinterested in having developed.3 Inter
onne
ted home networks and homeautomation networks are mentioned brie
y, as well as other areas of se
uritythan a

ess 
ontrol. From a 
ultural standpoint, we are examining theFinnish family.The 
hoi
e of fo
us stems from the 
onne
tion with the Inter
onne
ted3The �rst appli
ation users generally want from a `smart home' is remote 
ontrolledlighting. This is an a�ordable, easy to understand appli
ation whi
h has little dependen-
ies on other home network �elds. Of 
ourse, lighting should seldom need to be expli
itly
ontrolled at all { it should rea
t to the presen
e and a
tivities or intent of the user.



8 CHAPTER 2. PROBLEM STATEMENT AND CRITERIABroadband Home Networks (InHoNets [inh06℄) resear
h proje
t, in whi
hthe author parti
ipated. Sin
e the work is based in Finland and involvedinterviews, the Finnish family was a natural group of users to fo
us on.While relevant to home networks and network se
urity, many issues havedue to s
oping deliberately but regretfully been omitted from this thesis.Su
h issues are: Trust models and trust management in a ubiquitous net-work; a deeper inspe
tion of the possibilities, possible extensions and novelappli
ations of UPnP, as well as se
urity impli
ations of the proto
ol; au-thorization infrastru
tures for ubiquitous/nomadi
 
omputing [ZK02℄, andother proto
ols and ar
hite
tures usable in a home environment, su
h asCAN (Controller Area Network, a bus te
hnology initially designed for au-tomotive and industrial appli
ations) [Rob91℄, Jini4, Bluetooth5 { possiblyspi
ed with Wibree te
hnology for peanut devi
es { and Zigbee6 (a proto
olsuite for low power digital radios, designed to be 
heaper and simpler indesign than Bluetooth and as su
h suitable for peanut devi
e use).

4http://www.JINI.org5http://www.bluetooth.
om (information site) and http://www.bluetooth.org (membersite)6http://www.zigbee.
om



Chapter 3The home network
\The future is already here.It's not just evenly distributed yet."{ William Gibson [Gib93℄3.1 What is a home network?There are several di�erent, often 
omplementing views on what exa
tly 
on-stitutes a home network. The view depends on the �eld of profession, exper-tise or interest of the viewee. Computer enthusiasts may 
onsider a homenetwork the a
tual networking te
hnology used to 
onne
t home 
omputerswith ea
h other or the Internet. Computer users may in
lude the 
omputersthemselves into the equation. Grinter et al [GEND05℄ 
onsider the homenetwork to be all the 
omputing elements plus the audio/visual (A/V) de-vi
es installed in the home, thus noting that the home network 
onsists ofthe two subnetworks home 
omputer network and the A/V network. Oth-ers have also 
alled for the 
onvergen
e of the 
omputer and entertainmentnetworks into a home media network [BG02℄. The Digital Living NetworkAllian
e [All04℄ 
onsiders 
onsumer ele
troni
s, with an emphasis on A/Vequipment (`brown goods'1), 
omputers2 and mobile te
hnology to be partsof the home network, and strives to make this into a single interoperat-ing network. Other resear
hers in
lude home automation and `white goods'(washing ma
hines, refrigerators, HVAC et
.) a part of the home network[KLKY02℄, that work in tandem with RFID tags embedded in the 
lothes,food pa
kaging et
., but what all these visions have in 
ommon are that they1This term stems from the times when any 
redible pie
e of audiovisual equipmentwould have an aluminum rim and an inset of faux-wood laminate or, in 
ase of �lm
ameras or proje
tors, faux-leather.2\Beige goods"? 9
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Figure 3.1: The home network environmentare very devi
e-
entri
.In this thesis, the home network signi�es the inter
onne
ted 
olle
tion ofall the devi
es, te
hnology and servi
es that together fa
ilitate digital living.This basi
ally in
ludes any devi
e, applian
e or `thing' in the home 
urrentlyor �ttable with a mi
ro
hip (in
luding its users!) and 
apable of 
ommuni-
ating over a network, now or in a near future, and the `things' and servi
esoutside the home, available to the home. This system is examined from afun
tional perspe
tive; to the user, the network `fabri
', the te
hnology andma
hinery itself, is of se
ondary importan
e 
ompared to what servi
es andpossibilities it o�ers to the inhabitants of the home.Figure 3.1 makes a high-level division of the home network, from a fun
tionalperspe
tive, into 
ommuni
ation, entertainment and automation. Here, 
om-muni
ation part in
ludes phone 
alls, email and blogging as well as organi-zational tools su
h as distributed shopping lists, shared 
alendars, and ref-eren
e tools su
h as wikis. The entertainment part in
ludes enjoying musi
,pi
tures (photos, videos, art), games, hobbies and sporting a
tivities. Fi-nally, the automation bit in
ludes traditional aspe
ts su
h as lighting and
limate 
ontrol as well as se
urity, and most of all, the or
hestration and 
o-ordination of all the devi
es working together. The pi
ture omits supportingfun
tions su
h as the administration (maintenan
e) of the home network.



3.1. WHAT IS A HOME NETWORK? 111. Mainframe 
omputing One 
omputer serves many users2. Personal 
omputing Ea
h user has their own 
omputer3. Personal networks Ea
h user has many 
omputing devi
es,whi
h 
an 
o-operate4. Ubiquitous 
omputing Many users share the servi
es and power ofmany 
omputersTable 3.1: The four waves of 
omputingThe development of the home network 
an be expe
ted to happen in twophases. In the �rst one, whi
h is already happening, home 
omputing ismerging with A/V te
hnology and 
ommuni
ation is merging with home
omputing. Already, \
omputerless" media players, 
ameras and Skype-or Windows Messenger-telephones are starting to appear on the market.Control of lights takes a step towards user-
entredness by moving 
ontrolbuttons from the walls (where the users need to be a

ording to the house-
entred view) to remote 
ontrols and movement sensors (where the users are).Se
urity systems enter the homes and 
lassi
 thermometers get repla
ed bywireless weather stations. Few of the devi
es are 
onne
ted together as onenetwork.The next step of the home network is one in the dire
tion of ubiquitous
omputing environment (see table 3.1). Computers are everywhere, butthey don't look like 
omputers. Instead, they are built into all the thingswithin the house. These devi
es are 
onne
ted to a 
ommon home networkand they 
an 
o-operate and they 
an share knowlege and resour
es. Asan example, a small ubi
omp network transa
tion would be the 
amerawhi
h takes the pi
ture, the GPS whi
h provides lo
ation metadata, the
ross-referen
e me
hanisms whi
h provides more metadata su
h as the user's
alendar information, whi
h Bluetooth devi
es were in vin
inity when thepi
ture was taken, and by using image re
ognition, who or what may be inthe pi
ture, and �nally the storage me
hanisms whi
h put the pi
ture on thefamily server (whi
h takes an o�-site ba
kup of the pi
ture when 
onvenient).The 
amera itself need only be able to take the pi
ture and 
all upon theother servi
es.The ultimate goal of the father of ubiquitous 
omputing Mark Weiser is onewhere where 
omputing power and digital 
ommuni
ations are inexpensive
ommodities that are embedded in everyday devi
es and 
ommuni
atingwith ea
h other over ad-ho
 wireless networks. Minus
ule 
omputing devi
esexist in su
h a hive-like multitude that 
omputation itself exists as a partof the environment [Wei99℄. This means that there will be \a 
omputer ineverything", albeit probably a small and spe
ialized one in most 
ases. Onthe other hand, not all devi
es need to be able, or indeed should have to



12 CHAPTER 3. THE HOME NETWORKhandle any task. When the proverbial Internet Toaster needs to know the
orre
t settings for a frozen Karelian pastry, it 
an 
onsult a data bank thatknows. And if the toaster breaks, it 
an send a noti�
ation about this toother devi
es (and ultimately, its owner) that should be interested. If thissounds like outlandish s
ien
e �
tion to the reader standing at this dawnof the third era of 
omputing, he only needs to be reminded (or informed)that in 1918, Sears Roebu
k 
ompany sold a \home ele
tri
 motor" withatta
hments making it a fan, an egg beater, a sewing ma
hine and a va
uum
leaner [Nor98℄3.It may be an unrealisti
 to envision a fully networked home where \ev-erything is 
onne
ted". Indeed, there may not be any reason to 
onne
teverything in the home, but having the possibility to 
onne
t formerly ana-logue things like sofas and pot plants opens up a whole lot of interestingpossibilities.4A home network will need both wired and wireless te
hnologies, dependingon appli
ation; some appli
ations will be more 
onvenient or 
exible whenbuilt without wires, other appli
ations may be 
heaper, more se
ure or morereliable when built with 
abling. Ultimately, most of the data wires will goaway, but it will take some time before we 
an deliver ele
tri
ity wirelessly(or have good enough batteries).The infrastru
ture to allow for `�rst phase' home networks is starting toappear in new buildings in the form of stru
tured wiring. There are threelevels of stru
tured wiring: power 
ables are drawn in a star topology (ortree layout in advan
ed 
on�gurations) to allow 
entralized 
ontrolling ofele
tri
 applian
es; signal 
abling, usually twisted pair 
abling (e.g. UTP-CAT5e or CAT6), also in a hub or tree topology, for 
omputer networking {both as a delivery medium to network endpoints and to work as ba
kline tothe wireless infrastru
ture { wired telephones, television antenna RF signaltransmission, distribution of pi
ture and sound in analogue or digital format,home automation 
ontrol, se
urity appli
ations and anything whi
h 
an betransferred over the wire on signal strength voltage; and a bus for home
ontrol devi
es like light swit
hes and sensors. As Ethernet only o

upiestwo of the four pairs of a CAT5 
able, the remaining two pairs 
an be usedto transfer Firewire data [MNH+01℄ or even analogue audio as soon as thesignal has been 
onverted to a balan
ed line level audio signal.5 Added3Prior art: David Kline, \The Embedded Internet", Wired 4.10, O
tober 19964A sofa 
ould take part in informing the owner that his wallet is within the sofa, anda pot plant's pot 
ould signal that it's about time to water the plant. . . (the 
aretaker ofthe plant may still enjoy the watering the plant, so there may not be a need to automatethat part)5It is unknown to the author whether twisted pair UTP-CAT5e is a su�
ient mediumfor analogue signal transmission. The published resear
h in this �eld is s
ar
e indeed. The
able should have no problem transporting an audio frequen
y signal { CAT5 is spe
i�edto transport a 100 MHz signal up to 100 metres on the 
able {, but the signal would need



3.1. WHAT IS A HOME NETWORK? 13to this, a home 
ould have 
abling embedded in the walls for video, linelevel audio and speaker level signals, though this is most likely to appearwithin a single room (or between the engine room and 
inema room in moreadvan
ed 
on�gurations). The bus is not stri
tly ne
essary but a signi�
ant
ost saver, as many devi
es 
an be 
onne
ted to the same bus and the
ontrol logi
 doesn't need a separate input for every single 
ontrol node (i.e.an addressable `thing' on the network).Stru
tured wiring was found to be a standard feature on the Finnish HousingFair in 2006. In 
ontrast, most older houses are not equipped with stru
tured
abling and it 
an be a 
onsiderable hassle to retro�t stru
tured 
ablinginto existing housing. In these buildings, signal transmission 
an be donewirelessly or over existing telephone, antenna or ele
tri
 
ables, but 
ontrolover ele
tri
 applian
es su
h as lights must be done by the devi
e, and notin a 
entralized fashion. Of 
ourse when home network te
hnology advan
es,power 
ontrol of applian
es more 
ompli
ated than lightbulbs 
an be handledat the devi
e. The underlying proto
ol just needs a request to swit
h thedevi
e between powered and standby modes.What still is missing from the home network are easily deployable, net-working and interoperating devi
es. Networked media players and WLAN-equipped digital 
ameras have started to appear on the market, but theybuild on an existing 
omputer network infrastru
ture to work. Computersand gaming 
onsoles 
an, with a little expertise, be 
on�gured into mediaplayers and many 2007-generation 
onsoles already have this 
apability builtin or available as an upgrade. DVD players are 
apable of showing digitalpi
tures from memory 
ards, but few major brand network-
apable playersexist.Home automation, 
omputers and A/V equipment are ea
h living on theirown, albeit networked island. While hobbyists and enthusiasts have man-aged to brew their own home networks, home networking te
hnology doesn'tyet exist for the typi
al 
onsumer in the extent implied in this thesis. There-fore it is more appropriate to talk about the networks of the home, as sug-gested in Figure 3.1 on page 10: the 
omputer network, the tele
ommuni-
ations network, the A/V network (la
king an all-
onne
ted home network,the audiovisual devi
es 
onne
ted together), a possible home automationnetwork and so on, and the extensions of the home networks: the vehi
lenetwork (radio, phone, navigation system) and the personal environment(mobile phone, PDA, laptop, and in future visions, authenti
ation tokens).The vision is to inter
onne
t all these networks, devi
es and servi
es andmake them work together.Indeed, the future home network will probably not be a single network op-to be 
onverted into a balan
ed one, and the 100 
 impedan
e of the UTP 
able mat
hedto the rest of the system
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Figure 3.2: A somewhat �
tional home network planerating with the same networking te
hnology. Di�erent appli
ations willbene�t from di�erent underlying te
hnologies designed for the appropriate
hara
teristi
s { i.e. Ethernet for 
omputers, HAVi for A/V equipment andsome bus te
hnology for home automation 
ontrollers { operating througha virtual overlay network with gateway ma
hines between the networks toallow nodes on the di�erent subnets to intera
t using a 
ommon proto
ol[NSA02℄.6 Proto
ols already exist for the or
hestration of di�erent parts thehome network (e.g. UPnP; see x 3.6).The home network need not be 
on�ned to the physi
al borders of the home.The 
ar and the summer 
ottage 
ertainly 
ount as a family's extendedhome and the home network may seamlessly use external servi
es for me-dia storage, a

ess 
ontrol and so forth. Also, an inhabitant may want toa

ess servi
es the home o�ers while away from home, su
h as the medialibrary, a shared shopping list or 
alendar, se
urity and monitoring, videoprogramming or sauna 
ontrol (Figure 3.2).The home 
omputer network is te
hni
ally not very di�erent from the 
orre-sponding one in a business environment but there are many pra
ti
al issuesthat set them apart. The home network is dynami
: ma
hines and usersmay be 
ome and go with little warning. Devi
es may be turned o� or out6Te
hni
ally, this would 
onstitute a home internet
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h. The home network is heterogeneous, meaning there will be a lotof di�erent applian
es on it. There may be a large number of ma
hines peruser 
ompared to a business network. The home network is expe
ted toperform a wide array of \tri
ks", many of business network 
omplexity, yetwork nearly without any training of the users. Most signi�
antly, there maynot be a user with very high te
hni
al know-how on the home network, andneither should there need to be. The home network is an environment ori-ented for 
onsumer use. For the home network to gain a

eptan
e, it mustnot be mu
h more 
ompli
ated to operate than 
urrent stand alone homete
hnology. In fa
t, it should be a lot simpler.Not only the te
hnology, but also the users of the home network are quitedi�erent from those of oÆ
e network.7 Foremost, the users' goals are dif-ferent; they just want \to use" the network and its servi
es [SG02℄. Whileevery business network should have expert personnel on IT managementand support, no su
h assumption 
an be made for the home network. Asan answer to this, some domesti
 devi
es (notably, 
omputers and digitalTV re
eivers) 
ome with auto-updating features. A home network typi
allyhas less than ten internal users. By o�ering servi
es to users outside thehome network, either publi
ly or using de�ned home-to-home 
onne
tion,the home network user 
ount naturally goes up.One 
hara
teristi
 that may have serious impli
ations when it 
omes toautomati
 identi�
ation of users (e.g. with biometri
 identi�
ation) is thatone devi
e may have several simultaneous users, or several users nearby thedevi
e but the identi�
ation system 
annot be sure whi
h user is a
tuallyusing the devi
e. It is unknown whether there a
tually needs to be anidenti�
ation system supporting multiple 
on
urrent users; in pra
tise theuser with most a

ess rights should be able to handle the a

ess 
ontrolpra
ti
alities. Te
hni
ally, a

ess 
ontrol in this s
enario may be solvedwith a model based on Latti
e-Based A

ess Control (LBAC) [Den76℄. Thee�e
tive a

ess rights of the group may, depending on the appli
ation, bethe union of all a

ess rights, or the interse
tion.One ar
hite
tural assumption of the InNoNets resear
h proje
t is that theremight not be a 
entral 
ontrolling server on the home network. The as-sumption is based on the fa
t that users are likely to be more interestedin pur
hasing devi
es \that a
tually do something" rather than investing inthe invisible infrastru
ture. This 
reates a 
hallenge both for devi
e man-agement and a

ess 
ontrol, as there is no authoratory devi
e on the netwhi
h all other devi
es 
an trust. Some building blo
ks for a de
entralizeddevi
e management and a

ess 
ontrol are presented in this thesis (x 3.6, x7There should be an interesting dis
ussion regarding the fa
t that many of the homenetwork users a
tually are oÆ
e network users when at work in an oÆ
e environment.How do their a
tions and expe
tations di�er between these two environments?



16 CHAPTER 3. THE HOME NETWORK5.4, x7.3).While home 
omputer se
urity is a well publi
ized subje
t, not mu
h a
a-demi
 resear
h has been done spe
i�
ally for se
urity on home networks.Some of the se
urity resear
h, methodologies and best pra
tises for business
omputer networks are relevant for home use, but not all of it is very wellsuited for the home network due to the home network's 
hara
teristi
s.
3.2 Terminology soupHome networks and related te
hnology have been des
ribed with many dif-ferent names. A Lo
al Area Network (LAN) is { depending on the 
ontext{ either a network of 
omputers, printers, servers, terminals and networkdevi
es, or the networking te
hnology needed to 
onne
t the 
omputers,printers and devi
es together. The LAN is usually 
onne
ted through a gate-way to a parent network, or a Wide Area Network (WAN), or, dependingon s
ope and installation, through multiple gateways to other LANs, or anintermediate Campus Area Network. A Home Area Network (HAN) is a do-mesti
 LAN, 
ontained within a user's home that 
onne
ts a person's digitaldevi
es, from multiple 
omputers and their peripheral devi
es to telephones,VCRs, televisions, video games, home se
urity systems, \smart" applian
es,fax ma
hines and other digital devi
es that are wired into the network. AHome Network, in the 
ontext of this thesis, is a HAN en
ompassing allnetworkable digital devi
es in a home, in
luding home automation, se
urity,`brown' and `white' goods. A Smart Home is a home with a home network,whi
h 
an rea
t to its inhabitants' needs without expli
it user input.In Pervasive Computing and Ubiquitous 
omputing [Wei99℄, 
omputers existdistributed in su
h large quantity and small size, essentially everywhere, thatthey e�e
tively disappear. The 
omputers \understand" their users and theusers' 
ontext and 
omputing itself happens in the ubiquitous environment,meaning that programs and pro
essing 
an happen in any devi
e 
onvenientthat the user has a

ess to. The rationale here is that instead of monolithi
`kit
hen-sink' devi
es pa
ked with every 
on
eivable feature, there would besmall spe
ialized devi
ed ones 
apable of ad-ho
 networking. The 
on
eptof Ubiquitous 
omputing has also been known as \things that think"8, or`everyware'. [Gre06℄. Indeed, ubiquitous 
omputing 
an be divided intopervasive 
omputing, nomadi
 
omputing and ad-ho
 
omputing [Sta02b℄,but this is already outside the s
ope of this thesis.8http://ttt.media.mit.edu/vision/vision.html
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Figure 3.3: Abraham Maslow's Hierar
hy of needs3.3 Requirements for a home networkThe human needs 
an, in order of poten
y, be des
ribed as physiologi
al,safety, love/belonging, esteem and a
tualization [Mas43℄, as identi�ed byAbraham Maslow (see Figure 3.3).9 Milton Rokea
h further identi�ed 36human values that des
ribe desired modes of 
ondu
t (
apable, 
ourageous,independent, responsible. . . ) and desired end-values (a 
omfortable life, aworld at pea
e, self-respe
t. . . ) [Rok73℄. A home should support these needsand values in providing its inhabitants a safe and se
ure habitat, healthy and
onvenient to live in. Ideally, a home should provide both entertainment andgive its inhabitants a sense of belonging and possibility of self-expression.Users also expe
t home network te
hnology to save them time and money,relieve them from organizational stress, allow them 
exibility, mobility andse
urity, and help elderly or disabled people [RHB03℄. With the te
hni
aladvan
es, a networked home 
an help to provide new and better solutionsto these requirements through sensors, monitoring and automation.On a higher level of abstra
tion, the house should be aware of its inhabitantsand their desires like an ele
troni
 butler, and be able to rea
t in a way thatseems predi
table to the inhabitants. For this, the home network needs tohave sensors, su
h as ultrasound sensors and \smart 
oors" to sense who inthe house is doing what and where [EKO+99℄. It also needs to learn from it'sinhabitants behaviour, using 
alendar information and arti�
ial intelligen
eappli
ations.For the user, it is essential that she 
an trust the home te
hnology and thatit is easy to use. For that, di�erent parts of the home network must beable to work together. Bodies su
h as the Digital Living Network Allian
e9It must be noted that some journalists and bloggers in opressed 
ountries have proventhat in some 
ases, a
tualization 
an be a more powerful driver than the need for safety.



18 CHAPTER 3. THE HOME NETWORK(DLNA) are working on the ar
hite
ture work needed for a seamless inte-grated home network environment [All04℄. The te
hnology, and espe
iallythe se
urity te
hnology { the fo
us of this thesis {, should be as transparentand unobtrusive as possible, and se
ure the resour
es with relevant measures.Devi
es and servi
es should as far as possible be able to 
on�gure themselveswith near zero user intera
tion. Resour
es of lesser se
urity demands 
an beauthenti
ated to transparently and only s
enarios requiring a higher levelof assuran
e or greater se
urity may require users to expli
itly intera
t withthe se
urity subsystem [CAMN+02℄. Se
urity should also rea
t to 
ontext,for example when no inhabitant is in the house, the house enters \a higherlevel of paranoia" [Kar06℄.The home network must be built on the 
on
ept of transparen
y (i.e. thenetwork doesn't unne
essarily hide its doings) and feedba
k. Users mustbe able to easily see \what the house is doing" and re
eive proper feedba
kon the a
tions requested (e.g. \Your 
o�ee is being brewed"), sin
e a user
annot often see the e�e
ts of his a
tion [RHB03℄.After te
hnology, fun
tionality and usability have been a

ommodated for,an important step remains: As produ
ts aimed for the 
onsumer, the homenetwork should be fun to use. Users of produ
tivity tools have a task toa

omplish and do not want to be interrupted, but users of home enter-tainment network want just that: to be entertained. The massive marketfor 
ell phone ringtones should be suÆ
ient indi
ation that users want funte
hnology. Fun is the opposite of frustration, a thing usability tries toeliminate. Designers are now beginning to develop theories of engagementthrough fun-features [S
h04a℄. Charlotte Wiberg has 
reated a set of heuris-ti
s to evaluate the fun-ness of websites [Wib03, Wib05℄. While her funologyheuristi
s are 
learly most appli
able for the transient and exploratory na-ture of websites, it should be possible to produ
e similar heuristi
s for homenetworks. While not published in a s
ienti�
 
ontext, Kathy Sierra pro-poses that the level above usability would be Flow/En
hantment, des
ribedas \Does it keep me fully engaged, where the world drops away?" [Sie07℄.This 
ertainly would be a desirable attribute for home entertainment.Resear
h has shown that ordinary home-dwellers are ready to a

ept perva-sive te
hnology into their homes, as long as it supports their goals and theyfeel they 
an be in 
ontrol of it [RHB03℄.3.4 Homes and their `users'Solutions that are meant to be built and sold for home use must be builtfor the users of the home, i.e. the inhabitants. This sets a new 
hallenge forthe se
urity designers, who traditionally have 
reated solutions for businessuse, whi
h is mu
h more straightforward than the domesti
 setting.



3.5. STAKEHOLDERS 19The simplest form of a \home user 
on�guration" is that of the single in-habitant. All the devi
es are owned and 
ontrolled by this person, andthere is no need for any a

ess 
ontrol from the inside of the net. This isthe most basi
 and simplisti
 home, and the one many se
urity designersassume [Ell02℄. The pi
ture does not 
hange signi�
antly in the 
ase of afamily of two adults, or families with small 
hildren, as long as the adults
an agree on the se
urity poli
y.On the other side of the spe
trum 
omes the family with teenagers. Teenagerswant a degree of independen
e and priva
y and probably also own personalnetworked devi
es. Furthermore, they may invite friends over who want to
onne
t their devi
es to the network.A spe
ial 
ase of inter
onne
ted homes are separated families; the 
hildrenwould need a

ess to their data regardless of whi
h home they are in, whilethe separated parents probably would like to keep their resour
es ina

essiblefrom ea
h other. Another spe
ial 
ase of both inter
onne
ted homes andrights management arises with homes inhabited solely by elders whi
h maynot be able to fully take 
are of themselves. A responsible 
aretaker needsto have 
onsiderable a

ess to the elders' dwelling (to get alerted if there isan a
ute health problem, for instan
e), while still providing 
areful priva
yof the home.To further dis
ourage the notion of the single user home, one only needsto note that a home is generally inhabited by several users with di�erentba
kgrounds and di�erent requirements [RHB03℄.Inhabitants of the home may want to be 
onne
ted with their peer groups {hobby groups, friends, relatives, the 
hildren of separated families { to sharedata and resour
es on their network. This 
alls for inter
onne
ting the homenetworks, for whi
h there is quite a lot of 
urrent resear
h a
tivity ([inh06℄et
). A home's te
hnology should also allow for 
exible rights managementto allow for o

asional visitors su
h as servi
emen or the neighbour whowaters the plants to enter.Our interviews indi
ated that home users would prefer not to be \botheredby 
omputer se
urity." Still, people tend to be 
ons
ious about their real-life se
urity. Further resear
h should be able to point out reasons for thisdis
repan
y { do people la
k the needed parallels between 
omputer se
urityand real life se
urity?3.5 StakeholdersIn the game of home networks, there are many stakeholders with di�erentand even 
on
i
ting goals: the users (home inhabitants and their peers),the media publishers and the servi
e providers (ISPs and 
ontent providers).



20 CHAPTER 3. THE HOME NETWORKThe authorities are s
oped out from this dis
ussion as stakeholders: from thispoint of view, authorities set the rules for the bene�t of the other identi�edstakeholders.The main stakeholder in this thesis is the inhabitant of the home, whosemain goal is to to use the home network and the features it o�ers. Thenetwork and the devi
es on it are not of great importan
e to the user per se,rather the servi
es it provides (this may not be entirely true; some users maytake pleasure in having the home network ma
hinery itself). Maintainingse
urity is a tertiary goal at best. The home network should be so easy touse for the user that it almost be
omes invisible [Wei99℄.No inhabitant is an island, and so all of them have peers, organizable intopeer groups. A peer group may be the extended family, a group of friends,
an be related to di�erent hobbies, and 
an be very temporary in nature asin the 
ase of a group of people organizing a stag/hen night for a 
ommonfriend. Peer groups want to be able to a

ess data, and possibly servi
es,on the home network, in an easy manner. Servi
es should be easily dis
ov-erable. In 
ase of more permanent relations, homes may be inter
onne
tedfor re
urring a

ess to the resour
es. From the inhabitants' point of view,material should be visible in appropriate proportions and se
ure from un-wanted eyes. Inter
onne
ting homes and the related problemati
s are thefo
us of resear
h of the InHoNets proje
t [inh06℄.A di�erent set of stakeholders are the bodies 
reating servi
es for the users,and making money from that a
tivity. Servi
e providers 
an make moneyeither dire
tly through 
harging for the servi
e they provide, or indire
tlythrough for example advertising.Media 
reators, publishers and aggregators { for example �lm 
ompanies,studios and television 
hannels { 
reate and distribute material to play on theentertainment portion of the home network. Media generators are interestedin delivering their media in a safe and eÆ
ient way and to maximize on their
apital. The media is their way of in
ome whi
h is why the distributors wantit prote
ted from free use.Internet servi
e providers (ISPs) provide the user an Internet 
onne
tion(`bandwidth') and, at an in
reasing level, servi
es and 
ontent. The 
ontent
an be o�ered at no extra 
harge (\for free") or at a premium. Typi
alservi
es are email and web spa
e and se
urity servi
es. ISPs want Qualityof Servi
e on their network and the media, be
ause that's what they sell.From the ISPs point of view (and that of the Legislator), an infe
ted orill-behaving ma
hine is \problem waste" on the network.Equipment manufa
turers have a stake in the game too and a reputationto prote
t. If the image of a produ
t su�ers due to the produ
t beingunreliable or un�t for its purposes, 
onsumers are going to turn to another
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ts. A produ
t may be deemed un�t be
ause of a
tual la
kin fun
tionality { se
urity, for example { or it may just be too 
ompli
atedto use. Additionally, users may 
hoose a 
ertain devi
e just on not rationalgrounds, but also emotional ones.
3.6 Ba
kline te
hnology: Universal Plug and PlayUPnPTM is a family of proto
ols for autonomous network setup and man-agement, allowing 
ontrollable devi
es and 
ontrol points on a network to
ommuni
ate and interoperate [UPn03℄. UPnP has features needed for a de-vi
e joining and leaving a network, servi
e dis
overy and servi
e announ
e-ment, and 
ontrol and interoperation of home network devi
es, without theneed of a 
entral 
ontrol server. For example, one 
an have one or more me-dia servers on the network, whi
h will be pi
ked up by the media renderers(players) on the net, whi
h in turn will be pi
ked up by the 
ontrol devi
es,all with minimal input from the user. The proto
ols are extendable andsupport a

ess 
ontrol and distributed and delegated se
urity.UPnP seems a 
ompelling and well de�ned te
hnology for the home networkba
kline and implementations have already been made both for resear
h andprodu
tion [NL94℄. It 
an work over any transport medium, so 
omputernetwork devi
es 
an 
ontinue operating over Ethernet while light swit
hes,dishwashers and 
o�ee brewers 
an operate over Zigbee, CAN, Bluetooth orwhatever network te
hnology is 
onvenient. UPnP builds on HTTP, XMLand SOAP and uses 
ommon proto
ols instead of vendor-spe
i�
 devi
edrivers (yet allows for vendor-spe
i�
 extensions). UPnP devi
es 
an beimplemented on any language and operating system.While the 
ontrol of media players is a part of the UPnP te
hnology, trans-port of media, e.g. from a media server to a media player, is not. However,sin
e UPnP is an expandable { even vendor-expandable { te
hnology, thereis no reason why this 
ouldn't be done as a UPnP extension.UPnP has steps for devi
e dis
overy, des
ription, 
ontrol, event noti�
ationand presentation. UPnP's support for a

ess 
ontrol se
urity is based onA

ess Control Lists (ACLs) and digital signatures [Ell03℄, and managedusing Se
urity Consoles through a spe
i�ed Se
urity Ceremony. The use ofUPnP se
urity measures are optional and not yet widely adopted.



22 CHAPTER 3. THE HOME NETWORKUPnP base operationsWhen a node joins a network, it will �rst seek for a DHCP server for an IPaddress and other network information, su
h as a hostname10. If a DHCPserver isn't found, the node assigns itself an IP address using Auto-IP (inshort: 1. sele
t an arbitrary address within the 169.254.1.0{169.254.254.244range, 2. use ARP to 
he
k that this address is not in use and repeat from1. if ne
essary; 3. send by ARP that the address has been 
hosen; 4. peri-odi
ally 
he
k for address 
ollision and go to 1. if one happens). A devi
ewill then advertise a few of its essential spe
i�
s, e.g. its type, UUID, dura-tion until servi
e expires, and an URL to more detailed information, usinga number of multi
ast messages 
orresponding to ea
h of its embedded de-vi
es and servi
es to a standard address and port (239.255.255.250:1900).Similarly, a 
ontrol point will multi
ast a dis
overy message to whi
h de-vi
es respond with an advertisement message. Control points 
an later senddes
ription queries to devi
es they are interested in. When a devi
e or a
ontrol point leaves the network, it should (if possible) send out revo
ationmessages by multi
ast. Devi
es also periodi
ally re-send the advertisementswith a new expiration time if they are still available. To limit network 
on-gestion, the time-to-live (TTL) of ea
h multi
ast IP pa
ket should defaultto 4 and should be 
on�gurable.The next step in UPnP networking is Des
ription. A 
ontrol point may re-quest more information about a devi
e and the servi
es it provides using theURL the devi
e advertised above. This information is in XML and generallyretrieved over HTTP. A devi
e will 
arry a devi
e des
ription des
ribing itsmanufa
turer information (model name and number, serial number, et
.)and servi
e des
riptions whi
h is based either on a standard UPnP devi
etemplate or a vendor's extension and in
ludes the a
tions the servi
e re-sponds to (i.e. 
ommands), the arguments for ea
h a
tion, a list of variableswhi
h re
e
t the state of the servi
e at run time and URLs for 
ontrol,eventing and presentation. A 
ontrol point 
an now ask a servi
e to invokethose a
tions by sending a 
ontrol message to the 
ontrol URL of the servi
e,and re
eive feedba
k on the results of these requests, or ask the value of aservi
e's state variables.The inverse of 
ontrol in UPnP is eventing : servi
es send information about
hange of state of any eventable variables to 
ontrol points that subs
ribeto event messages (non-eventable variables need to be polled for expli
itly).The event noti�
ation 
an also 
ontain en
rypted information that 
an onlybe opened by authorized Control Points.10DHCP has hundreds of options to des
ribe the basi
 servi
es of a stru
tured networksu
h as the lo
ation of a time server, mail and web servers and the lo
ation of a bootimage for a node whi
h gets its system over the network, su
h as diskless terminals andthe Hauppauge MVP media player.
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 devi
e Does not provide any servi
es. Useful for 
omplian
etesting and extending by vendormedia renderer Audio, video and/or pi
ture "player"media server Server for audio, video and pi
ture 
ontentlighting 
ontrols DCPs to des
ribe binary light and dimmable light de-vi
es, and dimming and swit
h power servi
es to manip-ulate themHVAC Fans, temperature sensors and thermostats, needed for
limate 
ontroldigital se
urity 
amera Control a se
urity 
amera with motion dete
tionInternet gateway Contains DCPs for gateways, (TCP/IP) LAN devi
es,di�erent kinds of WAN devi
es, and 
on�guration of allof themWLAN a

ess point DCP to a

ess and 
ontrol network and se
urity aspe
tsof a WLAN a

ess pointprinters Allows printing and print job 
ontrol in "basi
" and "en-han
ed" 
avourss
anner DCP to 
ontrol a s
anner with a do
ument feeder anda 
ontrol panelremote UI Des
ribes the server and 
lient devi
es and servi
es to
reate and display a user interfa
e whi
h optional sup-port for intera
tion and devi
e se
uritydevi
e se
urity Se
urity servi
es for UPnP, in
luding the se
urity 
on-solequality of servi
e Des
ribes QoS servi
es that a devi
e may have or 
ontrolTable 3.2: Standardized UPnP Devi
e Control Proto
ols (DCPs)Finally, UPnP servi
es 
an provide a HTML presentation whi
h 
an in
ludestate information and means for the user to 
ontrol the devi
e.A set of standardized UPnP devi
e 
lasses have been presented by the UPnPforum as standardized Devi
e Control Proto
ol (DCP) des
riptions. Themost relevant ones to this work are listed in table 3.2UPnP se
urityUPnP se
urity uses a 
ombination of Devi
e and Control Point 
alled theSe
urity Console. Its purpose is to take over se
urity ownership of theDevi
es and then to authorize Control Points or other Se
urity Consolesa

ess to Devi
es the Se
urity Console administers [Ell02℄. The se
urityor
hestration relies on publi
 keys. A new devi
e would report the SHA-1hash of its publi
 key to the Se
urity Console at whi
h the user 
an verifythe reported Se
urity ID key is what it should (e.g. by 
omparing it with aprinted 
ard shipped with the devi
e). The user is then prompted to give



24 CHAPTER 3. THE HOME NETWORKa meaningful name to the devi
e, whi
h the devi
e from then on will bereferred as. This 
eremony should be quite adaptable to the ones des
ribedin x 5.4, whi
h would take out the need to manually 
ompare SHA-1 hashes,a typi
ally error-prone task for humans. Any arbitrary degree of se
urityauthorization, in
luding the delegation of a devi
es a

ess 
ontrol list (ACL)
an also be delegated and shared among other se
urity 
onsoles, whi
h is auseful feature on a distributed network. Delegation of ACLs is a measureboth against power 
y
ling of devi
es and a bene�t for devi
es with su
h asmall memory footprint that it is more eÆ
ient to have its ACL elsewhere.UPnP has been 
riti
ized for its 
aws in se
urity. These 
aws have mostlybeen related to the implementation of UPnP and are not inherent to theproto
ol itself. UPnP has also been 
riti
ized be
ause the proto
ol does nothave provisioning against denial of servi
e (DoS) atta
ks, but DoS atta
ks
ould just as well be thwarted by the UPnP implementation or a separatesubsystem su
h as a �rewall. Se
urity-
riti
al appli
ations su
h as �rewallsmust take extra provisioning against mali
ious use if they are to be 
on�g-urable by UPnP. 11Alternatives to UPnPUPnP 
an be overly heavyweight for `peanut devi
es' due to the 
onne
tivityrequirements (typi
ally Ethernet ), the amount of pro
essing needed andamount of data asso
iated with the messaging (as introdu
ed by the XMLoverhead).12 Sin
e UPnP allows a root devi
e to have any number of servi
esand any number embedded of physi
al or virtual devi
es (ea
h with anarbitrary number of servi
es), a whole 
olle
tion of small applian
es (e.g.all lights in a room) 
an be 
onne
ted as devi
es to the UPnP root devi
e[KLKY02℄.Near relatives to UPnP are Zero
onf, a set of te
hnologies for devi
e networkauto
on�guration and servi
e dis
overy13 (
alled Bonjour on the Ma
intoshOSX), the Jini and OSGi te
hnologies, rooted in Java, and Mi
rosoft Rally,whi
h is like UPnP with added features for Quality of Servi
e (QoS, forstreaming media) and easier 
on�guration of wireless devi
es.14 Other re-lated te
hnologies, su
h as Bluetooth, Salutation, Servi
e lo
ation proto
ol(SLP), Se
ure servi
e dis
overy servi
e (SSDS), Centaurus and the unnamedproto
ol by Burnside et al are omitted from this text, but are disseminated11Yaron Goland, one of the designers of the ill-fated Mi
rosoft UPnP sta
k, 
ommentsthe se
urity 
aws in a blog entry from 2002 at http://www.goland.org/upnp se
urity 
aws12But fa
toring in Moore's Law, vastly more 
omplex Peanut devi
es await us13Unlike UPnP, Zero
onf 
an seek the answer to questions like \who on this network
an print?"14http://www.zero
onf.org/, http://sun.
om/jini/, http://www.osgi.org/ and http://www.mi
rosoft.
om/rally respe
tively.
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Chapter 4Usable se
urityIn the days when 
omputers were operated by trained experts in white lab
oats, there was little 
on
ern for either se
urity or usability in 
omputing.Unfortunately the per
eption prevailed when 
omputers started to be
omemore 
ommonpla
e; many of today's problems with network se
urity stemfrom a time when the Internet was 
onsidered a friendly pla
e of resear
hersand a
ademi
s and there was little need for network se
urity. Se
urity wasglued on to produ
ts more as pat
hes to existing pro
esses. Usability and\user friendliness" was a thing measured at the end of the produ
t develop-ment stage in usability labs, if at all.Currently it is known that both se
urity and usability are things that 
an{ and should { be an integral part of produ
t development from the verystart. Rules, guidelines, methods and best pra
tises exist for the �elds ofusability and se
urity so that they 
an be thought of proa
tively, but stillusability and se
urity are often seen as di�erent 
amps, and that usabilityand se
urity as properties are mutually ex
lusive. The 
urrent 
hallenge isto 
ouple the old antagonists usability and se
urity together into what is
oined Usable se
urity.Ka-Ping Yee argues that this setting has histori
al grounds; if adding se
u-rity to a produ
t at a late stage, usability su�ers and if adding usability to aprodu
t at a late stage, se
urity su�ers [Yee04℄. Yee goes on to demonstratethat if thought of from the start, usability and se
urity 
an work togetherto 
reate se
ure and usable produ
ts.
27
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Figure 4.1: The fa
ets of a

eptability4.1 Usability and User 
entred design\Don't make me think."{ Steve KrugA 
entral quality indi
ator of any thing or pro
ess is its usefulness. Useful-ness is de�ned as whether the thing 
an be used to a
hieve some desiredgoal, and is the produ
t of its utility and usability [Gru92℄. Utility is whatthe thing 
an do, with respe
t to what it needs to do. Usability is a wayto ensure, or at least enable, safe and eÆ
ient use of the thing for its in-tended purpose. This 
an happen when the produ
t is designed with theusers' psy
hology and physiology in mind. The International Organizationfor Standardization de�nes usability as \the extent to whi
h a produ
t 
anbe used by spe
i�ed users to a
hieve spe
i�ed goals with e�e
tiveness, ef-�
ien
y and satisfa
tion in a spe
i�ed 
ontext of use." [ISO98℄, or in lessgrandiose terms, something that eÆ
iently gets the job done.1Usability is often used as a synonym for Human-Computer Intera
tion (HCI),but usability 
an be related to anything that 
an be used, not just 
omput-ers. Usability 
an be used in non-tangible sense, as in \the usability ofdo
umentation".In addition to being safe and eÆ
ient to use, a usable produ
t also needsto be reasonably easy to learn. It should be easy to remember how onewould use it even if it was some time between uses. The produ
t should bedesigned so that users make few errors using it, and when they do, thereshould be an easy way to re
over from the error. Finally, the system should1A 
lose relative to the term usefulness is user experien
e { `UE' or now more 
ommonly`UX' { relating to all aspe
ts of the user's intera
tions with the produ
t; how it is per
eived,learned, used, and the needs the produ
t fulfulls [Nor98℄.
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Figure 4.2: Floor plan of typi
al (but hypotheti
al) usability labbe pleasant to use. These 
hara
teristi
s { along with safe and eÆ
ient use{ were dubbed the usability heuristi
s by Jakob Nielsen [Nie93℄ and areillustrated, with their parent attributes, in Figure 4.1 (pi
ture adapted from[Nie93℄).In the early days of usability, the tools for 
reating a usable produ
t wereguidelines to a
hieve the above usability heuristi
s, and testing. The testingwas done as a quality assuran
e towards the end of the produ
t development
y
le and preferably performed in a usability testing lab. A usability testlab would 
onsist of a user spa
e and a resear
her spa
e, separated by a one-way mirror (Figure ??, origin unknown). The user spa
e is 
reated to feel ashomely and un-lablike as possible for the user. The user and an interviewersit on one side of the mirror while usability experts o

upy the other half ofthe lab. The user is then given typi
al tasks to perform with the produ
ttested while the experts re
ord and observe the testing from their side. It isimportant to tell the user that the usability people are not testing her, butthe produ
t she is testing. The results are later disseminated to see wherethe user had problems 
ompleting the given tasks.It soon be
ame obvious that errors in the design were easier to �x earlieron in the design 
y
le. Thus, usability testing began using interfa
e mo
k-ups and paper prototypes, 
rude representations of the appli
ation tested.Even a web site's navigation system 
ould be simulated using a sta
k ofpapers with page numbers for hyperlinks. Other developments in usabilitytesting in
luded the Cognitive walkthrough and the Heuristi
 evaluation.



30 CHAPTER 4. USABLE SECURITYWith these, the usability expert would ask himself \As a user, what wouldi do now?", and \How does this 
omply with the usability heuristi
s?",respe
tively.While the methods just des
ribed are in no way outdated, they are now buta part of the 
urrent usability trend, User Centred Design (UCD). The keyprin
iples for UCD is to fo
us on users and their tasks early in the designpro
ess by a
tually involving the users in the design pro
ess, to use empiri
aldata { a
tual test results with a
tual users { to evaluate the produ
t, andto design iteratively using a design, test and measure, redesign and repeatas ne
essary 
y
le [GL85℄. A

ording to UCD, the produ
t should be builtfor the user, thus ful�lling the user's needs. The input for what should bebuilt needs to 
ome from the user, whi
h is a giant leap from the earlierper
eption that the fun
tionality of the produ
t should be spe
i�ed by thedeveloper2. How the thing should be built would still be the task of thedevelopers and usability people.There are a few notable UCD methods, and the one we shall fo
us on in thisthesis is Contextual Design.4.2 Contextual Design\See �rst, think later, then test. But always see �rst.Otherwise you will only see what you were expe
ting.Most s
ientists forget that."{ Wonko The Sane [Ada84℄Contextual Design (CD) [BH97℄ is an approa
h to designing produ
ts andpro
esses that the 
ustomer needs, based on the 
ustomers' needs. Thepro
ess is primarily intended to 
reate new solutions for existing problems,whi
h is in slight 
ontrast with the goals of this thesis: to 
reate new so-lutions to a new problem. The 
reators of Contextual Design however dostate that CD also 
an be used for a s
enario like ours; people are probablydoing similar things in other settings or using di�erent te
hnology to a
hievesimilar goals. It is up to the designers to understand what to apply to thenew s
enario.The basis for Contextual Design is in understanding the user and her needs,as should be the basis for any kind of design. While understanding the usersounds like a painfully obvious starting point for any development, spe
i�
a-tions for what is to be built in reality often originate from the management,2Or, as often has been the 
ase, the marketing



4.2. CONTEXTUAL DESIGN 31the marketing department, fo
us groups, market resear
h, key users, or sim-ply as an edu
ated hun
h from the developers themselves. The informationon what the users need is most readily available from the users themself.The 
hallenge, for whi
h the CD pro
ess provides a tool, is to �sh out thisinformation and transform it into produ
t requirements.The CD pro
ess 
onsists of the following steps: Contextual Inquiry, WorkModelling, Consolidation, Work redesign, User environment design, testingwith the 
ustomer (i.e. Prototyping) and Implementation design.Contextual Inquiry The Contextual Design pro
ess starts with the Con-textual Inquiry (also: Contextual Enquiry). This is a set of well-plannedmaster-apprenti
e type interviews with the a
tual end user of the produ
t,at the site of the end user. Basi
ally the idea is to wat
h the user do hiswork and to ask questions like \why are you doing this?" or say \show me!"to dig out the silent, impli
it information about the user's work. The goalof the Contextual Inquiry is to get into the head of the user, to see thework in its environment through the eyes of the user and to 
reate a sharedinterpretation of the work between the user and the interviewer. For theuser, the work has be
ome so habitual that they don't even think about thesteps involved and have a diÆ
ulty arti
ulating both what they did, howthey did it, and why when not a
tually doing it (i.e. in the very 
ontext ofwork). Using 
ontextual inquiry te
hniques, this information 
an be madeexpli
it.Interpretation and modelling The information generated by the inter-viewers is disseminated at an Interpretation session with a 
ross-fun
tionalteam, in
luding both developers and business people. Having people withviews from all sides present at the interpretation session serves two distin
tpurposes. The end user's work is examined from all relevant perspe
tives sothat all members gain insight of the situation from all sides, and the wholedesign team gain a shared understanding on what should be built, and why.The developers 
an now fo
us on solving expli
itly the issues the 
ustomerneeds to have solved and not rely on their own guessing.The interpretation is aided through the use of di�erent work models, whi
hillustrate the whole work pro
ess but from di�erent angles. This is an im-portant 
ommuni
ations tool to des
ribe the user's way of working, andespe
ially so when the work is 
omplex and unfamiliar to team membersConsolidation The modelled interview data from all the interviewed 
us-tomers are brought together so that the design team 
an see 
ommon pat-terns, as well as individual variations. This 
onsolidated information is usedto 
reate a solution that will 
ater all the users' needs, and that will work
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eiving organization, or at a higher level, to 
reatea solution for a whole 
ustomer population { the whole market of multiple
ustomers. The work is done using an AÆnity diagram or AÆnity wall,essentially a set of Sti
k-itTM notes in di�erent 
olours organized by themewith series of 
onne
ting lines. A large aÆnity diagram 
an o

upy a wholeroom, and provides an ex
ellent area for the further steps of Contextualdesign, sin
e the designers are e�e
tively surrounded by the user data.Work redesign When the users' work models have been 
harted, thedesign team 
an dis
uss new ways to solve the existing problems. Theteam should now have a solid foundation of the users' work and are ableto innovate improved ways how the work 
ould be done. The team fo
useson how to improve the work pra
tise using storyboards, the CD equivalentof user requirements, use 
ases or user stories. These text and graphi
illustrations, not quite unlike those used in 
inematography, illustrate whata given part of appli
ation is going to solve and how on a fun
tional level.User environment design This step is the �rst one whi
h a
tually dealswith the system the designers are going to build. Designers 
reate a Userenvironment design, a `
oor plan', so that the new system will have theappropriate fun
tion and stru
ture to support a natural 
ow of work. The
oor plan shows the parts of the system, what features and fun
tionalityexist in ea
h part, how they support the user's work, and how they relateto ea
h other for the user's point of view. It is a tool to help dividing thesystem design work among developers while maintaining a 
oherent systemfor the user.Prototyping The 
oor plan 
reated in the previous step serves as a toolnot only for the system designers but also the user interfa
e (UI) designers.UI designers 
reate user interfa
e mo
k-ups, paper prototypes, whi
h areiteratively tested and re-designed together with the 
ustomer before any ofthe user interfa
e is 
ommitted into 
ode, and where even radi
al 
hangesto the user interfa
e are 
omparatively inexpensive to make.Implementation The designed solutions 
an now be prioritized for anin
remental roll-out and translated into 
ode.There is also a more agile variant of Contextual Design 
alled Rapid Con-textual Design [HWW05℄, whi
h is designed to be easier to adapt to a 
us-tomer's { or developer's { existing design pro
ess and to allow 
ertain designsteps to be left out.
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h for this thesis, we use inquiry and analysis (interpreta-tion, and 
onsolidation) steps from 
ontextual design. The design phaseis tou
hed, but mostly left to a possible Li
entiate thesis. The out
ome ofthe inquiry forms the basis on use 
ases on whi
h the InHoNets proje
t 
anwork.4.3 Se
urity basi
s\Sta� se
urity is not a luxury. It is not an option.It is a ne
essity and an essential part of the 
ost ofdoing business."{ UN Se
retary-General Ko� AnnanSe
urity is the basi
 servi
e that enables the user to do what she wants to dowithout being disturbed or disrupted by \an uninvited guest". A good startfor se
urity management is to do
ument a se
urity poli
y. This is a highlevel statement of what is allowed on the network and what is not, what thea

eptable risk is and how se
urity is to be upheld. In a home 
ontext, this
ould in
lude that only authorized pro
esses, devi
es and users are allowedto a

ess servi
es on the lo
al network, the perimeter se
urity system shallbe armed when no inhabitant is around, and no sur�ng for the kids afterbedtime. A start like this should be 
omfortable even for an inhabitant oflesser te
hnologi
al expertise, espe
ially if the home network produ
ts dohelp the owner with sensible defaults. Se
urity de
isions of a more te
hni
aland pre
ise kind 
an then be made based on the se
urity poli
y.The �eld of se
urity is usually divided into 
on�dentiality, integrity andavailability (`CIA'), des
ribed thus by The Computer Emergen
y ResponseTeam (CERT): [CER01℄3Con�dentiality: information should be available only to those who right-fully have a

ess to it,Integrity: information should be modi�ed only by those who are authorizedto do so,Availability: information should be a

essible to those who need it whenthey need it.The above de�nitions 
an well be generalized to 
over all resour
es of the3Oddly enough, the CIA list translates rather well to the 
ontrol of who 
an read, writeand exe
ute �les. Again, while the author hasn't seen this parallel in writing anywherebefore, he a
knowledges he may be re-inventing the wheel.



34 CHAPTER 4. USABLE SECURITYhome network, not just information. For instan
e, the Internet 
onne
tionshould be available to those authorized, when so needed.Con�dentiality means that information remains undis
losed to unauthorizedparties. Con�dentiality is (formally) a property of the data, and its purposeis to state who are allowed to dis
over the 
ontents of that data. It is upheldby se
urity me
hanisms su
h as devi
es on the net providing a

ess 
ontrol{ so that an unauthorized party 
annot get to the data { or by en
ryption {so that the atta
ker 
annot understand the message { or both.Integrity is also a property of the data. Integrity means that the informationin a message is 
orre
t, that it has not been modi�ed by an unauthorizedparty (and that it was 
orre
t to begin with), or more pra
ti
ally, that the
ontents of the message 
annot be altered without the authorized prin
ipalsnoti
ing. This property would be important for example for a 
lo
k servi
eon the network or some data �les that be
ome unusable if their integritywas 
ompromised (i.e. were \
orrupted"). A popular way of upholding in-tegrity is adding 
he
k values to the data su
h as 
y
li
al redundan
y 
he
ks(CRCs) or hashes. These values 
an be publi
ly readable (and thus, alter-able), or modi�ed to be se
ret to all but the authorized prin
ipals. Two
ommon \se
ret" 
he
k value me
hanisms are the message authenti
ation
ode (MAC), whi
h 
on
eptually is the hash of the message and a sharedse
ret, and digital signatures whi
h basi
ally is MAC 
odes realized withpubli
 key 
ryptography. Table 4.1 
ompares the di�erent integrity prote
t-ing me
hanisms presented above.Who 
an generate it? Who 
an verify it?Hash Everyone EveryoneMAC Holders of se
ret Holders of se
retSignature Holder of se
ret EveryoneTable 4.1: Comparison of integrity prote
ting me
hanisms (from [Sta02a℄)On home networks, the CIA list needs to be inspe
ted in a slightly di�erentlight than originally intended for information se
urity. Within a home net-work 
ontext, and espe
ially from the user's point of view, a 
entral propertyfor personal per
eived se
urity is priva
y. From the user's perspe
tive, one
ould say that priva
y is the out
ome of 
on�dentiality and integrity.Still for the home user, availability is the most important property of theCIA trio; if a devi
e or a �le on the home network is not available, it is ofno use for the user [SA99℄. A devi
e 
an be kno
ked out or hindered witha denial of servi
e atta
k (DoS) or in the 
ase of a small, battery powerednode, a sleep deprivation atta
k (essentially, a slow DoS atta
k) whi
h woulddrain the node of all its power. A �le 
an be deleted, moved or renamed bymistake or by a mali
ious entity, rendering it unavailable.



4.4. ACCESS CONTROL 35A

ess 
ontrol is a way to ensure both priva
y, integrity and availability.There is no perfe
tly se
ure system.4 Any real life system has vulnerabilities,i.e. weaknesses in the system, be they te
hni
al or indu
ed by users. Thereare te
hni
al vulnerabilities su
h as bu�er over
ows, proto
ol timing atta
ks,message replays and so on, and so
ial vulnerabilities su
h as users forgettingto ba
kup �les or lo
king their 
omputers, or users revealing their passwordsthrough so
ial engineering tri
ks [FSH03℄.Vulnerabilities a�ord threats, \things that 
an go wrong". A threat be
omesa se
urity brea
h through a failure, whi
h happens through the 
ombinationof a latent failure (weakness in the system) and an a
tive failure (slips, lapses,mistakes and violations). A risk is the expe
ted likelihood of the threatmultiplied by the damage or loss it brings if it would realize. Se
uritymanagement is �nding and maintaining a 
ost e�e
tive balan
e betweenwhat should be prote
ted and to what a degree. It is not worth puttingmore e�ort into 
ountermeasures than what the loss would 
ost, measuredin time, money, reputation or other damage, if it o

urred.Computer se
urity is just a part of information se
urity. There is only somu
h you 
an do to solve se
urity using te
hni
al means. Se
urity beginswith the people, who need to be suÆ
iently informed about se
urity issues.For example. one way of 
ausing damage to another's network is to applyso
ial engineering tri
ks [MS02℄. If the home network se
urity is based onan understandable poli
y, it will be a mu
h more 
omprehendable task forthe inhabitants to keep their home se
ure.4.4 A

ess 
ontrolA

ess 
ontrol is the a
tivity of permitting allowed users, devi
es and pro-
esses 
ertain a

ess operations to given resour
es and pro
esses on the net-work while keeping the unwanted ones away. On a 
omputer system, typi
ala

ess operations are read, write, exe
ute, delete, 
hange permissions. Ona print system, relevant a

ess operations would be print and manipulatethe print queue. On a home network, di�erent devi
es would have a

essoperations relevant to the devi
e itself; read the temperature, re
ord a TVshow, unlo
k a door, 
hange the lighting or HVAC settings.A

ess 
ontrol is divided into identi�
ation, authenti
ation, authorizationand audit (also a

ounting, a

ountability or tra
eability). Users, devi
esand pro
esses 
apable of doing something on the net are 
alled as a
tors4It has been argued that a dis
onne
ted 
omputer en
ased in 
on
rete and thrown inthe Mariana Tren
h is a perfe
tly se
ure system. It has also been argued that from a userperspe
tive, this isn't mu
h of a system, let alone a very usable one.
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ts or { espe
ially in se
urity texts { prin
ipals.5 The terminologyvaries between authors an dis
ipline; in this text, the term `a
tor' will beused. A resour
e is something on the net that 
an be a
ted upon. A devi
eor applian
e is the physi
al manifestation of a resour
e, while a servi
e issomething intangible a resour
e o�ers or 
an be requested to do.Identi�
ation is the pro
ess of establishing who the a
tor is to another re-sour
e on the network (user: \I am Bob"). Authenti
ation is verifying thisidentity (ma
hine: \Prove it"). The identi�
ation and authenti
ation mayalso be 
oupled with a request to do something on a devi
e on the network.The system would then de
ide whether to authorize the a
tor to perform therequested a
tion (ma
hine: \ `lo Bob. I'll grant you these rights"). Whileauthorization usually is arbitrated on a
tor 
redentials, an a

ess de
ision
an be made on any input; a punter may be granted free rides for the dayat an amusement park sin
e she's the seven millionth visitor, for example.Finally, audit is the me
hanism to log, or show, whi
h a
tor has done whatoperation on what resour
e. Of these, audit is probably the most alienfeature to the home user.On the home network, a resour
e 
an also be an a
tor just as an a
tor 
an bea resour
e. On a business 
omputer network, a

ess 
ontrol is often handledin a 
entralized fashion with a set of 
omputers and software dedi
ated toa

ess 
ontrol. One popular a

ess 
ontrol proto
ol is Kerberos [NYHR05℄,whi
h also the Windows A
tive Dire
tory and Ma
 OSX a

ess 
ontrol sub-systems are based on. A home network on the other hand may not have a
entral authenti
ation server on site. Possible solutions would then be eitherto ignore a

ess 
ontrol altogether, let resour
es handle the a

ess 
ontrolthemselves, employ a trust model, use an external authenti
ation server asa servi
e, or a mix of these.User authenti
ation on 
omputer networks are usually done using one ormore of the following means: knowledge-based, token-based and systemsbased on biometri
s. Knowledge based authenti
ation means that the useris able to re
all something (i.e. a password) or re
ognize something (i.e. api
ture). Knowledge-based and token-based authenti
ation is often used intandem, as in automati
 teller ma
hine (ATM) authenti
ation. The predom-inant way of user authenti
ation is knowledge-based: entering a passwordor a PIN.The two fundamental types of a

ess 
ontrol are Mandatory A

ess Control(MAC) and Dis
retionary a

ess 
ontrol (DAC). MAC is an appropriatemodel for multilevel se
ure military appli
ations, while DAC is used in the�le systems of popular operating systems su
h as Linux. In Mandatorya

ess 
ontrol, ordinary users have no way to in
uen
e on the a

ess settings5Anderson uses subje
t to denote a physi
al person and prin
ipal to denote an entity{ a person, a role, a pie
e of equipment { that parti
ipates in a se
urity system [And01℄.



4.4. ACCESS CONTROL 37for any data they 
reate; the a

ess rights are handled 
entrally and are thus,from the user's perspe
tive non-bypassable, always-invoked and tamper-proof.Contrarily, with Dis
retionary a

ess 
ontrol, the owner of a resour
e de
ideson its a

ess settings. In the 
ase of 
omputers, operating system �les areusually owned by `root' or `the system' and given minimal rights, if any,to other users. DAC rights are usually expressed through A

ess ControlLists (ACL), per-resour
e lists of a
tors and groups and their respe
tivea

ess rights to that resour
e. Due to their distributed nature, ACLs do notin
lude a me
hanism to 
ategorize and group information obje
ts [ZS96℄throughout the home network, and in a large environment, the handling ofmasses of ACLs 
an be 
umbersome.A further a

ess 
ontrol type is Capabilities, where ea
h program that willa

ess any other resour
e is given the rights to do so by a set of `
apabilities'.This is upside-down from most other models where the a

ess rights is aproperty of the data or resour
e being a

essed. A real-world example of
apabilities would be that anybody with a set of 
ar keys would have the
apability to use the 
ar they �t.An important 
on
ept on systems se
urity is the Prin
iple of least privilege.It states that no user, no program, no system, even no 
omponent (in short,no a
tor) should be granted more privileges than it needs for operation.Properly deployed and implemented, the prin
iple of least privilege would dogood for the se
urity on the home network, when for example a 
ompromisedlow-se
urity temperature sensor in the sauna 
annot be made to turn thesauna stove on or o�. A 
orollary for the user is that the prin
iple of leastprivilege 
an be trusted: a system 
annot apply the prin
iple at one pla
eand not do so at another, and a system 
annot a
t like it's abiding the rulewhen in fa
t it isn't.A newer approa
h to expressing rights is Role-Based A

ess Control (RBAC)[FK92℄. Users are allowed a

ess to resour
es based on their roles withintheir organization, or seen the other way, a role spe
i�es a set of transa
tionsthat a set of users 
an perform. A user may have multiple roles but depend-ing on her work 
ontext, and she may need to sele
t a 
ertain role (or set ofroles) for a spe
i�
 
ontext. The roles are managed 
entrally, so RBAC is infa
t a form of Mandatory a

ess 
ontrol. Roles 
an inherit permissions fromother roles (as de�ned in the RBAC1 model [SCFY96℄6), so within a homenetwork 
ontext, users of the `parents' and `
hildren' roles 
an also have the6The same text also de�nes the `advan
ed RBAC models' RBAC2 whi
h adds the
ontstraints that one role may be in
ompatible with another { e.g. disallowing the sameindividual to be both the judge and the jury, 
.f. the Chinese Wall se
urity poli
y [BN89℄{ and RBAC3 whi
h is the 
onsolidated model of RBAC1 and RBAC2. While it's debate-able whether the advan
ed RBAC models a
tually are useful on the home network, theymight be relevant in for obje
t and environment roles de�ned in Generalized role-baseda

ess 
ontrol (x 5.5).



38 CHAPTER 4. USABLE SECURITYrole `inhabitants'. Inhabitants would have a

ess to enter the house at anytime but only parents would have a

ess to the bar 
abinet, for instan
e.The a

ess of roles should be built on the prin
iple of least a

ess, whi
hsupports the integrity of the resour
es.Ultimately, a

ess 
ontrol is an issue between the devi
es on the network; anode 
ommuni
ating on the network may do so representing its user as wellas doing automated ba
kground work. The authenti
ity of network 
ommu-ni
ation, both in terms of its origin, its integrity and whether the requestshould be authorized, is a problem that needs to be ta
kled, though thishardly is a user 
entred se
urity issue. The origin and integrity of a message
an be veri�ed either by dire
t point-to-point wiring or by using 
rypto-graphi
 
he
k values, i.e. publi
 key digital signatures or message authenti
a-tion 
odes (MAC), used as a se
ret in symmetri
 en
ryption. Cryptographi
measures, espe
ially publi
 key methods, may admittedly be an overly 
om-plex task for small nodes like light swit
hes. Su
h devi
es 
ould instead useIFF (\identify friend or foe") type two-way authenti
ation, where the de-vi
e only answers if provided by a 
orre
t se
ret, hash-based a

ess 
ontrolwhi
h allows a master node to lo
k and unlo
k the node or lightweight en-
ryption s
hemes su
h as NTRU or TEA [WSRE03℄. Of 
ourse, in a wirelessenvironment, unen
rypted se
rets 
ould easily be eavesdropped.Commands must be authorized before they 
an be exe
uted, to safeguardfor example from a rogue in
oming message to the alarm system to turnitself o� [Ell02℄. Furthermore, the integrity of messages must be ensuredand messages need to be prote
ted from replay atta
ks. This 
an be doneusing digital signatures or message authenti
ation 
odes in 
onjun
tion withmessage timestamping or sequen
e numbering, so it is more a problem ofimplementation than a te
hni
al one. Solutions like this still needs to take
are of key distribution and be possible to build on `peanut devi
es', expe
tedto be 
ommon on a future home network.4.4.1 MotivationWhy employ a

ess 
ontrol at all? The most immediate motivation wouldbe to keep 
on�dential information on the network private, but this is justthe start of it all. A

ess 
ontrol should be applied to both internal threatsas external ones, for a variety of reasons. One \threat" is that of the usersthemselves { even the most te
hni
ally apt user sometimes makes mistakes[SG02℄.In a networked home environment, there are large masses of data and me-dia to prote
t, both in terms of priva
y, integrity and availability.7 There7By data we mean the information the network needs to operate and by media theinformation that 
an be interpreted as musi
, photographs or video. In the words of
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es, and pro
esses that are, or are not, re
ognized and 
on-sequently should to an appli
able degree be \trusted", ie. authorized, todo or not to do 
ertain things. While pro
esses on the home network aredigital and 
an be made identifyable, not all things in the home are (thinkrestri
ted areas su
h as the medi
ine 
abinet), and nor are the users.Users' data and media may indeed need to be kept safe, and in di�erentways to di�erent audien
es. Information about the whereabouts of the in-habitants of the dwelling should be kept away from unauthorized eyes. Thefamily's family photographs should be available for the family members andrelatives; subsets of the photographi
 material may be available for friendsor be 
ompletely publi
. Friends and relatives may be allowed to add meta-data (
omments, tags) to the pi
tures while other may be allowed only tosee the pi
tures, and so on. Some devi
es on the home network may also beshared to a wider audien
e. Intelle
tual property rights (IPR) issues aside,a family member might want to allow others to listen to the musi
 she lis-tens to, but not allow others to 
hange the musi
. Both from inside andoutside the home, publi
 data should be kept from a

idental or deliberatemodi�
ation.All this raises a relevant question: How mu
h se
urity do we need? Willthings that are 
onsidered \se
ure" (whatever that means) in the 
urrentnon-networked world be inse
ure on
e we move into pervasive 
omputing?[Sta02b℄ Stajano presents the 
yni
ally realisti
 `Big Sti
k prin
iple' to helpre
e
tion on the topi
: Whoever has physi
al a

ess to the devi
e is allowedto take it over [Sta02a℄. The Big Sti
k prin
iple is already appli
able tomany real-life devi
es su
h as the remote 
ontrol at home or the refrigeratorin the 
o�ee room at the lab. Or seen from another perspe
tive, if somebodyhas physi
al a

ess to your laptop, she will be able to to get into it8. Stajanosuggests that in many real-life appli
ations, the most appropriate prote
tionseems to be so
ial and territorial; even though a person, say a guest, maygo and empty the fridge, bar 
abinet or CD 
olle
tion, so
ial 
onventiondi
tates that this is not appropriate behaviour and a guest doing so will notbe invited to the home again. Clearly, the a

ess 
ontrol at homes neednot primarily be targeted at people we trust (but we might want want toapply logging to our system anyway, just as a measure of perfe
tly ordinaryparanoia).To understand why we need se
urity, we need to understand what threatsthere are on the home network. Devi
es on the home network 
an be misusedfor a variety of reasons [SV04℄. They 
an be used to penetrate the priva
yRobert X. Cringely, \Data is generated, media is distributed"8Stajano notes that there may be ex
eptions to this example; the 
omputer may havea password set in BIOS whi
h is required for booting the ma
hine, or the laptop's harddisk may be en
rypted so that it isn't readable even if moved to another 
omputer foranalysis



40 CHAPTER 4. USABLE SECURITYof homes (generally not a very appealing reason unless the home belongsto a 
elebrity or the 
rush of an adoles
ent { still even people who aren't
elebrities or obje
ts of unarti
ulated a�e
tion should be allowed enjoy theirrightful priva
y). Devi
es 
an be broken in to for gaining more permissionsthrough one devi
e and then propagating the damage with elevated privi-leges throughout the network. Compromised home network devi
es 
an beused as atta
k vehi
les for mali
ious a
tivies su
h as denial of servi
e atta
kson other devi
es or other networks, spamming or being the host of morallyquestionable web sites. Apart from being an embarrassment to the homenetwork's owner, su
h a
tivity may harm the intended data on the devi
eand it 
onsumes the resour
es of the network. From the Internet servi
eprovider's point of view, a misbehaving home network is disruptive to theirservi
e and as su
h is eligible for being 
ut o� from the Internet.Traditional threats of 
omputing su
h as viruses, worms and trojans stillapply, and in a ubi
omp environment, su
h threats 
ould have devastatinge�e
ts. Transa
tions 
ould be eavesdropped or sus
eptible to man in themiddle atta
ks. Teleworking may 
reate further se
urity requirements, espe-
ially if there are many teleworkers working for di�erent 
ompanies in thehome. Both in these 
ases and as we shall see in x 5.2, if su
h a devi
e gets
ompromised, it may a
t as a bridge between one network and the other.A devi
e 
an be stolen, whi
h has several impli
ations. In in
reasing levelof severity: the devi
e goes, the data goes, and the a

ess rights atta
hed tothe devi
e goes. As the devi
e may 
ontain 
ryptographi
 material (keys),the loss of a devi
e may result in 
ompromisation of the whole network.A se
urity threat salient to ubiquitous networks is lo
ation priva
y. A ubi-
omp network will need to know the lo
ation of its users at all times, butthis information must not be allowed to leak, even to the other users ofthe home if so needed. A thief would also be very pleased to know for afa
t that there is nobody in the house. And it would be irresponsible forthe ar
hite
ts of pervasive 
omputing to build a world that 
ould easily bemisused as a surveilan
e infrastru
ture [Sta02b℄.In a home setting, a relevant appli
ation of a

ess 
ontrol is that of 
onve-nien
e. Domoti
 applian
es 
an be 
ontrolled [JSL+04, HT04℄ and adapt totheir users' preferen
es and o�er personalized servi
es, su
h as a personal-ized view to a media library. A media player 
ould play or pause the musi
depending on who's around. Aggregated with other 
ontextual informationsu
h as the time of day or the user's s
hedule, the home network 
an helpto realize the visions of smart houses.



4.4. ACCESS CONTROL 414.4.2 Means and methodsThere are di�erent means for a

ess 
ontrol depending on what resour
esare to be se
ured and from what they are to be se
ured. The most 
om-mon a

ess 
ontrol s
enario to the user is that of logging on to a 
omputersystem with a username and a password. On the network, a

ess 
ontrol
an be handled by a �rewall and network address translation (NAT) to keepunwanted traÆ
 out. A house pra
tises a

ess 
ontrol on its inhabitant byusing an out door equipped with a lo
k and key me
hanism.A user is usually authenti
ated using one or more fa
tors. Pra
ti
ally anyfa
tor 
an be used but the most 
ommon fa
tors are something the userknows, something the user has or something the user is. Of these three, the�rst one { i.e. a password or PIN the user knows { is the least se
ure and theleast usable. A password 
an be forgotten, written down and a

identallyor deliberately revealed to another. Something the user has, e.g. an ATM
ard, is the se
ond worst in 
ase of HCIse
; su
h things 
an be forgotten,lost, stolen or forged. Given the 
hoi
e of one fa
tor, what the user is { i.e.,using biometri
 
hara
teristi
s { would generally be the preferable optionfrom a HCIse
 standpoint [CAJ03℄.Other, less 
ommonly used authenti
ation fa
tors are the user's lo
ation(whether an \absolute" lo
ation as at a given pla
e within a building, orrelative to other users [MGH06℄) and 
ontext (see x 5.3.1), time of day, sizeof transa
tion, whether the transa
tion was pre-authorized and 
ybermetri
fa
tors, i.e. using the 
omputer's hardware and/or software setup (used e.g.by Windows Genuine Advantage [Mi
06℄).Authenti
ation based on knowledge 
an be divided into re
all and re
ogni-tion; the use of alphanumeri
 passwords and PINs are based on pure re
all{ assuming the user hasn't written the password down somewhere { whilegraphi
al passwords are either re
ognized or pointed on by 
ued re
all (moreon this in x 5.3). An item that the user 
arries (i.e. has) { an authenti
ationtoken, a printout of one time passwords, a 
ell phone or an inje
ted RFIDtag [War05, Bah02℄ { 
an be used for authenti
ation, provided the item 
anbe kept stri
tly with its rightful user. Two important 
orollaries to this re-quirement are: the loss of a token must not result in unlimited misuse if the
redentials stored on it [SV04℄ (i.e. revo
ation of rights must be eÆ
ient),and if a token is mispla
ed, the whole 
hain of trust 
an be rebuilt on therevoked right. Biometri
 information, measurable human physiologi
al orbehavioural 
hara
teristi
s su
h as a 
amera pi
ture, a �ngerprint or a voi
esample 
an also be used to identify a user.9The term `biometri
s' is used to refer to any and all of a variety of identi�
a-tion te
hniques whi
h are based on some measurable physi
al, physiologi
al9It 
an be argued whether these 
hara
teristi
s are something the user has or is
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ult-to-alienate { 
hara
teristi
. Biometri
s areused to identify and authenti
ate humans and is, within 
ertain appli
ations,both a promising and 
onvenient way to do so. Biometri
 (\one-to-one")identity veri�
ation works by 
omparing the user's 
aptured biometri
 datawith the re
orded ones. A 
urrent example would be the Finnish \biometri
passports" whi
h 
ontain biometri
 data of the owner's passport photograph.Biometri
s 
an be 
lassi�ed as follows: [Cla94℄appearan
e the familiar passport des
riptions of height, weight, 
olour ofskin, hair and eyes, visible physi
al markings; gender; ra
e; fa
ial hair,wearing of glasses; supported by photographs;so
ial behaviour habituated body-signals; general voi
e 
hara
teristi
s;style of spee
h; visible handi
aps; supported by video-�lm;bio-dynami
s the manner in whi
h one's signature is written; statisti
allyanalyzed voi
e 
hara
teristi
s; keystroke dynami
s, parti
ularly in re-lation to login-id and password;natural physiography skull measurements; teeth and skeletal injuries; thumbprint,�ngerprint sets and handprints; retinal s
ans; earlobe 
apillary pat-terns; hand geometry; DNA-patterns; andimposed physi
al 
hara
teristi
s dog-tags, 
ollars, bra
elets and anklets;brands and bar-
odes; embedded mi
ro-
hips and transponders.An ideal biometri
 should possess the following 
hara
teristi
s: [Cla94, CAJ03℄� Universal { everyone should possess the 
hara
teristi
,� Unique and ex
lusive { ea
h individual should have a unique versionof the 
hara
teristi
,� Permanent through life,� Indispensable { the identi�er should be available at all times,� Colle
table, and digitally storable,� Pre
ise,� Easy, eÆ
ient and not too 
ostly to re
ord,� Convenient and fast to measure,� A

eptable to 
ontemporary so
ial standards.



4.5. MAKING SECURITY USABLE 43There is no basis for identi�
ation that ful�ls all the abovementioned 
har-a
teristi
s.Biometri
 identi�
ation 
omes with a host of other problems, many dueto the inherent un
ertainty of biometri
s: no two biometri
 samples fromthe same subje
ts will look exa
tly alike (within-subje
t variability), buttwo samples from di�erent subje
t may be similar enough (between-subje
tvariability) to 
onfuse the system. Biometri
 information is not a se
ret.People leave �ngerprints everywhere and there are irises anywhere one looks[J�R03℄. The biometri
 signature also needs to be tested for \aliveness" toverify it really is an iris or a thumbprint, not an image of one.Biometri
s are a promising way to 
onveniently authenti
ate users, but they
annot be used to authenti
ate 
omputers or messages. Sin
e biometri
saren't se
ret, they 
annot be used to sign or en
rypt messages.4.4.3 Multi-fa
tor authenti
ationAuthenti
ation 
an be made more se
ure or more 
ertain using multipleauthenti
ation inputs. In traditional multi-fa
tor authenti
ation, severaldi�erent fa
tors are 
ombined for in
reased se
urity. An everyday exampleis payment with plasti
; the user both has the right ATM 
ard and knowsthe 
orre
t PIN 
ode (this everyday example was an exhibition of two-fa
torauthenti
ation).Multiple inputs 
an also be used to in
rease the 
ertainty or 
on�den
e valueof the authenti
ation [CAMN+02℄. This is espe
ially true in 
ases of non-intrusive (e.g. biometri
 or RFID-based) authenti
ation where one inputmay only give limited 
ertainty of the user. A user 
ould, with reasonable
on�den
e, be dedu
ed using the `
onstellation' of things he is wearing or
arrying, espe
ially if those things were RFID-tagged. A similar solution
ould also be used in a distributed s
enario where, for example, a housealready knows that the users within are authorized, so a `peanut' sensoronly needs to sense that there are people in the room: by indu
tion, theyare authorized users (su
h a system 
ould of 
ourse be foiled if the morese
ure authenti
ation me
hanism was bypassed somehow).4.5 Making se
urity usableThough it was stated already in 1975 by Saltzer and S
hroeder that usabilityis an important fa
tor to 
omputer se
urity [SS75℄, usability and se
urityare rather new a
quaintan
es with ea
h other. The hindering mis
on
eptionhas long been that it is not possible to make things easier to use while whilesimultaneously making them more se
ure to use, when the point really is



44 CHAPTER 4. USABLE SECURITYthat we need �nd ways to make produ
ts se
ure and usable at the same time.Making an existing usable produ
t se
ure or making a se
ure produ
t usableis a 
ompli
ated and potentially gargantuan task (often asked of designersto perform on a nearly �nished produ
t) that may end up a pat
hwork of ill-�tting 
omponents that is neither very se
ure nor very usable.10 Designersmust understand that se
urity and usability elements \
an't be sprinkledon like magi
 pixie dust" { it is mu
h better to 
onsider the se
urity andusability as aspe
ts of a 
ommon goal: ful�lling the user's expe
tations[Yee04℄. Se
urity just restri
ts a

ess to operations that have undesiredresults, while usability improves a

ess to operations that have desirableresults.Alma Whitten and Doug Tygar identi�ed the following properties of theusability problem for se
urity: [WT98℄The Barn Door property: If a se
ret leaks, there is little point in tryingto se
ure it anymore as there is no way to make sure an atta
ker hasn'tinter
epted it already,The Weakest Link property: the se
urity of a networked 
omputer isonly as strong as its weakest 
omponent11,The Unmotivated User property: users generally do not use their 
om-puters be
ause they want to manage se
urity but rather send email,browse the web and so forth,The Abstra
tion property: 
omputer se
urity management and poli
iesmay be alien and unintuitive for the general user, andThe La
k of feedba
k property: providing meaningful feedba
k to theuser so she 
an 
he
k whether the set 
on�guration really is what sheintended.Dourish et al performed a user study on users' per
eptions of se
urity andthe results were grim [DGdlFJ04℄. Users see se
urity as a sour
e of frustra-tion, they { espe
ially younger users { are pragmati
 about their se
urityneeds (meaning they do what it takes to get their job done and have no prob-lem using a 
omputer 
ho
k full of viruses if that doesn't matter to theirgoals), and have an overwhelming sense of futility towards se
urity, sin
e\the unknown others (ha
kers, stalkers, et
.) will always be one step ahead".Users per
eive se
urity as a barrier in both a user-hindering sense and as anall-en
ompassing barrier between them and the bad world out there. Thus,10Admittedly, in the 
ontext of a large, already existing produ
t, this exer
ise may beunavoidable. The task ahead is still potentially gargantuan; proje
t managers take heed.11The weakest link property 
an in the 
ontext of this thesis be extended to 
onsiderthe whole network, not only one networked 
omputer.



4.5. MAKING SECURITY USABLE 45in the eyes of the user, spam prote
tion, virus prote
tion and prote
tion ofevil network a
tivity is all se
urity and is handled by a �rewall. Se
urity isgeneri
ally something to keep things out, like a lo
ked door.While all-en
ompassing and general design te
hniques, rules and heuristi
sfor designing things with usable se
urity do not exist yet, there is ongo-ing work in the HCIse
 resear
h 
ommunity to address these issues. Someguidelines follow: An appli
ation should 
ome with se
ure defaults (for ase
ure \out of the box experien
e"). The se
urity de
isions the user has tomake must be woven into the 
ow of the pro
ess (as opposed to interruptingit with seemingly unrelated se
urity questions) and the appli
ation shouldguide the user into making se
ure 
hoi
es. The most natural way to do atask should also be the safest. The user should be able to easily reviewand revoke any authoratory de
isions [Yee04℄. The appli
ation should tellthe user what it's doing if what it is doing has se
urity impli
ations [Hol99℄.Though rather supporting than orthogonal to these guidelines, Alma Whit-ten proposed the following design prin
iples and te
hniques [Whi04℄: Se
u-rity de
isions should be presented well-in-advan
e, as opposed to the generaluser interfa
e design pra
tises where information and 
hoi
es are presentedjust-in-time; users should be allowed to make se
urity 
hoi
es in stages (`safestaging') 
orresponding to his or her skills and a
quaintan
e with the system,and by systemati
 way of tailoring metaphors (i
ons and so).As far as methodology goes, both se
urity and usability design advo
atean iterative (not linear) design pro
ess. One methodology to 
reate usableand se
ure software, AEGIS, is a well-de�ned blend of Contextual designand risk analysis with both fa
ilitators, stakeholders and se
urity experts aspart of the development team [FSH03℄. Contextual inquiry (and design) 
anbe given a se
urity 
air by making sure the user interviewed does things thatinvolve se
urity. Regardless of interview te
hnique, users 
annot in generalbe asked about se
urity dire
tly; partly be
ause users may be in
uen
edto 
hange their per
eption of se
urity, and partly be
ause we are trying tomake se
urity a seamless part of the appli
ation [SG02℄.The Prime Dire
tive, so to speak, of usable se
urity is to make somethingboth se
ure and usable at the same time. The motivation is simple: Se
uritythat is easy to use will be used, and se
urity that is hindering won't. Usablese
urity should not get in the way of the user. Rather, it should try to assistand en
ourage the user into a more se
ure user experien
e. A produ
t,be it a software produ
t or anything else that has se
urity impli
ations,should guide the user into making se
ure 
hoi
es. Conversely, it should behard to make an inse
ure 
hoi
e and the system has to 
ommuni
ate to theuser that he is doing something that may be irrevo
ably devastating. Of
o
ourse, HCIse
 takes its target audien
e into a

ount; a user interfa
e forthe typi
al home user would be very di�erent from that of an experien
ed



46 CHAPTER 4. USABLE SECURITYsystem administrator who plays with irrevo
ably devastating things for aliving.In fa
t, many of these guidelines are familiar from Nielsen's usability heuris-ti
s [Nie93℄ dis
ussed in x 4.1. They are just presented with a se
urityperspe
tive.Se
urity and usability may also need to be balan
ed to �nd a good solution:Even though a really se
ure but 
omplex solution is traded for a lesser se
urebut unobtrusive one does lower the theoreti
al se
urity of the system, thee�e
tive se
urity is in
reased just be
ause it is used.Se
urity should be impli
it, i.e. be built into the tasks the users have [SG02℄.For instan
e, if a user wants to share a �le, all the steps of doing so must bein
luded in the a
tions the user needs to take when sharing that �le. Thereare two prototypi
al paths a user may take to share a �le. Either she marksthe �le or folder in whi
h the �le resides readable by target user (in 
ase thetarget user is not a member of the system's se
urity domain, \everybody").She must make sure that other �les aren't inadvertently exposed, and shemust remember to remove the sharing after the target user has retrieved the�le. The other way is to send the �le by mail (whi
h most users per
eivesas se
ure) or, as is getting in
reasingly popular, using an instant messagingprogram (whi
h at least may be en
rypted). Obviously, the se
ond way ismu
h more 
lear to the user: sele
t a re
ipient and �re away. It's a one-shotpro
ess and there's nothing to 
lean up afterwards. System administratorsin business environments on the other hand hate this approa
h: sendingan identi
al �le to multiple users by mail wastes resour
es and if all there
ipients make 
hanges to the �le, it is impossible to see whi
h one is themust 
urrent one. Clearly there is spa
e for a way for the user to a

omplishher goals with a transa
tion that is both easy, safe and ele
tro-e
ologi
allysound.To take the idea of se
urity not getting in the way of the user to the extreme(and spi
e it a little with the idea that a bit of se
urity that is used is betterthan a lot of se
urity that isn't), there is a lot of se
urity that 
an beautomated. Devi
es 
an be set to auto-
on�gure themselves se
urely ona home network [SJF+03℄ or an email 
ryptography 
an be 
on�gured toretrieve unknown publi
 keys from a server [SG02℄. A laptop 
omputer 
anuse an en
rypted �le system without the user even needing to be aware.Even though the result may have loopholes, it is better than no se
urity, aslong as the user isn't lulled into a false sense of se
urity { whi
h in itself isa lot more dangerous than knowing you have no se
urity.



Chapter 5Previous workIn this 
hapter, we present resear
h, �ndings and information on se
urity anda

ess 
ontrol whi
h 
an be adapted for home networks. It was previouslynoted that not many solutions exist for a

ess 
ontrol spe
i�
ally designedfor domesti
 use. Se
urity and a

ess 
ontrol, even user friendly a

ess
ontrol, are well published topi
s in a
ademi
 
ir
les in any other �eld thanthe home. Whether this is be
ause the home is su
h a 
omplex environmentor be
ause resear
hers spend way too little time there shall be left as asubje
t for future resear
h. However, �ndings and resear
h from related�elds, most notably that of pervasive 
omputing, should be appli
able on thehome network environment. A lot of previous work has also been presentedelsewhere in this thesis.5.1 Se
urity on home 
omputer networksUsers on home 
omputer networks have a fair share of guides and 
he
kliststo turn to in helping them 
reate and maintain a relatively safe environ-ment. The Computer Emergen
y Response Team (CERT) maintains a do
-ument whi
h a
ts as a primer on home 
omputer network se
urity, 
overingboth the risks and the 
ountermeasures asso
iated with Internet 
onne
tiv-ity [CER01℄. For the Finnish audien
e, a large number of state and privateorganizations have teamed together to support the sites Tietoturvaopas.�and Tietoturvakoulu.� (Information se
urity guide and Information se
uritys
hool, respe
tively). Tietoturvaopas publishes information for home usersabout 
omputer se
urity, 
ell phone se
urity, spam se
urity and priva
y.Their most relevant publi
ation for home users is the eight page lea
et Jokakodin tietoturvaopas (\Ea
h home's information se
urity guide") [Tie℄. Ti-etoturvakoulu is aimed at 
hildren of s
hool age and their tea
hers and haspaths for both younger and older pupils.47



48 CHAPTER 5. PREVIOUS WORKThe 
omputer se
urity guides usually give the following advi
e: Keep your
omputers' software up to date; pat
hes 
an be found at the software man-ufa
turer, use automati
 updating if possible. Use a �rewall. Use virusprote
tion and keep the virus dete
tion pro�les up to date. Beware ofsuspi
ious-looking email and web sites. Do not reply to spam and don'tgive your email address to suspi
ious web sites. Set email reader and webbrowser se
urity settings to maximum. Don't run programs of untrusted orunknown origin. Make regular ba
kups of your data. If you have a wirelessnetwork, use en
ryption to keep uninvited guests out.The Finnish Computer Emergen
y Response Team (CERT-FI) publishes anadvisory bulletin of vulnerabilities and a se
urity blog1, and the FinnishMinistry of Finan
e publishes se
urity guides2 (The user's information se
u-rity guide, Prote
ting against malware, et
). These resour
es are primarilyaimed at the te
hni
al user.5.2 Identi�ed problems on pervasive networksThere are many 
hallenges intrinsi
 to home networks, whi
h are of pervasivenature. These 
hallenges are foremost of te
hni
al nature, but naturally haveimpli
ations on the user experien
e.Ar
hite
ts of produ
ts and solutions that are intended for the home networkoften make false or oversimplisti
 assumptions about home networks. Forinstan
e, se
urity produ
ts for homes are often designed like the home hasonly one inhabitant [Ell02℄. Sometimes, solutions whi
h work well in anoÆ
e environment are just 
opied to the home environment without takinginto a

ount that they are going to be used in an environment quite di�erentto the oÆ
e.In a home network environment, devi
es 
an be 
onne
ted to di�erent par-ent networks through di�erent gateways: mobile phones to the 3G network,some wireless devi
es to a 
ommer
ial ubiquitous Wimax network and oth-ers to the domesti
 network. The home user 
an have his wireless devi
e
onne
ted to a foreign network while a

essing both that network's and hishome network's resour
es. A servi
e person visiting the home 
an be 
on-ne
ted with his wireless devi
e through his employer's 
ell phone 
onne
tionwhile simultaneously being 
onne
ted to the home network due to his servi
eduties [SV04℄. Cases like this 
reate 
hallenges for perimeter se
urity as theperimeter no longer 
an be simply de�ned a the outside and the inside. The\outside" user is already on the \inside", and the traditional 
on
ept of a1http://www.�
ora.�/suomi/tietoturva/varoitukset.htm and http://www.�
ora.�/suomi/tietoturva/
ert.htm2http://www.wm.�/vahti



5.2. IDENTIFIED PROBLEMS ON PERVASIVE NETWORKS 49�rewall be
omes fairly useless.Users 
an have no guarantees of the se
urity of a foreign network. Priva
y,in
luding lo
ation priva
y, be
omes a problem when mobile devi
es poll theirsurroundings on a foreign network. This 
apability 
an also be exploitedby intruders or mali
ious insiders. Users may not even be aware of the
olle
tion of their personal data. Villains 
ould also exploit networks byinje
ting misleading information, stealing or tampering with ele
troni
 assetsor disrupting 
riti
al servi
es. The environment would have to take 
are ofits a

ess 
ontrol needs on a mu
h more distributed basis. It's a 
ompli
atedmix of a 
ommon poli
y and \ea
h devi
e to its own".To allow for su
h settings, all devi
es would need to agree on a 
ompatiblese
urity poli
y, 
ommon trust management and a 
ommon proto
ol. Therealso needs to be a 
exible and 
onvenient method for de�ning and managingse
urity poli
ies in a dynami
 and 
exible fashion to support the users intomaking and maintaining good se
urity. The home network also needs to sup-port single sign-on and be robust enough to have its management fun
tionsalways and globally available [HSU04, SGTGI04, CAMN+02, SV04℄.The home network itself needs to be safe from physi
al harm, both in formof intrusion by mali
ious individuals and from the for
es of nature. If itrains, 
lose the windows. If the sun gets too hot, 
lose the blinds (whi
h is amore e
onomi
al option than to turn the air 
onditioner to a higher setting).Fa
tor in 
ontextuality: if the house is alone, there is nobody to 
are whetherall blinds are shut and it's near pit
h bla
k inside, as long as it makes senseenergy-wise. And all prin
ipals { be they humans, ma
hines that representhumans or ma
hines don't { that are not (yet) mutually trusted need to beguarded from ea
h other.There may be many small, wireless, battery-driven nodes on the network,low on 
omputational power (Frank Stajano 
alls these `peanut devi
es').Espe
ially this kind of devi
es need to balan
e the 
on
i
ting demands ofa
tively surveying their surroundings while using their power 
onservatively.Su
h nodes are also sus
eptible to DoS or sleep deprivation torture atta
ksfrommali
ious or badly operating nodes whi
h would drain the battery of the`peanut node'. Like all radio devi
es, a wireless devi
e's radio 
ommuni
ation
an be jammed by another transmitter on the same frequen
y area [HSU04,SA99, Sta00℄.Finally, a problem most home users (and some 
orporate users) don't thinkof until after disaster has stru
k is ba
kup of data.3 The issue is further
ompli
ated by the fa
t that the users' `data spa
e', while it may appearuniform, may a
tually be distributed among a lot of ma
hines both in andoutside the home. Outsour
ed �le storage 
an be ba
ked up by the servi
e3This in
ludes yours truly, in a near-�nal stage of this thesis.



50 CHAPTER 5. PREVIOUS WORKprovider, but ba
kups at home must be automated. Also the interfa
e torestore data must be designed for home use. One interesting solution sug-gested by [SV04℄ is that the ba
kups are redundantly distributed amongdi�erent devi
es on the home network, so that the data 
an be retrievedeven if some devi
es 
arrying the ba
kups should be unavailable.5.3 User identi�
ation and authenti
ationA problem with the traditional means of authenti
ation is that it doesn'ts
ale well. In a work environment, it is only a minor in
onvenien
e to login to a 
omputer by username and password but in a home environment ofseveral hundred nodes, the old solution is no longer usable. And even wherepasswords 
an be used, there may be problems. Passwords are not easyto enter on devi
es with modest input 
apabilities su
h as 
ell phones orremote 
ontrols, or by 
hildren or elders with redu
ed motori
 or 
ognitiveskills. From a se
urity standpoint, any password that is easy enough toa
tually remember is weak enough to be broken within minutes or evense
onds.4 `Logging on' by traditional means is not in line with the a
tivitieson a home network. It is disruptive and it is personal, not a shared a
tivitylike many a
tivities in the home [Bar05℄.Instead, we need to look for alternative solutions, more suitable for thehome environment. Some of these solutions 
an be found in the pervasive
omputing resear
h. The following is not.Authenti
ation by images: Instead of authenti
ating with a password,the user 
ould authenti
ate herself by identifying pi
tures [Dha00, DP00℄or pointing on spe
i�
 lo
ations of pi
tures, 
oined `passpoints' by their
reators [WWB+05℄. Using graphi
al passwords is based on re
ognition or
ued re
all, whi
h humans are rather good at, rather than `pure re
all'.To 
reate a pi
ture \password", the user sele
ts a given number (P ) ofpi
tures, either photographi
 pi
tures or algorithmi
ally 
reated `RandomArt', into her `image bank'. To authenti
ate, the system then presents a setof pi
tures and the user has to pi
k whi
h of the (T ) pi
tures belong to herimage bank. When P = 5 and T = 20, there are already more 
ombinationsthan with a four digit PIN. In a user study, Dhamija and Perrig found thatusers were remarkably good at authenti
ating with pi
tures, having 
reatedthem in a test one week earlier [Dha00℄. Creating a graphi
al `passpoints'password is a similar pro
edure: the user either sele
ts or is sele
ted a4As a 
ountermeasure, some systems freeze the a

ount after a given number of un-su

essful login attempts. This only 
reates another problem, namely that of a denial ofservi
e (DoS) atta
k { any mali
ious entity 
ould lo
k out another one's a

ount.
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ture. This pi
ture needs to have enough 
hara
teristi
 details. The userthen 
li
ks or taps a given number of points on the pi
ture. The user thentrains herself in tapping on the right passpoints in the 
orre
t order untilthe system 
onsiders the re
ognizing to be stable enough.A

ess by proximity Di�erent solutions have been envisioned and someeven tested for identi�
ation and authenti
ation by proximity. Corner andNoble suggested an authenti
ation token with whi
h the user authenti
ates,wirelessly and with \zero intera
tion", to a laptop 
omputer, whi
h wouldlo
k when the user disappears from the vi
inity of the laptop [CN02℄. Naka-jima and Satoh take the vision further by having the user 
arry personalinformation and preferen
es in a `personal home server' [NS04℄. The nameimplies that the devi
e is for personal and domesti
 use, and that it servesthe home with its 
arrier's information and preferen
es.There are two immediate short
omings in both of these ideas. First, theuser must wear an identi�
ation token at all times if she wants her domoti
sto behave in a personalized manner. Se
ondly, if there are two identi�
ationfobs in the vi
inity of a single-user applian
e, whi
h one should the appli-an
e take into a

ount? Hannu Kari has a suggestion whi
h would solvethe se
ond one of these problems; using an identi�
ation token whi
h is ingalvani
 
onta
t with the user (su
h as a wat
h), the user would �rst identifyto a devi
e by tou
h { the skin would a
t as a transmission medium { afterwhi
h the token would 
ommuni
ate wirelessly with the devi
e as with the\zero intera
tion" token above [Kar06℄.The �rst problem, that of 
arrying an identi�
ation token at all times, wouldbe solved by inje
ting the identi�
ation token into the user's body [War05,Bah02℄ but the author �nds it highly unlikely that su
h a solution will gainhigh a

eptan
e with the paying popula
e.5.3.1 Context based authenti
ationSeveral authenti
ation methods have been suggested that in
lude the user's
ontext as input. Noda et al in
luded the user's role, lo
ation (`presen
e')and 
alendar information for arbitrating the a

ess de
ision in an RBAC pol-i
y engine, using RFID te
hnology for the users and a hidden Markov modelto assist with in
omplete sensor signals [NTH+06℄. In
orporating trust inthe model, the system 
ould support users based on 
on�rmed attributessu
h as the fa
t that they are employed by a business partner or publi
 au-thority without having to list ea
h of these users separately. The team alsodis
ussed that in a 
ase (\
ontext") of emergen
y, the a

ess 
ontrol systemwould for example allow giving out personal and medi
al information whenin an emergen
y room and any responsible do
tor is in the same room.



52 CHAPTER 5. PREVIOUS WORKA related use of the term 
ontext (based) authenti
ation is using shared
ontext between devi
es to 
reate shared se
rets. These shared se
rets 
an
onsequently be used as 
ryptographi
 tokens for 
reating se
ure 
hannels[May06℄. One appli
ation of this 
ould be this: when the mi
rophones ofseveral laptops \hear" the same signal, they 
an be assumed to be in thesame area.5.4 Devi
e managementOnly authorized devi
es should be allowed to join in a user's home network.This implies that only authorized servi
e providers should be allowed toregister servi
es on the network. On one hand, a user would not have tohave a mali
ious devi
e on their network, but also a devi
e belonging to aneighbour's network should not show up on the user's home net. Also the de-registration of devi
es should only be allowed from devi
es authorized to doso. Wheather we will allow a devi
e on our network, and whether pro
esseson it will be authorized to intera
t with the network, depends among otherthings on whether we `know' the devi
e and where the devi
e is [SV04℄.One method for devi
e authorization in a rather unobtrusive fashion is sug-gested by Stajano and Anderson in [SA99℄ as The Resurre
ting Du
klingse
urity model. Just as a du
kling is imprinted with the �rst mother du
k
andidate it sees, a devi
e gets imprinted by a master devi
e whereby it issaid to get a `soul'. The imprinting, akin to Bluetooth devi
e pairing, is ei-ther initiated by galvani
 tou
h of 
ondu
ting elements (i.e. ele
tri
 
onta
t)or by a short range wireless link that 
annot easily be inter
epted by anunwanted third party. After being imprinted, the `du
kling' devi
e will onlytrust its `mother'. The du
kling may still intera
t with other devi
es, it just
annot be 
ontrolled by them. De-registration of the `du
kling' devi
e 
anbe 
on�gured so that it only 
an be requested by the `mother' devi
e, whi
hleads us to the \resurre
ting" part of the se
urity model: as the du
kling\dies", its soul dissolves and its body returns to its pre-born state, ready foranother imprinting that will start a new life with a new soul. Of 
ourse, thedevi
e 
an also be 
on�gured to de-register by any identi�able transa
tion,or by a simple timeout (so that the du
kling dies of old age).This se
ure transient5 asso
iation has some very desirable fun
tions in adomesti
 setting. A 
ell phone, a laptop or an iPod may be imprinted to itsowner and refuse to operate if stolen, i.e. with a foreign `mother du
k'. Onthe other hand, a home's ba
k door will open with a universal remote 
ontrolthat is imprinted with the house, but not with an identi
al one brought bya burglar. And be
ause the asso
iation is non-permanent, a devi
e (even5
eeting, temporary, non-permanent



5.4. DEVICE MANAGEMENT 53the universal remote 
ontrol) 
an be sold or given away when it has beenproperly disso
iated.This model works �ne in a 
entralized, master-slave type environment, butin a home environment the model 
an get restri
tive. If a du
kling alsowere allowed to be a mother du
k (\have o�spring"), then the hub-likeorientation would 
hange into a hierar
hi
al \family tree" where du
klingswould heed not only their mothers but also { and with greater respe
t { theirgrandmothers, and an
estors before. This poli
y was suggested, though inlesser poeti
 wording, by Hannu H Kari [Kar06℄6, while unbeknownst to him,Frank Stajano had returned with his resurre
ted du
kling model in a waymu
h more suitable for ad-ho
 networks [Sta00℄. By 
hanging the du
kling'srequirement \but it 
an't be 
ontrolled by them" to \. . . it is happy to talkothers, and even obey their requests, as long as mummy said it was OK to doso" [si
℄, approved `du
ks' (\relatives" perhaps) may be allowed to uploadnew instru
tions to the du
kling. Su
h instru
tions may be divided intolow integrity and high integrity 
ommands, so that a mali
ious \godfatherdu
k" would not be able to ask the du
kling to kill itself and then take overthe du
kling by imprinting. Conversely, the mother du
k 
ould ba
kup herown soul in 
ase she gets hurt, whi
h otherwise would render a du
klinguninstru
table and unimprintable (relevant, for example, if the mother du
kis a remote 
ontrol to the A/V system and the owner of it has a dog ortoddler that likes to 
hew on remote 
ontrols).As a pra
ti
al impli
ation, now one remote 
ontrol (mother du
k) 
an 
ontrolall of the whole A/V system of du
klings, but the A/V 
omponents may alsointer
hange information like aspe
t ratio of the pi
ture or surround settingson the audio pro
essor. Foreign du
klings 
ould also be servi
ed, so thata friend's 
amera 
ould get lo
ation info from his friend's GPS-equipped
ar. The 
exibility indu
es new problems: the du
kling should be able toshield itself from a sleep deprivation torture atta
k (see x 5.2) and otherDoS-related a
tivity from mali
ious entities, and from the other side of thetransa
tion: should the 
amera trust that the GPS lo
ation is a

urate? In
ase of a friend-to-friend s
enario, a grandmother du
k 
ould have instru
tedher progeny that friends 
an be trusted.Se
ure dis
overy To hinder an atta
k on servi
es of the home network,dis
overy of servi
es should be se
ured. If servi
es do not answer to unautho-rized servi
e dis
overy requests they are harder to target [CGR04℄. Servi
es
ould also sele
tively dis
lose their o�erings based on what 
redentials theuser (or devi
e) requesting the dis
overy has. Servi
e dis
overy responses6HHK likened the pro
ess of one devi
e re
ursively authorizing the next one by tou
hto how an infe
tion spreads. One is tempted to 
oin this method `The infe
ted du
kling',weren't it for the rather grim 
onnotation.



54 CHAPTER 5. PREVIOUS WORKthat are sent unen
rypted 
an of 
ourse also be eavesdropped. While se
uredis
overy is not a part of the UPnP spe
i�
ation, it is easily added as animplementation of the proto
ol. En
ryption is not used in UPnP servi
erequests, but it is in event noti�
ations so this 
ould be a future additionto UPnP. Also, sin
e UPnP builds on XML, it is perfe
tly legal to add thisfeature to the already existing proto
ol.A variation on sele
tive dis
losure is that the identity of the servi
e is hidden.It might be possible to dis
over a servi
e but not the provider that o�ers it.In a distributed network, su
h a feature would a
tually be a bene�t: withmany servi
es, e.g. a 
lo
k servi
e, it is not relevant who provides it as longas somebody does.Finally, a rogue devi
e may announ
e that it provides servi
es, whi
h indu
esyet another problem in the equation. Fortunately, these 
an be handled bythe ba
kline te
hnology and need not bother the user.5.5 Role-Based A

ess Control and GRBACTraditional Role-based a

ess 
ontrol (RBAC) [FK92℄ revolves around rolesthat subje
ts (a
tors) have.7 Ea
h subje
t has an authorized role set whi
h
ontains all the roles the subje
t 
an enter, i.e. all the roles the subje
tpossesses. Furthermore, an RBAC system has obje
ts (resour
es) whi
h 
anbe transa
ted upon. All transa
tion permissions are asso
iated with roles,not subje
ts, implying that ea
h role has an authorized transa
tion set. So,to exe
ute a transa
tion, a subje
t must demonstrate possession of some rolewhi
h is authorized to perform that transa
tion. As an example, a `person'(subje
t) 
an be authorized to `unlo
k the out door' (transa
tion) of the`home' (obje
t) if she is an `inhabitant of that home' (role). Roles 
an alsobe hierar
hi
al (de�ned in RBAC model RBAC1 { see footnote in x 4.4);therefore a parent (sub-role of inhabitant) may also unlo
k the door of thehome.Generalized role-based a

ess (GRBAC) is an extension of RBAC [MA01℄.It adds some 
ontextuality to RBAC, giving roles not only to subje
ts (whi
hin GRBAC are 
alled `subje
t roles') but also to obje
ts (`obje
t roles') andthe environment itself (`environment roles'). With GRBAC you 
an statea se
urity poli
y to prevent the kids from turning on the television beforethey've done their homework (provided you have a way to a
tually test this),or after 23, or turning on the naughty 
hannel.Subje
t roles are essentially the same as RBAC `roles'. Obje
t roles 
lassify7Despite its name, Role-based a

ess 
ontrol is only 
on
erned with the authorizationbit of a

ess 
ontrol, and omits the identi�
ation, authenti
ation and audit aspe
ts. Itwould thus be more 
orre
t to 
all RBAC Role-based authorization 
ontrol.
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t. Pi
tures of the family 
an have obje
t roles `family pi
tures' {whi
h itself 
an be a sub
lass of `photos' { `2006', `print this pi
ture' and`taken with in-house equipment'. As an impli
ation, all obje
ts need to be
lassi�ed or the poli
y must spe
i�
ally in
lude the 
ase `all obje
ts' (i.e.`not 
lassi�ed'). In some 
ases obje
t roles 
an be 
omputed, or providedby the provisioner of the resour
e. Finally, environment roles des
ribe thestate of the environment. `Weekend', `network storm' and `it's raining' areexamples of environment roles. Sin
e many environment roles 
an be a
tiveat the same time but not all environment roles are relevant for the a

essde
ision, the 
al
ulation and appli
ation of the right set of environment rolesmust be done 
arefully.The GRBAC transa
tion is de�ned by the tuple< SRole;ORole; ERole;Op >,i.e. an operation where a subje
t a
ting in role SRole performs an op-eration Op in the role ORole under the environmental 
onditions ERole.A poli
y rule is de�ned as < Transa
tion; PermissionBit >, where thePermissionBit indi
ates whether the Transa
tion is allowed or denied, sup-porting both positive permission models (\everything is denied unless spe
i�-
ally permitted"), negative permission models (\everything is allowed unlessspe
i�
ally denied") and mixed permission models (highest pre
eden
e rulede
ides). A beverage will be rewarded the �rst person to tell the authorthey've read this senten
e. In addition to the `all obje
ts' pseudo-role, the(un)spe
i�ers `all subje
ts' and `all operations' 
an be used to pat
h formissing role information in transa
tions.8GRBAC has been proposed for use in future domesti
 appli
ations [CMA00℄.Using GRBAC, a

ess 
ontrol should be possible to present in a way, and ina language, that is 
omprehensible to the non-te
hni
al user. GRBAC alsoeasily bends into a

epting `
on�den
e values', 
al
ulated values and sensorinputs, allowing a non-intrusive a

ess 
ontrol pro
ess.5.6 Se
urity mark-upHerein are des
ribed two XML based se
urity markup languages that 
ouldbe used for a home network ba
kline.XACML Extensible A

ess Control Markup Language is a spe
i�
ationby the Organization for the Advan
ement of Stru
tured Information Stan-dards (OASIS). It de�nes an a

ess 
ontrol me
hanism based on XML do
u-ments. The spe
i�
ation de�nes three basi
 do
uments: Poli
y (des
riptionof the permissions), Request (a request for some Subje
t over some Resour
e8The GRBAC spe
i�
ation does not mention a `all environments' pseudo-role, butthrough extension, su
h a feature 
ould easily be added to the set.
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tion), and a Response (the results of applying the poli
yto the Request do
ument). This implementation allows loading poli
ies andrequests from its XML representation, and perform an evaluation applyingthe poli
y. [XAC03℄. XACML has a pro�le for expressing poli
ies that useRole-Based a

ess 
ontrol (RBAC, see x 4.4).Sin
e XACML is an XML, it 
ould be used in 
onjun
tion with UniversalPlug and Play (UPnP), itself an XML implementation.XRML The Extensible Rights Markup Language is an XML to expressdigital rights. It is useful for 
ontent publishers and distributors to state adigital rights management (DRM) de
laration to the related media, but alsoappli
able for Web Servi
es. XRML is designed to be appli
able for bothsimple and 
omplex rights expressions in any stage in a business, work
owor business model [XRM01℄. Mi
rosoft has adopted XRML for its DRMpro
ess.DRM prote
ts the media from its users, not the other way around: Digitalrights management is not to prote
t the user or the network but to pro-te
t the media. Generally speaking, DRM is in the interest of the mediapublisher, not the media 
onsumer (to whi
h DRM may even be hindering).From the 
onsumer side, DRM has often been seen as overkill and unfair.With the Internet be
oming an ever more relevant distribution 
hannel for\regular users", users also be
ome media publishers, so it is possible that theyalso would be
ome interested in se
uring their media using DRM te
hniques.However, DRM is outside the s
ope of this thesis.CBAC This 
hapter 
annot be 
losed before making a note that a `Context-Based A

ess Control' does exist, but despite its �tting name, it is not ana

ess 
ontrol means for 
ontext sensitive home network appli
ations. CBACis rather an RBAC for �rewalls. Di�erent kinds of traÆ
 
an be �ltered orpassed through depending on appli
ation layer proto
ol state information(unlike traditional �rewalling whi
h was limited to examining the networkand transport layers) as well as when
e and where to the requests were going.Modern `personal �rewalls' tend to be Context-based.



Chapter 6A

ess 
ontrol at homeOne of the problems with 
reating solutions for home network is that design-ers do not have a proper understanding of the home network environmentand its users [Ell02℄. Similarly, users of the home networks do not have anunderstanding of what solutions a home network may o�er. To shed somelight on the reality, the author parti
ipated in two series of interviews: onewith a
tual end users of home networks as they 
urrently exist, and anotherset with di�erent experts in the �eld. A state-of-the-art method designedspe
i�
ally for gathering information from users in their right 
ontext isContextual Design [BH99℄, whi
h was 
hosen as the basis for the resear
hfor this thesis. The inquiry, interpretation and modelling steps were usedand adapted to suit the realities of the resear
h.6.1 User interviewsIn order to better understand the future uses and users of a future homenetwork, a resear
h team of the InHoNets proje
t [inh06℄ performed a seriesof �eld interviews in 
ontextual inquiry style. Along with the lines of Con-textual design, the interviews were 
ondu
ted in the families' homes. Themain bene�
iary of the interviews and the pro
essed results of these werethe proje
t itself. We wanted to get some insight on the following things:� what things reminis
ent of a future home network people have, whouses them, how and why,� what the people's attitudes towards this te
hnology is,� what people's attitudes are towards se
urity and priva
y are in their
urrent lives, and 57



58 CHAPTER 6. ACCESS CONTROL AT HOME� what people do with their leisure time and how home network te
hnol-ogy 
ould support these a
tivities.As part of the se
ond point, how people per
eive te
hnology, we also wantedto know what they would like the te
hnology do for them (and how), andin whi
h way they feel te
hnology is helping or hindering them. By this, wedis
reetly enquired their attitudes towards 
omputer se
urity and se
urityin general, sin
e we felt that se
urity and priva
y, and in parti
ular a

ess
ontrol, are 
on
epts that may be alien to our everyday users if presentedin su
h terms.We wanted to interview \real" and \realisti
" families with teenagers, sin
esu
h families are supposed to be the most interesting, 
omplex and ignoredones from a 
omputer se
urity perspe
tive [Ell02℄. Five families were in-terviewed, all from Espoo and Helsinki, all living in di�erent suburb areas.Two of the families interviewed were single-parent families,1 the rest beingof the more traditional two-parent kind. Ea
h family had a teenage girl; insome families there were sibling brothers and/or sisters and in one interview,a friend to the teenage daughter attended.While the method we used is based on Contextual design [BH97℄, several dis-
repan
ies exist between \pure" 
ontextual design and our approa
h. Sin
ewe were interviewing families and using their limited and valued spare time,we only planned to use one hour of time per interview. Usually, an inter-viewer spends at least a (work) day with the interviewee. To get a fulland realisti
, experiential view of all the family members' home and leisuretime a
tivities, a lot more time would be needed and signi�
antly more datawould be gathered. This, however, would have been 
onsiderably out ofs
ope for our resear
h, both in terms of material (more than we needed)and resour
es (more than we would have), a good overview of the situationserved our purpose.The 
reators of Contextual design note that our implementing of their method-ology is an approved behaviour; Beyer and Holtzblatt say that their methodshould be taken as a basis and always adapted to the 
ontext of the work[BH97℄.Two or three resear
hers were present at ea
h interview. In a

ordan
e withthe Contextual design method, one resear
her asked most of the questionswhile another took extensive and detailed notes, and �lled in with appro-priate questions in between. We also took a lot of photographs from theinterview sites. First, we asked general questions about the family and theira
tivities with as mu
h of the family as possible. After this, we let the indi-vidual family members show parts of their \home network" that mattered1This is to say, the parents were divor
ed and the 
hild/ren lived primarily with theone of the parents.
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Figure 6.1: Our aÆnity wall in mid-progressmost to them. In parti
ular, we wanted to give spa
e for the teenagers toexpress themselves. In Contextual design spirit, we asked the family mem-bers as far as possible to show us the te
hnology they were using and howthey were using it, rather than just talk about it. We had agreed to stayno more than one hour at ea
h family, but at ea
h site, dis
ussions were solively that none of families wanted us to leave after our allotted time wasup.After ea
h interview, the interview material was disseminated by the re-sear
hers present in the interview. In these interpretation sessions, we wentthrough the interview notes line by line and made a sti
ky note for ea
h unitof information. The notes were then organized on an aÆnity wall with head-ings for ea
h logi
al 
luster. Ea
h family was `interpreted' with di�erently
oloured notes, whi
h made 
ombining and 
onsolidating information easier(Figure 6.1, two of the �ve family interviews have been analyzed).



60 CHAPTER 6. ACCESS CONTROL AT HOMEThere were three outputs of the work. First, a spreadsheet was 
reated whi
h
ontains all the �ndings from the interviews (i.e. the raw data organized).Se
ond, a �
tional family story was written whi
h represented the typi
alfamily, their a
tivities and their te
hnology, based on the interview �ndingsand thus, reality. Third, a use 
ase do
ument for home network requirementswas 
reated.6.1.1 FindingsThe level of familiarity with and existen
e of traditional personal 
omputersand 
omputer networking te
hnology varied greatly between families. Onefamily did not have a home 
omputer at all while another family had more
omputers than family members, wired and wireless Ethernet (\with all en-
ryption there is") and a stand-alone �rewall/router based on BSD providinga permanent VPN 
onne
tion to work.Typi
ally, there would be at least two 
omputers in the home, one \main"
omputer whi
h all family members would use and one older 
omputer the
hildren shared. Regardless of the te
hni
al know-how level, the prevailingview on home te
hnology was that it should be easy to use and not get intothe way of the users' a
tual goals. While one of our system administratortypes 
learly enjoyed having built this te
hnology, maintaining the systemwas never one of those goals (only the inevitable means for the administra-tor to allow the family to use the system). It also generally wasn't veryimportant how something worked, as long as it did work. Thus, one familydidn't really think they had a �ling system for their musi
 and photogra-phy, \iTunes and iPhoto takes 
are of it all." This 
ompletely supports the�ndings and views of literature.Some of the most important appli
ations of the te
hnology were 
ommuni-
ation and entertainment. Communi
ation was done over a multitude of
hannels: voi
e and text over 
ell phone, text and pi
tures over email andover instant messaging, whi
h was heavily employed by all the teenagersusing 
omputers. The people 
ommuni
ated with their friends and relatives,hobby asso
iates and in work related issues. Notably the teenagers inter-viewed whi
h, as noted above (x 6.1), all were girls, used a lot of time on
ommuni
ating with their friends and very little on gaming. We hypothesizethat the emphasis on 
ommuni
ation in favour of 
omputer gaming may bea gender issue among the teenagers (whi
h is 
onsistent with [Gro04℄).The most important entertainment manifestations were photographs andmusi
. Generally, at least one digital 
amera and at least one portabledigital musi
 player existed in ea
h home, in addition to 
ell phones 
apableof both rudimentary imaging and musi
 playing. Photographs are takenand stored, and, interestingly, to a lesser degree, wat
hed. An explanation



6.1. USER INTERVIEWS 61to this behaviour was given to us by one interviewee who is a resear
her inso
iology: people mark the importan
e of a situation by taking a photographof it. Photos are also shared, usually by emailing but in some 
ases througha servi
e on the web. Almost nobody had ever made hard 
opies of theirdigital photographs at a phtoto shop or printing servi
e. Teens also tooka lot of pi
tures of their friends, hobbies and other interests with their 
ellphone 
ameras, but nobody had managed to get their pi
tures o� theirphones and onto their 
omputers (though all had tried).Portable musi
 players were present in all families; in most families morethan one. Usually, ea
h family member had their own musi
 
olle
tion andto some degree, family members shared musi
 with ea
h other. Sharingmusi
 over \unapproved 
hannels" was surprisingly rare. Instead, families
opied their favourite CDs to their 
omputer musi
 libraries or bought musi
from online musi
 servi
e providers. Portable radio/CD \boxes" were alsovery 
ommon. We did not witness any digital video re
orders (PVRs) forre
ording TV programming in any of the families, though there were a fewVHS video tape re
orders present, usually in low utilization. Contrastingly,one family used a VHS video tape re
order quite a lot to wat
h store-boughtmovies as a family a
tivity. Others had DVD players or gaming 
onsolesdoubling as DVD players, also used to wat
h rented or store-bought movies.A few families had a gaming 
onsole but it was in a
tive use in only onefamily. Elsewhere, teenagers typi
ally liked to play small Flash-based gamesover the net.All families with 
omputers had an always-on broadband Internet 
onne
-tion. Nobody seemed very 
on
erned about the te
hni
al spe
i�
s (su
h asbandwidth) of the 
onne
tion, as long as it just works { whi
h it usually did.Most families also had a printer and some had s
anners. What we did not�nd in nearly any installation was sharing of resour
es: one family had adisk spa
e shared on the network but nobody had made the printer availablefrom all the 
omputers. If somebody wanted something printed, the usualmode of operation was to 
opy the �le onto a USB memory and print the�le from there. The usual explanation for this mode of 
ondu
t was that itserved them well enough so nobody had bothered in `�xing something thatalready worked'.While some had a

ess to their work data from home over the network,nobody had made data on their home network available from outside thehome. The usual explanation was that it was 
ompli
ated, inse
ure or both(or they felt that they wouldn't be able to do so in a se
ure manner), or thatthe families simply hadn't thought about the option. The ways to get datafrom a home 
omputer to work was to send it by email to oneself. In fa
t, wesaw eviden
e where email was used as a remote-a

essible �le store with theadded bonus of having metadata su
h as time and 
ontext with the �le. USB



62 CHAPTER 6. ACCESS CONTROL AT HOMEmemory drives were also used, but to a lesser degree. If somebody needed a�le at home posted to work when they already were at work, he or she would
all home and see if anybody 
ould do the favour of mailing the �le, or thatfailing, just blame oneself, not take it too seriously, and mail the �le thenext day. Related to this, we interviewed another family for another proje
tthat had their lighting system 
ontrolled by home automation. While thelights 
ould be monitored and to some degree even 
ontrolled from outsidethe house, the parents of the home felt that no home automation more
riti
al than lighting would ever be remote-
ontrollable in their house, dueto se
urity risks.One family member usually had the te
hni
al responsibility of the homenetwork, the adult with the highest te
hni
al understanding. Regardless ofthe level of te
hni
al know-how of this person, the job was seen as 
umber-some and something done when there really wasn't anything else to do athome. Se
urity and 
omputer usage poli
ies did exist but they were usuallyunstated and impli
it, and varied quite a bit from the highly se
urity 
on-s
ious to the nearly fatalisti
 \I know this 
omputer is full of viruses but itdoesn't really matter as long as we 
an do our stu� with it. When it gets tooslow and infested, we just install it again." Another pragmati
 approa
h was\We have Ma
s, so we haven't really got a virus problem." A remarkableex
eption to the point was wireless networks: only the family that had ahighly knowledgeable administrator' had a wireless network, whi
h had \allse
urity applied". The rest did not want a wireless network be
ause it wasper
eived inse
ure.We also enquired how the people regarded and prote
ted their real-life pri-va
y. The most immediate demand for priva
y was that of physi
al mail2.The interviewees also strongly 
onsidered their homes private pla
es, o�-limits from prying eyes, though they did not regard others \spying" onthem (by looking through windows) a real threat, with the explanation that\why should anybody be interested in us?"Families handled a

ess 
ontrol in di�erent ways. Some devi
es and datawere seen as personal and would not be tou
hed by anyone else ex
ept whenexpli
itly given permission by the owner or with the understanding that ifa parent suspe
ted something bad, s/he would have the right to take a look,but even so, only with the 
hild present. This was true both in 
ase of digitaldata, physi
al mail or a personal (physi
al) photo album. In some families,family members had personal user a

ounts on the main 
omputer. Theexplained rationale was more to keep do
uments and settings out of the otherusers' sessions than that of do
ument priva
y. Elsewhere, family membershad named folders for their personal data whi
h the other family memberswould stay away from by mutual agreement. One family liked to share2There is a strong tradition for mail priva
y in Finland



6.2. EXPERT INTERVIEWS 63photographs with their friends and relatives abroad, espe
ially as Christmasgreetings. Su
h greetings were posted on publi
ly available servi
es on theweb with hard-to-guess identi�ers for an outsider. Finally, we witnessed avery pragmati
 approa
h to monitoring and regulating the 
hildren's networkusage: only the 
omputer(s) in publi
 spa
e had an Internet 
onne
tion. Amore te
hni
ally in
lined variation of this was that the 
hildren's Internet
onne
tions were regulated by time based rules in the �rewall { no Internetafter bedtime.6.2 Expert interviewsThe author 
ondu
ted three open-end interviews with di�erent experts ofthe trade: Ben Lavender is a te
hnology manager at the BBC, responsible(among other things) of the iPlayer proje
t, an Internet-equivalent of thevideo tape re
order; Risto Linturi shared his views on a

ess 
ontrol indomesti
 building te
hnology and home automation, and Hannu H. Kari,mobility professor at the Helsinki university of te
hnology, talked aboutse
urity 
onsiderations in ubiquitous home networks. In the end, the thirdof these interviews proved the most fruitful for this thesis. Mr Lavenderwas interviewed over the phone, Mr Linturi over email and Mr Kari in afa
e-to-fa
e interview.The BBC iPlayer proje
t, previously known as the iMP (intera
tive me-dia player),3 was a large s
ale test of a peer-to-peer stru
ture to distributesele
ted TV and radio programming of the BBC. The BBC is hoping torelease iPlayer for a general UK publi
 in early 2007 { the biggest hurdlesfor this are now politi
al, not te
hni
al. Due to TV li
enses, the iPlayer fortelevision programming would only be available for the UK viewers, thoughLavender doesn't regard a worldwide servi
e 
omparable to BBCworld im-possible, given an appli
able business model, for example 
ommer
ials anda subs
ription model. iPlayer for audio 
ontent would probably be o�eredworldwide soon after the publi
 iPlayer laun
h. The iMP ran two trials,trial one with 1000 early adopters, trial two with 30'000 users with a demo-graphi
 
orresponding to UK broadband users. Users would also be able to
opy the programming to their mobile devi
es. The iPlayer also in
luded asimple re
ommendation engine.The only aspe
t of a

ess 
ontrol the BBC were 
on
erned with was that ofmaking sure only UK viewers, i.e. those who've paid the 
ompulsory UK TVli
ense, were able to view or hear the o�ered programming { TV pira
y istaken very seriously by some, and is a hot politi
al issue. The required form3http://www.bb
.
o.uk/imp, probably to re-appear as http://www.bb
.
o.uk/iplayer
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ess 
ontrol would mainly be exe
uted with digital rights management(DRM) te
hniques and verifying that the user has an IP address in the UK.Domesti
 building automation has a host of inherent problems. RistoLinturi tra
es the origins to most problems to the builders and 
ontra
tors ofthe automated apartments; it is they who order and spe
ify the systems de-ployed, not the people who a
tually live in these apartments. While buildingautomation 
an help to redu
e living 
osts through the 
ontrol of heating,water use, air 
onditioning and ele
tri
ity use, the builders are more inter-ested in what they 
an get for less and the 
ontra
tors in what they 
anpro�t in maintenan
e fees. Su
h te
hnology is often proprietary and is hardor expensive to expand later on, and lo
ks in the user with a spe
i�
 ven-dor4 Also, inhabitants do generally not yet have a 
omprehensive view onwhat home automation 
an do for them. All these fa
tors 
ombined resultin slow adoption { and slow evolution { of house automation. Another issuein whi
h house automation 
ould be a tremendous help is in storing theplans, simulations and all servi
e do
umentation of the home in a digitaland sear
hable format that is automati
ally updated through logging anda

essible to servi
e personnel. This kind of servi
e is typi
ally availableonly in new 
ommer
ial sites.Di�erent users of the network thus have and need di�erent roles. In as
enario where a servi
e 
ompany takes 
are of the maintenan
e of an apart-ment, a servi
e person should be allowed to 
alibrate a sensor that the in-habitant should at most be allowed read a

ess, due to responsibility issues.Some devi
es, for example a movement sensor, provides input to number ofother subsystems su
h as heating and se
urity (�re and burglary) but thesesubsystems may have di�erent a

ess groups and produ
e event data to dif-ferent servi
e providers. The user may want to add 
apabilities to the homenetwork, su
h as sauna 
ontrol or integrate the entertainment 
entre withthe home automation, and of 
ourse the user should be allowed to do that.This 
alls for interoperability but also di�uses the question of responsibility.An automated home is a 
omplex engine with hundreds of nodes. It mustbe very reliable and there must be ways to report and repair when some-thing goes wrong. The house automation system is also uplinked to theservi
e provider(s), a 
onne
tion that must a�ord 
on�dentiality, integrityand availability.4Indeed, it has been estimated that the building 
osts of a house sum up to about20% of the total of all 
osts of living in the house[Kol04℄. Adding 10% or even 20% tothe building 
osts due to automation will be an investment that will pay itself ba
k fairlyqui
kly, as well as add to the resale value of the house.



6.2. EXPERT INTERVIEWS 65The third and �nal interview tou
hed a whole slew of se
urity topi
s,questions as well as answers, risks as well as 
han
es. \Computer se
urityis like a sewer { nobody noti
es it until it goes bad" started the interviewsession. People see information se
urity as an image, a brand { something totrust in { and for the 
onsumer, trust is the most important value to uphold.It is even more important than se
urity itself. It is less a problem for the userif she is informed that there has been an in
ident, whi
h systems are a�e
ted,and that normality will be restored by a 
learly given time { and that theservi
e providers sti
k to that time { than that something somewhere hasgone terribly wrong and the servi
e provider isn't informing her. Peoplemust feel that the se
urity management pro
ess is predi
table. Things arebad now but they will be taken 
are of by someone (or something) 
ompetent.The author thus realized that this is in fa
t very mu
h like management oflarge 
rowds in a 
risis: keep the 
rowd informed even of bad news, tellthem when there is going to be 
hange, and keep your promises [UNO03℄.If 
risis/se
urity management has a good image, people will not be too
on
erned about the 
risis/se
urity, they 
onsider that the 
risis/se
urityissue is being taken 
are of. This is what happens with se
urity softwaresu
h as anti-virus produ
ts and �rewalls when they work properly. For theso
iety at large, the only thing that matters is long-term stability, whi
himplies that the user is on top of what is happening, and that she feels thereis somebody who takes 
are of issues, in this 
ase se
urity issues, for her.One important issue with the future home network is how do we establisha se
urely interoperating environment (this implies that the huge task of
reating just an interoperating network is already handled). Kari suggestsa trust model and pro
ess, reminis
ent of the Resurre
ting du
kling se
u-rity model [SA99℄ (see x 5.4), and a very simple user interfa
e where eventhe most mundane applian
e su
h as the proverbial Internet Toaster wouldhave a Reset button and three LEDs: a green to indi
ate that everything'sokay, a yellow one to indi
ate that there is an issue that the user shouldinvestigate and a red one to mark that the devi
e is o� the net. When thenew applian
e is brought into the home network, it will holler for a parentdevi
e and imprint itself on that devi
e. In 
ontrast with Stajano's Resur-re
ting du
kling model, Kari suggests that often this pro
ess 
an be made
ompletely without user intera
tion { if the devi
e happens to imprint itselfon the neighbour's network, the user would just press the reset button andthe imprinting pro
ess would restart. The same reset button would be usedto disso
iate the devi
e from the home network if, for example, the userwanted to sell or give the devi
e away. Of 
ourse, not all devi
es shouldbe easily disso
iateable; a 
ell phone, laptop 
omputer, digital 
amera orportable musi
 player should �rmly hold on to their imprinting to be uselessto thieves.A very pra
ti
al way of authenti
ating oneself to a devi
e or imprinting



66 CHAPTER 6. ACCESS CONTROL AT HOMEit, as suggested by Kari, is by tou
h. If the user wears an authenti
ationtoken, say a wrist wat
h or some kind of jewelry with galvani
 
onta
t tothe user, the user's skin 
ould a
t as transmission medium between theauthenti
ation token and the devi
e. After an initial `handshake', the restof the authenti
ation pro
ess 
ould happen over the air. The authenti
atedsession ends automati
ally when the fob exits the radio proximity.Su
h a fob infrastru
ture of 
ourse implies that the user 
arries his or herauthenti
ation token at all times, or, that an authenti
ation token 
an bemade that the user wants to 
arry at all times. Authenti
ation to the tokenitself 
ould happen with a �ngerprint, sin
e the user's �ngers will be em-ployed to put on the token. If the token is taken o�, or drops o� the user,the token would go into a state where it doesn't a
t as an authenti
ationagent for the user, i.e. go into standby mode. A model like this would a�orda very unobtrusive way of authenti
ating to any devi
e, like a 
omputer ter-minal or a phone: just sit down by any 
omputer or pi
k up any phone, andit's \yours". If the authenti
ation token is 
ompromised, a requirement isthat the user's 
hain of trust 
an be rebuilt even on top of the 
ompromised
hain. The previous 
hain needs to be revoked and a new one restored onthe top of it.Di�erent kinds of devi
es bene�t from di�erent methods of imprinting. Apersonal item su
h as a new 
omputer demands a higher degree of se
urityand 
ertainty in the imprinting pro
ess and would be imprinted by tou
h.On the other hand, with the newly bought Internet Toaster, it is enoughjust to plug it in and press the reset button. If it shows up on a monitoringstation, the applian
e has su

essfully found a `mother du
k', if not, justpress the reset button anew.Guests of the home would have similar authenti
ation fobs. Thus, when aguest 
omes around, we �rst asso
iate (or imprint) the guest, through herauthenti
ation token, with our house, by whi
h, through a 
hain of trust,our guest's devi
es are also 
onsidered `friends' of the house and allowed
ertain a

ess to the servi
es the house o�ers. These servi
es o�ered wouldof 
ourse be 
ontextually dependent on for example whether an inhabitantis around; if the house is `alone', it would enter `a state of higher paranoia'.To maintain se
urity, no identity fobs would answer a bea
on that it doesn'thave a trust relationship with.Te
hni
ally, all this is almost trivial. In pra
tise it is 
ompli
ated, but moreof logisti
 and bureau
rati
 reasons, and most 
ompli
ated is the manage-ment of rights. As mentioned in the interview with Risto Linturi, di�erentusers of the home have di�erent roles, but also the same users of the homehave di�erent roles, and it is not always evident whi
h role a user appropri-ates for a given task. Role management is a part of the rights managementpro
ess, and it is a 
omplex one.
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y is 
ontextually dependent, and priva
y measures need to in
lude a
ontrolled override me
hanism. People tend to have two \levels" of priva
yneed, normality and emergen
y. For example, in normality, a user wouldde�nitely want to keep her medi
al information private, but in a 
ase ofmedi
al emergen
y, it may be 
riti
al to dis
lose this information to a trust-worthy party, e.g. the medi
al personnel. This transa
tion also needs to belogged for tra
eability.There is a future business in se
urity. A 
onsumer 
ould buy himself a
ertain guaranteed level of se
urity (as we have stated before there is noabsolute se
urity; see x 4.3). In this way, the user 
ould be allowed to bringnew and exoti
 devi
es su
h as the Internet Toaster to his home and these
urity servi
e will 
he
k that the applian
e is 
ompatible with the rest ofthe user's home environment and monitor that it behaves. Similarly, trustis a future business area. Trust 
an be brokered, so that a 
onsumer doesnot have to trust a mer
hant but 
an pay a servi
e provider to issue andbroker the trust, like an issuer of a validation stamp or a seal of approval.In a way, the trust broker then is in the insuran
e business; if the mer
hantis not trustworthy, the trust broker takes the hit. In another sense, thisis an insuran
e against stupidity, but the question is, do we really want aguard against stupidity? People must understand not to trust blindly inse
urity me
hanisms, for example if one is given a 100 euro bill that is pink,one shouldn't go and a

ept it as valid 
urren
y even if the bill veri�
ationsystem a

epted it.The se
urity servi
e 
ould 
ertainly also a
t proa
tively; if there are atypi
alpatterns in the home network traÆ
, for instan
e, the monitoring servi
e ofthe se
urity provider 
ould inform the user that something might be unwell.
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Chapter 7AnalysisIn this 
hapter we analyze how the users employed a

ess 
ontrol in theirhomes. We note that in substantial measures, neither 
on
i
ts nor overlapsbetween the se
urity views of home users and se
urity experts were found.We present some ideas on how to apply the knowlege gained in this thesison home network a

ess 
ontrol and round o� the 
hapter with some topi
sfor further resear
h.7.1 Family interview �ndingsManifestations of many a

ess 
ontrol methods were found during the familyinterviews. The most important one was that a

ess 
ontrol is governed byso
ial 
onventions or `the so
ial barrier'. Some things are 
onsidered privateor o�-limits and the respe
t of this priva
y extended seamlessly from thephysi
al world to the digital domain. The `Big Sti
k prin
iple' [Sta02b℄ wasalso frequently manifested with portable digital devi
es, both devi
es seen aspersonal (musi
 players) or 
ommon/shared (the 
hildren's digital 
amera).The most relevant �nding was that the people worked in a 
learly GRBAC-like mindset. Most notably, the parents had di�erent roles for di�erenttasks. At one time, the parent 
ould be doing her work from home, atanother time she was organizing her 
hildren's hobby a
tivities, or her ownfreetime engagements. Sometimes the parent took the role of the systemsadministrator. To a 
ertain degree, there were 
omputers that also wouldserve as work and study tools as well as entertainment ma
hines, but usually
omputers meant for work were used stri
tly for work. The 
hildren would of
ourse have di�erent roles to their parents, but they themselves didn't showas strong a distin
tion between their `student' and `leisure time' roles, in partbe
ause their student and leisure time a
tivities largely involved the samefriends. In a similar fashion, the teenagers often 
ould use instant messaging69



70 CHAPTER 7. ANALYSISin parallel with studying a
tivities, regardless if the 
ommuni
ation was partof the studies or not.People with se
urity knowledge usually obje
t against employing `se
urity byobs
urity'. This method was su

essfully (albeit unwittingly) employed bya family sharing their photographs with their friends and extended familyusing identi�ers (URLs) and metadata (des
riptions su
h as names) that
ould not be easily linked to the family. As a test, we tried to �nd thefamily's photos using a few Internet sear
h engines (Google, Yahoo!, MSN1),but did not manage to 
ome up with anything. Contrawise, the author'sphotos were easily found from a photo sharing servi
e using those samesear
h engines. It 
an be 
on
luded that with 
urrent sear
h te
hnology (andour sear
h methodology), se
urity by obs
urity works. Nevertheless, withall our se
urity know-how, we still advise against the se
urity by obs
urityapproa
h.Users wanted te
hnology to be simple2, be invisible, and work. One parenttold us that she got very stressed about even the thought of te
hnology notworking, and doing so in inde
ipherable ways, and if there was somethingshe did not need right now it was more stress. Another manifestation thatsimpli
ity is a desired property 
ame from the Ma
 using family who werehappy to use Ma
s be
ause \they just work".A re
urring request, even a requirement, from the users is that the homenetwork must be easy to use. It must be unobtrusive and not get in theway. This is 
learly in line with both usability literature in general andHCIse
 guidelines. People are not very interested in maintaining their homenetwork's se
urity. What we didn't see were the demands that the systemshould be transparent, i.e. keep the user informed on its state and what itis doing. This is probably due to the fo
us of the user interviews { we onlywanted to see what the users might do with home networking te
hnology,not test some te
hnology we had built.To respond to these �ndings, we 
an 
on
lude that a

ess 
ontrol needs beeasy to maintain and it should be 
exible; it's hard to predi
t who is goingto need what rights. When a guest arrives, he must easily be allowed propera

ess. In short terms, network se
urity should be built to be a 
onvenien
efa
tor as well as a se
urity fa
tor. After all, the home network should ul-timately make the inhabitants' life easier. On
e properly deployed, thingson the home network will seamlessly do what the user intends. Convenientse
urity is after all one key goal for HCIse
. Role-based a

ess 
ontrol, andin parti
ular, Generalized role-based a

ess 
ontrol seems to model the dy-nami
s of home rather well and the author believes it would be bene�
ial to1MSN sear
h is now branded Live sear
h2In this 
ontext, we use the word simple in its most 
attering, and designer-demandingway; not as feature-restri
tive but as un-
omplex, yet empowering.



7.2. COMPARING FAMILY AND EXPERT OPINIONS 71base the home network's infrastru
ture on this model.7.2 Comparing family and expert opinionsValuable input on se
urity issues were 
olle
ted from the expert interviewseven if it all 
ould not be applied to the fo
us of this thesis. The interviewwith Ben Lavender 
ir
led around the distribution of media to home users,the Risto Linturi interview about the importan
e of the infrastru
ture. TheHannu H. Kari interview provided food for thought to the home networke
osystem, as well as some pra
ti
al ideas on what to put in it. The familyinterviews on the other hand gave an insight in how a
tual people see theirenvironments and how their intera
tions with it fun
tioned.There were no immediate 
on
i
ts between the views of the home users andthose of the se
urity experts. Rather, they were 
omplementing ea
h otherand apart from the fa
t that all said the se
urity and the home networkmust be easy to use, there was little overlap.7.3 A sket
h for a usable a

ess 
ontrol e
osystemA home network se
urity design and 
ontrol system should guide the userinto making sound, se
ure and informed 
hoi
es and allow the user enoughfreedom to make the environment their own. But how mu
h 
ontrol shouldthe user have? A 
ommon 
on
eption, espe
ially among programmers of aha
ker mindset, is that more user 
ontrol leads to a better use experien
eand hen
e, is always better. An `intelligent' produ
t that makes all the
hoi
es for the user without giving any real options or telling her why, willfrustrate the user and make her trust the produ
t less (even if the de
isionwere the same that the user would have pi
ked, given the option of aninformed 
hoi
e) [Nor07℄. But while user 
entred design puts the user in
ontrol of everything, this does not mean that she should ne
essarily haveto 
ontrol the spe
i�
s of the user experien
e. In fa
t, when graphed, a usersatisfa
tion to level of 
ontrol would look bell-shaped (Figure 7.1 by KathySierra, used with permission); giving a user too little freedom and 
ontrol
an be just as frustrating as allowing the user to tinker with ea
h availabledetail [S
h04b℄3. The 
hallenge is to �nd how to present the user with justthe right amount of user 
ontrol.The geometry of this supposed bell shaped 
urve is of 
ourse di�erent forea
h user. The more experien
ed the user is, the more she will enjoy hav-3The dis
ussion herein really must be 
redited Kathy Sierra, who in a wholly un-s
ienti�
 arti
le des
ribed this thought, along with the vaguely bell-shaped 
urve inhttp://headrush.typepad.
om/
reating passionate users/2007/02/how mu
h 
ontro.html
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Figure 7.1: A hypothesis: User 
ontrol versus user happinessing the possibility to deal with ea
h detail in the produ
t. As an extremeexample, a professional driver would sometimes swit
h o� the automati
sof their 
ar sin
e the automation will not allow them to deploy their skills.Still, based on both the literature and interviewes presented in this thesis,the typi
al user of the home network should foremost just des
ribe whatthe thing should do, and unless told otherwise, leave the \how"-part to thething itself.We 
an also assume that the se
urity system 
an be built with a greaterknowlege in se
urity requirements than the average user posesses. Thus, arequirement for an a

ess 
ontrol system on a home network is that theuser des
ribes the intent of the se
urity environment, and the environment,in a dialogue with the user, builds up the se
urity poli
y for itself. A goodstarting point would be some sensible default s
enarios. An important aspe
tis that the system should be able to explain why it suggests su
h and su
ha solution, so that the user 
an make an informed de
ision whether this oneis good for their environment. The system would 
ontinuously test itself forse
urity \leaks" and if need arises, the system would strongly re
ommendagainst solutions that are inse
ure in the poli
y.From the family interviews we 
ould see 
lear indi
ations of a Role-baseda

ess 
ontrol (RBAC) thinking in pla
e. While the families did not talk inGRBAC terms, we 
an see that they would impli
itly work with GRBAC
on
epts. The user roles naturally mapped to the family hierar
hy; theparents were the De
iders, with the other parent also taking the Expert (orsystem administrator) role. The 
hildren had less privileges on the networkthan their parents, and the privilege varied with the te
hni
al expertise andage of the 
hildren. The same was true for devi
es; depending on who wasusing it (or, on another axis, in what 
ontext), a 
omputer 
ould either beone for entertainment or work, and have di�erent 
apabilities. For example,in one family, the 
hildrens' 
omputers Internet a

ess was regulated by atime-based �rewall rule whi
h in e�e
t stated \no Internet after bedtime".



7.3. A SKETCH FOR A USABLE ACCESS CONTROL ECOSYSTEM73A se
urity interfa
e to assist the family in 
reating an a

ess 
ontrol poli
y{ and more broadly, a se
urity poli
y { 
ould be based on Generalized role-based a

ess 
ontrol (GRBAC) 
on
epts. Su
h a se
urity interfa
e wouldneed sensible suggestions for di�erent household 
on�gurations, listing in-habitants, peer groups and so on as default (and 
on�gurable) user `roles'.The user roles would be hierar
hi
al, eg. so that the parent role would bepart of the inhabitant role. The 
reation and maintenan
e of the se
uritypoli
y need in no way be a solitary a
tivity of the Home network systemsadministrator. To promote transparen
y of the poli
y, its 
reation 
an verywell be a family a
tivity. As a heritage from Dis
retionary a

ess 
ontrol(DAC), inhabitants would be allowed to 
lassify resour
es they own, i.e. re-sour
es in their subtrees. Ownage of su
h physi
al resour
es may be signi�edusing an appli
ation of The Resurre
ting Du
kling model [SA99℄.While the user would, assisted by the software, need to think of all people ofthe home network and their roles, the home network infrastru
ture in a fullynetworked home should be able to dis
over all devi
es and servi
es within.This is one of the basi
 fun
tionalities of UPnP and other servi
e dis
overyproto
ols dis
ussed in x 3.6. The se
urity interfa
e would help the admin-istrative user in 
ategorizing the devi
es, their use and their audien
e. Ase
urity interfa
e would then assist the user in des
ribing di�erent situations,the family is home and away, it is daytime (in subje
tive or 
hronometri
terms), night time, party time, barbe
ue time on the ba
kyard and so on.The situations 
an then be used to des
ribe how the home network shouldbehave in those di�erent states.We envision that the full power of a GRBAC ar
hite
ture need not be un-leashed for it to be useful home use. In a full GRBAC ar
hite
ture, a user
ould have di�erent, even 
on
i
ting roles at di�erent times, but the mostlikely 
hange of role a user would need is that between a parent and anadministrator. The administrator role should be reserved for administrativejobs, and dis
ourage the user performing their ordinary a
tivities as admin-istrators. A similar approa
h is taken in Windows Vista and many modernLinux systems: if the user needs elevated privileges for an administrativetask, the user would authenti
ate herself as a member of the administratorsgroup and do the administrative work \on top" of their ordinary session,not start a new login session as administrator, where the user may get too
omfortable for system se
urity.What identi�
ation and authenti
ation system would be needed on a homenetwork system depends on what is to be authenti
ated and in whi
h 
on-text. There are three types of devi
es: the devi
es that the users own,whi
h are tied to the home network (authenti
ated), devi
es of known users(authenti
ated) and unknown devi
es (unauthenti
ated). Using provisionsfrom or similar to UPnP, devi
e authorization of authenti
ated devi
es 
an



74 CHAPTER 7. ANALYSISbe largely automated, as 
an dis
overy of unauthenti
ated devi
es. In asimilar fashion, a user 
an be in his home, in another home whi
h is inter-
onne
ted to the user's home, or at a publi
 site. All three s
enarios givedi�erent demands to se
urity [SV04℄. Mobile devi
es would need to make anassumption, or 
onsult the user, on their 
ontext, to assume a suitable \levelof paranoia". What type of user identi�
ation and authenti
ation means isto be used also depends on 
ontext. Given the te
hnology, users themselveswould most unobtrusively be identi�ed using biometri
 methods. The identi-�
ation and authenti
ation ba
kline would be augmented by state ma
hines,Markov 
hains and other means of learning the habits of its inhabitants.Where the level of prote
tion (and 
on�den
e) allows, the ever-present so-
ial barrier (and an audit trail) would mean that a \good guess" from thesystem is enough. Su
h fuzzy logi
 
ould support the s
enario that anyonemay open the medi
ine (or bar) 
abinet as long as at least one adult is home.We now present a few ideas that may be appli
able for in
reasing se
urityon the home network, in a user-
entred manner.7.3.1 The Door: responsibility driven a

ess 
ontrolThe home network environment is a 
ompli
ated one with many needs fora

ess 
ontrol and great need for 
exibility. Still, the most 
ommonly ex-hibited form of a

ess 
ontrol was that of self-imposed ethi
al and moralstandards: stu� that was somebody else's private property was left alone.While ethi
s may be a rather 
ompli
ated thing to des
ribe to a 
omputer,we 
an get by all the 
omplexity by simply ignoring it, or rather, delegatingthe understanding of what's right and wrong to the users, and leave the
omputationally easy parts like logging to the ma
hinery.To re
e
t this reality, a `Door' metaphor is proposed as a means for a

ess
ontrol beween humans and the resour
es they are trying to a

ess. A user
ould 
hoose whether to brea
h the requested level of priva
y, so the systemreally builds on trust between the users. Essentially, the Door is like Sta-jano's Big Sti
k, ex
ept that its user is expe
ted to de
ide whether they aregoing to use it for other reasons than just the fa
t that they are able to.A door would need to identify and audit, but not to authenti
ate. In fa
t,a na��vely trusting door would not even do identi�
ation or the auditing. Itwould just be like an ordinary door with a \Do not enter" sign on it. Likephysi
al doors, the metaphori
al ones 
an be 
losed or left open, and they
an be lo
ked. Like some doors, they have a label with their owner's nameon it, an information that is 
onveyed to the human who is 
onsideringwalking through the door. Like any unlo
ked, unguarded door, this onetoo will let anyone through that opens it. And unlike most doors, the everwat
hful digital one logs all a

esses through it. A digital door like the



7.3. A SKETCH FOR A USABLE ACCESS CONTROL ECOSYSTEM75one proposed would build on the built-in ability of most people to 
hoosebetween right and wrong. The a

ess 
ontrol would be self imposed anddriven by responsibility.A Door would be appropriate in a multi-level se
urity setting, like in a homeenvironment. As an example, an inhabitant would need to be regarded asan adult to a

ess the medi
ine- or bar 
abinet, and they would need to bethe owner of the single malt whisky bottles within to a

ess those. A

esseswill be logged by 
amera, and it is up to the appli
ation, or bar/medi
ine
abinet owner to look at the logs. Su
h a system would promote responsiblebehaviour in the home network environment, as well as greatly simplify the
reation, maintenan
e and, not the least, enfor
ing the a

ess 
ontrol on thehome network.Doors 
ould only be used where the people involved in the a

ess transa
tion
an be trusted, or when the result of a brea
h either isn't 
atastrophi
 oris easily reversible. Undesired external prin
ipals need still to be �rewalledout. The latter situation, Doors open for everybody, 
an be seen in the phi-losophy of Wikipedia4, \The en
y
lopedia anyone 
an edit." The opennessis a 
enterpie
e of the philosophy of the Wikipedia. As anyone is wel
ometo 
ontribute, many will, and the works of vandals 
an easily be reversedby a rollba
k. While it was assumed above that ethi
s aren't easily taughedto a ma
hine, Doors might be bene�
ial also for ma
hine-to-ma
hine 
om-muni
ation; a servi
e might answer ba
k that it won't have a problem witha

essing a request larger or more demanding than a 
ertain number and itis up to the requesting ma
hine to de
ide on how and whether to o�oad therequest.A Door would both do away with the authorization part of the a

ess 
ontrol,and build upon the so
ial barrier and respe
t for priva
y within the home.Of 
ourse, if we wanted good auditing built in, the Door would still need tobe able to perform identi�
ation of the user. A hybrid digital{non-digitalDoor would be a physi
al door equipped with a video 
amera; when the useropens the door, he will get his photograph taken, logged and timestamped,and the owner of the Door would be able to see the log at a later state.The Door 
ould also be used in emergen
y 
ontext, if a person would be indire need of emergen
y medi
al attention, a helper 
ould open the door asa `manual override' to private medi
al information. This would be modern-world equivalent of the `SOS-passi' bra
elets and pendants that were fash-ionable in Finland in the 1980s and early 1990s, and 
ontained a foldedstrip of paper with `emergen
y medi
al information'. If the individual wasin a 
on
ious state, the information would easily be kept private. Indeed animplementation of this already exists: many people have marked the personto be 
onta
ted In Case of Emergen
y with the abbreviation `ICE' on their4http://www.wikipedia.org
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ell phones' dire
tories (phone books). The 
ell phone is a personal artifa
t,and the phone dire
tory even more so, but in an extrordinary situation thepriva
y is meant to be brea
hed.7.3.2 Other se
urity ideasMany network te
hnologies work so that they listen to all in
oming data anddis
ard the traÆ
 that was not intended for them. In a wireless ad-ho
 envi-ronment, traÆ
 is often en
rypted for priva
y, whi
h 
an be hard on `peanutdevi
es' with low power and 
omputing resour
es. For peanut devi
es, publi
key 
ryptography, being an approximately three orders of magnitude more
omputationally intensive job than a symmetri
 
ryptography approa
h of
omparable strength, is generally out of the question [Sta02a℄ (and 
ryp-tography is generally something that 
annot be delegated). Pa
ket levelauthenti
ation (PLA) has been suggested as a solution for many se
urityproblems in military grade network environments [CLK05℄, but a s
aled-down solution of PLA employing a lightweight en
ryption s
heme 
ould beapplied for home networks. Thus, the en
ryption of traÆ
 
ould serve asa form of addressing or pa
ket sele
tion at the re
eiving side, in additionto providing a

ess 
ontrol and resilien
y against eavesdropping and denialof servi
e atta
ks. If the node 
an open the pa
ket, i.e. the 
ontents of thede
rypted data is well-formed/readable, it is of relevan
e and the payloadwill be inspe
ted; otherwise it is dis
arded. This method also borrows fromtwo-way authenti
ation and \identify friend or foe" appli
ations.5In a wireless distributed network, it is of 
ourse not possible to deny adevi
e physi
al a

ess to the network itself. However, it is quite possibleto do the same thing in a distributed fashion; ea
h devi
e 
an make anindividual de
ision not to 
ommuni
ate with a devi
e that does not ful�ll
ertain se
urity 
riteria.In an adaption of the usability guideline that the 
orre
t usage of a thingshould be the most usable one, also the most se
ure a
tions on a thing shouldbe the easiest and most natural one to take. To extrapolate on the thoughta bit further, it should be hard to make something inse
ure. It is debateablethough if a user should be denied to 
ompletely destroy his own se
urity (aslong as it has no impli
ations on his surroundings). The author opines thata user should be allowed \to shoot himself in the foot", but the system mustmake it absolutely 
lear to the user what the 
onsequen
es are that this isnot a good idea. A home network se
urity system or 
omponent should 
omewith sensible defaults, a good set of se
urity templates or patterns, and beable to 
on�gure itself by ask only a few relevant questions, like \what is5It is possible that this proposal re-invents an already invented wheel, but the authorwas not able to identify previous art in this 
ontext.



7.4. THE APPLICABILITY OF CONTEXTUAL DESIGN 77your level of paranoia?"7.4 The appli
ability of Contextual designIn the resear
h phase of this work, we used parts of Contextual design,namely the Inquiry, Interpretation and Consolidation steps. As our resear
hmaterial was relatively small, and the same 
ore team was present at allthe interviews, there was little need for the modelling phase of Contextualdesign. Sin
e the interviews were done to 
reate an understanding of ourusers, not a produ
t for them, the Work redesign, User environment design,Prototyping and Implementation phases were left out of the exer
ise. Giventhe interviews, materials and espe
ially the ex
ellently 
o-operative families,these steps 
ould be in
orporated in future resear
h if so needed.So why was Contextual design employed? Indeed, why use Contextual de-sign at all, anywhere? Be
ause the only way to �gure out what users needis to ask them, and a well-do
umented method of doing so is embodiedin the Contextual design pro
ess. While all of Contextual design was notappli
able to this work, we used the parts that were relevant.Even though we only used a `light-weight' appli
ation of Contextual design,the exer
ise as immensely useful in getting real data \from the �eld". Forour purposes, the unadulterated Contextual design pro
ess would have beenoverkill both for the resear
h but not the least for our users, who we did notwant to bother overly with our presen
e.We dis
ussed using additional tools to gather more information from ouruser. The tools 
onsidered were logbooks or diaries, questionnaires, 
ulturalprobes6 and asking the teens to take pi
tures with their 
ell phones andsharing them with us (whi
h in itself is a light-weight diary or 
ultural probe).While all these means would have brought more input to the work and theproje
t, and wouhd have been interesting to use, we opted to do withoutthem for two simple reasons. We did not have the resour
es to exe
ute thework needed, and we did not 
onsider that gathering this information wouldhave yielded enough a bene�t to justify the work, within the s
ope of thisthesis and where we were at the time with the InHoNets resear
h work.7.5 For future resear
hOne issue, hinted at in 
hapter 3, was that the same people are di�erentkinds of users when in di�erent environments. We know from before thaton a home network, users are even more goal oriented than while on an6http://www.infodesign.
om.au/ftp/CulturalProbes.pdf
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e network. It 
ould be interesting to resear
h how the expe
tations andattitudes towards te
hnology really di�er, and why, between these environ-ments. Will a skilled IT professional turn into an easily frustrated neophyteat home?A burning question that taunted the author during all this work was \what'swrong with the users" when they do not 
are about se
urity. In reality of
ourse nothing is wrong with the users and it is just a question of what isimportant to the user and what is understandable. Sin
e normal people dohave a sense of what real-life se
urity is of importan
e and what should bedone to guard oneself against the hostilities of everyday life, it should not beimpossible to �nd a way to 
ommuni
ate home network se
urity to a userof the te
hnology in a 
ompelling way.Advan
ed GRBAC on the home network As mentioned in x 4.4, theRole-based a

ess 
ontrol (RBAC) model exists as basi
 RBAC, with theextensions RBAC1, RBAC2 and RBAC3. RBAC1 allows inheritan
e ofroles, RBAC2 adds 
onstraints to roles (i.e. some 
ombination of roles areuna

eptable, 
.f. the Chinese Wall se
urity poli
y [BN89℄), and RBAC3 isthe union of RBAC levels 1 and 2. While inheritan
e is a part of Generalizedrole-based a

ess 
ontrol (i.e. GRBAC is really an extension of RBAC1, not\RBAC0") the 
onstrained GRBAC has not yet been proposed.While it would be trivial to propose GRBAC2 as a Constrained generalizedrole-based a

ess model per the des
riptions above, this would in the 
ontextof this thesis be an ex
er
ise in worthless trivia, unless a 
ompelling reasonto apply 
onstraints in a home network enviroment 
an be identi�ed. Thisex
er
ise will be left to future resear
h.



Chapter 8Con
lusionThe home network as seen in this thesis is an early form of the ubiuitous
omputing network, an environment with a large amount of small spe
ialized
omputing devi
es working together with users who do not want to per
ievethe environment as a 
omputing environment. This kind of a home networkdoes not yet exist, and neither are the usability and se
urity aspe
ts of it
learly outlined. Therefore, we have an ex
ellent opportunity to 
onsiderthe human-
omputer interfa
ing (HCI) and se
urity of the home networktogether as HCIse
, and be prepared in time before su
h networks be
ome
ommonpla
e. Indeed, se
urity and a good user experien
e are essentialfa
tors for making home networks 
ome true.In this thesis, aspe
ts of the home network have been presented, as wellas se
urity solutions that when adapted to the home network environmentshould be usable there. Both existing literature, se
urity professionals andreal families have been heard. In parti
ular, a se
urity poli
y builder basedon Generalized role-based a

ess 
ontrol models has been suggested, dueto the fa
t that the families displayed GRBAC-like thinking in their viewson a

ess 
ontrol in their homes. The poli
y builder would guide the userinto building a se
ure environment, based on familiar 
on
epts and sensibledefaults.Another pattern that seemed to govern the internal a

ess 
ontrol behaviourwas the `so
ial barrier' or simply so
ial (and territorial) 
onventions. Dueto this, it would in 
ases where a higher level of se
urity isn't needed beappropriate just to mark a resour
e as private with a `door' metaphor. Weoften saw inhabitants of the families keeping their personal �les in folders,readable and a

essible to anyone, only \prote
ted" with their name on it;the so
ial 
onvention di
tates that you do not look inside another's folderwithout permission. This would make a

ess 
ontrol for users within thefamily a whole lot simpler. Finally, the inhabitants want to spend as littlee�ort on maintaining the home network and �nd it as easy as possible to79



80 CHAPTER 8. CONCLUSIONenjoy the possibilities the network provides. The Door a

ess 
ontrol shouldonly be used when the `prote
ted' asset 
an handle a \Door brea
h"Current realizations of domesti
 te
hnology harldy exhibit features desirablefor a seamles home network environment. They do not interoperate well,they are not designed with multiple users in mind { ea
h with di�erentaptitude, goals and even roles. Produ
ts are hard to both install, extendand operate, even for the seasoned te
hnology enthusiast. Even a simplething like wat
hing digital photos on a television 
an be quite a dauntingtask.On a home network, devi
es will need to virtually install themselves andoperate without a 
entral se
urity server. There are solutions on di�erentlevels to this problem. First, the Resurre
ting Du
kling model, espe
iallyin its extended, ad-ho
 installation, would be very useful for approving de-vi
es to the home network. While there may not be any realizations of theDu
kling model yet, UPnP is a worthy family of proto
ols to organize theba
kline of the home network. Implementations already exist, though UPnPse
urity realizations do not seem to have es
aped the lab environments justyet.A home network should be aware of its users' whereabouts, desires andintents and be able to respond in a

ordan
e with the prin
iple of leastsurprise. For this, the home network needs to be able to sense who is doingwhat and where, and put this information into 
ontext. It would also needto 
onvey its intents and status information in an unobtrusive manner tothe inhabitants, in order for the inhabitants to feel (as well as be) they arein 
ontrol of the home and not the other way around. Sensors for at leastrudimentary guesses for most of these questions alredy exist in the formof `smart 
oors', ultrasound sensors, motion dete
tors, vision-based sensors,as well as 
alendars, 
lo
ks and mathemati
al algorithms spanning Markov
hains, fuzzy logi
 and arti�
ial intelligen
e. But they do not yet exist on themass market in the size, pri
e and 
apability fa
tors envisioned in this text.While the 
onsumer 
an not yet go to the 
onsumer ele
troni
s store and buya bag of peanut devi
es, a rough sket
h of the fun
tionality of this futureubiquitous home network 
an already be built. And indeed, is already beingbuilt by early adopters, resear
hers and enthusiasts. The future is alreadyhere. It's just not evenly distributed yet.
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